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Reason for change: ¥ MGV-F can be updated to support MIKEY.

Summary of change: 3 Updating the MGV-F to support MIKEY.

Section 6.3a is removed.

The order of MAC calculation and SEQ checking is reversed to optimize the
performance.

The service ID is removed from the figure since it is indicated in the CSB-ID of
MIKEY header (This is alignment with S3-040258).
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Figure 2: MTK Validation and Generation Function.

The ME will cal the (MTK Generation and Validation Function) MGV -F that is realized as part of the ME or as part of
the UICC. It is assumed that the MBMS service specific data, MSK and the sequence number SEQs, have been stored
within a secure storage (MGV-S). This MGV-S may be realized on the ME or on the UICC but for certain type of
MBMS services the UICC shall be used as determined by the service provider. Both MSK and SEQs were transferred to
the MGV-S with the execution of the key update procedures as described in section 6.2. The initial value of SEQs is
determined by the service provider.

When the ME receives the MIKEY message {including e.g.{MSK Key-ID, MTK ID = SEQp, MGK[MTK], MAC}
from the ptm data stream, it shall give that-infermationthe MIKEY message to the MGV-F. The MGV-F shall only
calculate and deliver the MBM S Traffic Keys (MTK) to the ME if the ptm-key information is deemed to be fresh. How
this shall be done is described below:

The MGV -F shall derive akey MFK (MBM S traffic key Freshness Key) from the MSK using a key derivation
function F, and shall derive akey MGK (MBM S traffic key Generation Key) from the MSK using a key
derivation function F.

The traffic key generation shall be performed in the following way:
The traffic key decrypt function F; decrypts the received MGK[MTK] to obtain MTK.
The freshness check shall be performed in the following way:

The MGV-F shall compare the received SEQp, i.e. MTK ID from the MIKEY message with the stored SEQs. If SEQp
is equal or lower than SEQs then the MGV -F shall indicate afailure to the ME. If SEQp is greater than SEQs then the
MGV -F shall calculate the MAC Yusing akeyed MAC function F, W|th the received MIKEY measmputsé‘,EQ
RAND-and the key MGK _asinpu ;
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asthe SEOp. ThisMAC is compared with the MAC of the KEMAC payload in the MIKEY message. enereceivedfrom
theptmkewnﬁepmmewlfthe MAC defersthen the MGV -F will |nd|cateafallureto theME IftheMAC|sequaI then

fauretothe ME:

The MGV-F providesthe MTK to the ME.
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