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4.3.8 Requirements on Ua interface

The generic requirements for Uainterface are:

- _The UE and the NAF shall be able to mutually authenticate each other using the GBA-based shared secret;

- _The UE shall be able to send the hostname of the NAF (i.e., FQDN of the NAF) to the NAF when the GBA-
based authentication over Uainterface is being intiated;

NOTE: The ahility to send the hostname of the NAF is particularly necessary if a NAF can be addressed using
different hostnames, and the NAF cannot otherwise discover what is the hostname that the UE used to
contact the NAF. The hosthame is needed by the BSF during key derivation.

- _The UE shall be able to indicate the capability of supporting GBA -based authentication to the NAF;

- _The NAF shall be able to indicate to the UE that GBA-based shared secret should be used;

- _The NAF shall be able to indicate to the UE that the current shared secret has expired and the UE should use
newer shared secret with the NAF;

NOTE: _If the UE has a newer shared secret than the one it is currently using, the UE should first offer to use the
newest shared secret in the UE. |f the NAF does not accept the latest shared secret or the UE does not
have newer shared secret, the UE shall establish new shared secret with the BSF.

- The UE and the NAF may use the GBA-based shared secret for confidentiality and integrity protection.
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