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1. Overall Description:
T3 thanks SA3 for their liaison statement (S3-040181) on ‘Status of VGCS work in SA3'.

T3 has prepared a change request to its specification TS 31.102 to support the VGCS key derivation process on
the USIM (see attached document T3-040327). SA3 is welcome to comment on the attached document.

T3 would like to have confirmation from SA3 on the following issues:

1- Does SA3 intend to assign one ciphering algorithm identifier per VGCS group (which is the current
assumption of T3), or one per key (assuming that there are two keys for each group), or one algorithm for the
VGCS?

2- Does the SA3 work encompass VBS security in the same way as VGCS? Applying a similar mechanism to
VBS could enable the operator to charge the subscriber accordingly.

T3 thanks SAS for its cooperation and welcome further SA3 liaison on this matter.

2. Actions:
To SA3

ACTION: TSG-T WG3 asks SA3 to provide clarification on the above issues and welcomes comments on
the attached document.

3. Date of next TSG-T WG3 Meetings:

T3#32 10-13 Aug 2004 New York, USA
T3#33 16-19 Nov 2004 Sophia Antipolis, France
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3 31.102 CR 226 srev _ 3 Current version: 6.5.0 *

For HELP on using this form, see bottom of this page or look at the pop-up text over the $ symbols.

Proposed change affects:  UICC appsd8 ME Radio Access Network|:| Core Network|:|
Title: #¥ VGCS security
Source: ¥ T3
Work item code: 3 TEI Date: & 29/04/2004
Category: ¥ B Release: # Rel-6
Use one of the following categories: Use one of the following releases:
F (correction) 2 (GSM Phase 2)
A (corresponds to a correction in an earlier release) R96 (Release 1996)
B (addition of feature), R97 (Release 1997)
C (functional modification of feature) R98 (Release 1998)
D (editorial modification) R99 (Release 1999)
Detailed explanations of the above categories can Rel-4  (Release 4)
be found in 3GPP TR 21.900. Rel-5 (Release 5)

Rel-6  (Release 6)

Reason for change: ¥ Voice Groups Call Services requires the support of VGCS key derivation in the
USIM. Indeed, in Rel-6 new requirements are present (storage of ciphering
algorithm identifiers, key derivation, and secure key storage) (S3-040181/180)

Summary of change: 3 The following changes are included:

- Including EFygcsa (Voice Group Call Service Ciphering Algorithm) to store
algorithm identifiers.

-Introduction of a new security context (VGCS) in AUTHENTICATE command
-Introduction of VGCS key Generation

Consequences if 3*
not approved:

Clauses affected: #® 4.28,4.2x(new), 4.7,7.1.1, 7.1.1.x (new), 7.1.2, 7.3.1, Annex A, Annex E

Y|N
Other specs * X | Other core specifications *
Affected: X | Test specifications
X | O&M Specifications

Other comments: #
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This EF indicates which services are available. If aserviceisnot indicated as available in the USIM, the ME shall not

select this service.
Identifier: '6F38' | Structure: transparent | Mandatory
SFI: '04'
File size: X bytes, X >=1 Update activity: low
Access Conditions:

READ PIN

UPDATE ADM

DEACTIVATE ADM

ACTIVATE ADM

Bytes Description M/O Length
1 Services n°1ton°8 M 1 byte
2 Services n°9to n° 16 @) 1 byte
3 Services n° 17 to n° 24 O 1 byte
4 Services n° 25 to n° 32 @) 1 byte
etc.

X Services n° (8X-7) to n° (8X) 0o 1 byte
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-Services
Contents:

Service n°1:
Service n°2:
Service n°3:
Service n°4:
Service n°5:
Service n°6:
Service n°7:
Service n°8:
Service n°9:

Service n°10:
Service n°11:
Service n°12:
Service n°13:
Service n°14:
Service n°15:
Service n°16:
Service n°17:
Service n°18:
Service n°19:
Service n°20:
Service n°21:
Service n°22:
Service n°23:
Service n°24:
Service n°25:
Service n°26:
Service n°27:
Service n°28:
Service n°29:
Service n°30:
Service n°31:
Service n°32:
Service n°33:
Service n°34:
Service n°35:
Service n°36:
Service n°37:
Service n°38:
Service n°39:
Service n°40:
Service n°41:
Service n°42:
Service n°43:
Service n°44:
Service n°45:
Service n°46:
Service n°47:
Service n°48:
Service n°49:
Service n°50:
Service n°51:

Service n°52
Service n°53
Service n°54
Service n°55
Service n°56
Service n°57
Service n°58

Service n°yy

Local Phone Book

Fixed Dialling Numbers (FDN)

Extension 2

Service Dialling Numbers (SDN)

Extension3

Barred Dialling Numbers (BDN)

Extension4

Outgoing Call Information (OCI and OCT)
Incoming Call Information (ICl and ICT)
Short Message Storage (SMS)

Short Message Status Reports (SMSR)
Short Message Service Parameters (SMSP)
Advice of Charge (AoC)

Capability Configuration Parameters (CCP)
Cell Broadcast Message Identifier

Cell Broadcast Message ldentifier Ranges
Group ldentifier Level 1

Group ldentifier Level 2

Service Provider Name

User controlled PLMN selector with Access Technology
MSISDN

Image (IMG)

Support of Localised Service Areas (SOLSA)
Enhanced Multi-Level Precedence and Pre-emption Service
Automatic Answer for eMLPP

RFU

GSM Access

Data download via SMS-PP

Data download via SMS-CB

Call Control by USIM

MO-SMS Control by USIM

RUN AT COMMAND command

shall be set to "1’

Enabled Services Table

APN Control List (ACL)

Depersonalisation Control Keys
Co-operative Network List

GSM security context

CPBCCH Information

Investigation Scan

MexE

Operator controlled PLMN selector with Access Technology
HPLMN selector with Access Technology
Extension 5

PLMN Network Name

Operator PLMN List

Mailbox Dialling Numbers

Message Waiting Indication Status

Call Forwarding Indication Status

Reserved and shall be ignored

Service Provider Display Information
Multimedia Messaging Service (MMS)
Extension 8

Call control on GPRS by USIM

MMS User Connectivity Parameters
Network's indication of alerting in the MS (NIA)
VGCS Group Identifier List (EFyscs and EFyecss)
VBS Group ldentifier List (EFves and EFygss)

VGCS security

CR page 3
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4.2.X EF.ccsca (Voice Group Call Service Ciphering Algorithm)

This EF contains the ciphering algorithm identifiers for each of the VGCS groups that the user has subscribed to
(defined in EFygcs-). This EF shall always be allocated if EFygcsiS allocated.

Identifier: '6FD4’ | Structure: transparent | Optional
File size: n bytes (n <= 50) Update activity: low
Access Conditions:

READ PIN

UPDATE ADM

INVALIDATE ADM

REHABILITATE ADM

Bytes Description M/O Length

1 VGCS Group ciphering algorithm identifier for M 1 byte
Group 1

2 VGCS Group ciphering algorithm identifier for (@] 1 byte
Group 2

n VGCS Group ciphering algorithm identifier for @] 1 byte
Group n

- Ciphering Algorithm | dentifier:

Contents: Ciphering Algorithm identifier for the specified Group

Coding:

Value

‘00’ no ciphering

‘01’ ciphering with algorithm GSM A5/1
‘02’ ciphering with algorithm GSM A5/2
‘03’ ciphering with algorithm GSM A5/3
‘04’ ciphering with algorithm GSM A5/4
‘05’ ciphering with algorithm GSM A5/5
‘06’ ciphering with algorithm GSM A5/6
‘07’ ciphering with algorithm GSM A5/7
108 to ‘FF' RFU
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4.7

Files of USIM
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This clause contains two figures depicting the file structure of the UICC and the ADFygv. ADFygm shall be selected
using the AID and information in EFp)g.

[...]

ADI:USI M
I I | I
DFPHCNEBCXIK DFGSM- ACCESS DFNExE Sol SA
' BF3A ' 5F3B' ' 5F3C ' 5F70
I
I |
EFOQPK EFQAI EF.QI |
' AF41 ' 4F30" ' AF31'
I |
EFNEXE- ST EFARPK EFTPRK EFTKCDF
" 4F40' ' AF42 ' AF43' " AFXX
I I I
EFKc EFKCGPRS EFCPBCCH EFI nvSCAN
' 4F20" ' 4F52' ' 4F63' ' 4AF64'
| I I I |
EFUI D EFPSC EFCC EFPUI D EFPBR
" AFXX ' 4F22 ' 4F23' ' 4F24' ' 4F30"
I I I I |
EFOCPl EI:I AP EFADN EFEXTl EFPBC
" AFXX " AFXX " AFXX' " AFXX " AFXX
I | I I |
EFGRP EFAAS EFGAS EFANR EI:SNE EFEMN L
" AFXX' " AFXX " AFXX " AFXX' " AFXX " AFXX'
I I I I I I
EFLI EFARR EFI MBI EFKeys EFKeysPS EI:DCK EFHPPLM\I
' 6F05' ' 6F06' ' 6F07" ' 6F08' ' 6F09' ' 6F2C ' 6F31'
| I I I I I I
EI:C:NL EFACme EI:UST EFACM EFFDN EFSNB EFGI D1
' 6F32' ' 6F37" ' 6F38" ' 6F39' ' 6F3B' ' 6F3C ' 6F3E
I I I I I I |
EFGI D2 EFNSI SDN EFPUCT EFSNBP EFSNSS EFCBM EFSPN
' 6F3F ' 6F40' ' 6F41 ' 6F42' ' 6F43' ' 6F45' ' 6F46
| I I I I I I
EFSNBR EFCBM D EI:SDN EFEXTZ EI:EXTS EI:BDN EI:EXT5
' 6F47 ' 6F48' ' 6F49' ' 6F4B' ' 6F4C ' 6F4D ' 6F4E
| I I I I I I
EFCBM R EI:EXT4 EI:EST EFACL EFCM EFSTART - HFN EFTHRESHO_D
' 6F50" ' 6F55' ' 6F56' ' 6F57" ' 6F58' ' 6F5B' ' 6F5C
I I I I I I
EFPLM\MIACT EF(PLM\MACT EFHPLM\MIACT EFPSLOCI EFACC EFFPLM\I
' 6F60" ' 6F61' ' 6F62' ' 6F73' ' 6F78' ' 6F7B'
I I I | I I |
| EFlca | EF o | EFcg EFicr | EFocr EF o | | EFemer |
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| ' 6F7E | '6F80" | | '6F81' | | '6F82° | | '6F83 | | '6FAD | | '6FBS'
| | | | | | |
EFAaeM EFECI: EI:Hi ddenkey EFNI:_FPAR EFPNN EFO’L EFNBI]\I
' 6FB6' ' 6FBY7' ' 6FC3' ' 6FCA’ ' 6FC5' ' 6FCE' ' 6FC7'
| | | | | | |
EFEXTG EFNBI EFMN S EFCFI S EFEXT7 EFSPDI EFM\/BN
' 6FC8' ' 6FCO’ ' 6FCA ' 6FCB' ' 6FCC ' 6FCD ' 6FCE'
| | | | | | |
EFexrs EFwe o S EFweuce EFy A EFaore EF,
' 6FCF' ' 6FDO’ ' 6FD1' ' 6FD2' ' 6FD3' ' 6FAF ' 6FBL’
| | | |
EFv(xss EFVBS EFVBSS EVG:SCA
' 6FB2' ' 6FB3' ' 6FB4' "6FDA'

Figure 4.2: File identifiers and directory structures of USIM
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7.1 AUTHENTICATE

7.1.1 Command description

The function can be used in several different contexts:

- a3G security context, when 3G authentication vectors (RAND, XRES, CK, IK, AUTN) are available (i.e. the
UE islocated in the UTRAN, or in a GSM radio access network which is connected to a 3G or 3G capable

VLR/SGSN), or

- aGSM security context, when GSM authentication data are available only (i.e. the UE islocated in the GSM
radio access network which is connected to a non-3G capable VLR/SGSN).

- an VGCS security context, when VGCS authentication data is available

The function isused in GSM or 3G security context during the procedure for authenticating the USIM to its HE and
vice versa. In addition, a cipher key and an integrity key are calculated. For the execution of the command the USIM
uses the subscriber authentication key K, which is stored in the USIM.

The function isused in VGCS security context during the procedure for retrieving the VGCS Short Term Key (VSTK)
used by the terminal to in establishing VGCS calls.

The functionisrelated to a particular USIM and shall not be executable unless the USIM application has been selected
and activated, and the current directory isthe USIM ADF or any subdirectory under this ADF and a successful PIN
verification procedure has been performed (see clause 5).

7111 3G security context

The USIM first computes the anonymity key AK = 5, (RAND) and retrieves the sequence number SQN = (SQN O
AK) O AK.

Then the USIM computes XMAC = f1x (SON || RAND || AMF) and compares this with the MAC which isincluded in
AUTN. If they are different, the USIM abandons the function.

Next the USIM verifies that the received sequence number SON is previously unused. If it isunused and its valueis
lower than SQNys, it shall still be accepted if it isamong the last 32 sequence numbers generated. A possible
verification method is described in TS 33.102 [13].

NOTE: Thisimpliesthat the USIM hasto keep alist of the last used sequence numbers and the length of the list
isat least 32 entries.

If the USIM detects the sequence numbersto be invalid, thisis considered as a synchronisation failure and the USIM
abandons the function. In this case the command response is AUTS, where:

AUTS= Conc(SQNys) || MACS,

Conc(SOQNys) = SONys 7 5* «(RAND) is the concealed val ue of the counter SQNys in the USIM; and.

MACS = f1*((SQNys || RAND || AMF) where:

RAND is the random value received in the current user authentication request;

the AMF assumes a dummy value of al zeroes so that it does not need to be transmitted in clear in the
resynchronisation message.
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If the sequence number is considered in the correct range, the USIM computes RES = f2x (RAND), the cipher key
CK =3k (RAND) and the integrity key IK = f4¢ (RAND) and includes these in the command response. Note that if
thisis more efficient, RES, CK and IK could also be computed earlier at any time after receiving RAND.

The use of AMF is HE specific and while processing the command, the content of the AMF has to be interpreted in the
appropriate manner. The AMF may e.g. be used for support of multiple agorithms or keys or for changing the size of
lists, see TS 33.102 [13].

If Service n°27 is"available", the USIM calculates the GSM response parameter K¢, using the conversion function
defined in TS 33.102 [13].

Input:

- RAND, AUTN (AUTN:=SQN O AK || AMF || MAC).
Output:

- RES, CK, IKif Service n°27 is"not available".

or

- RES, CK, IK, K¢if Service n°27 is"available".

or

- AUTS

7.1.1.2 GSM security context
USIM operation in an GSM security context is supported if Service n°38is "available".

The USIM computes RES = f2x (RAND), the cipher key CK =3¢ (RAND) and the integrity key IK = f4x (RAND).
Next the USIM calculates the GSM response parameters SRES and K¢, using the conversion functions defined in
TS33.102[13].

Input:

- RAND.
Output:

- SRES; K.

7.1.1.x VGCS security context

USIM operation in aVGCS security context is supported if Service n°yy is"available'.

The USIM computes the VGCS Short Term Key (V STK) associated with a particular VGCS group |dentifier. For this
computation, the USIM uses the VGCS Key (VK) identified by the VK _ID .

The USIM shall first search if the VGCS Group ldentifier (VGCS 1D) corresponds to a stored VGCS |dentifier in
E\/GCS;

Then, the USIM shall search in the corresponding EF,ccsca_for the VGCS Key Identifier (VK _ID) and retrieve the
VK value to be used.

Then the USIM computes and returns VSTK.

[ nput:
- VGCS ID, VK ID,VSTK _RAND
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Output:
- _VSTK.

7.1.2 Command parameters and data

Code Value
CLA  |As specified in TS 31.101
INS |'88'

P1 '00'

P2 See table below

Lc See below
Data  |See below

Le '00', or maximum length of data expected in
response

Parameter P2 specifies the authentication context as follows:

Coding of the reference control P2

Coding Meaning

"le------ Specific reference data (e.g. DF
specific/application dependant key)
O-CEM-contexd

12C-contexd

- XXXXX- - '‘00000'

s XX Authentication context:

00 GSM context

01 3G context

10 VGCS context

All other codings are RFU.
Command parameters/data:

7.1.2.1 GSM/3G security context

Byte(s) Description Length
1 Length of RAND (L1) 1
2 to (L1+1) RAND L1
(L1+2) Length of AUTN (L2)  (see note) 1
(L1+3) to AUTN (see note) L2
(L1+L2+2)
Note: Parameter present if and only if in 3G security context.

The coding of AUTN isdescribed in TS 33.102 [13]. The most significant bit of RAND is coded on hit 8 of byte 2. The
most significant bit of AUTN is coded on bit 8 of byte (L1+3).

Response parameters/data, case 1, 3G security context, command successful:
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Byte(s) Description Length
1 "Successful 3G authentication" tag = 'DB' 1
2 Length of RES (L3) 1
3to (L3+2) RES L3
(L3+3) Length of CK (L4) 1
(L3+4) to CK L4
(L3+L4+3)
(L3+L4+4) Length of IK (L5) 1
(L3+L4+5)to  [IK L5
(L3+L4+L5+4)
(L3+L4+L5+5) [Length of K¢ (= 8) (see note) 1
(L3+L4+L5+6  |Kc (see note) 8
to
(L3+L4+L5+13)
Note: Parameter present if and only if Service n°27 is "available".

The most significant bit of RES is coded on hit 8 of byte 3. The most significant bit of CK is coded on bit 8 of byte

(L3+4). The most significant bit of IK is coded on bit 8 of byte (L3+L4+5).

Response parameters/data, case 2, 3G security context, synchronisation failure:

Byte(s) Description Length
1 "Synchronisation failure" tag = 'DC' 1
2 Length of AUTS (L1) 1
3to (L1+2) [AUTS L1

The coding of AUTS isdescribed in TS 33.102 [13]. The most significant bit of AUTS is coded on bit 8 of byte 3.

Response parameters/data, case 3, GSM security context, command successful

Byte(s) Description Length
1 Length of SRES (= 4) 1
2to5 SRES 4
6 Length of K¢ (= 8) 1
71014 Kc 8

The most significant bit of SRESis coded on bit 8 of byte 2. The most significant bit of Kc is coded on bit 8 of byte 7.

7.1.2.2 VGCS security context

Byte(s) Description Length
1 Length of VGCS ID (L1) 1
2to (L1+1) VGCS ID L1
(L1+2) Length of VK ID (L2) 1
(L1+3) to VK ID L2
(L1+L2+2)
(L1+L2+3) Length of VSTK RAND 1
(L1+L2+4) VSTK RAND 4
to (L1+L.2+7)

Response parameters/data, V GCS security context, command successful:
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7.2

7.3

7.3.1
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Byte(s) Description Length
1 "Successful VGCS operation" tag = 'DB' 1
2 Length of VSTK (16) 1
31018 VSTK 16
Void

Status Conditions Returned by the USIM

Status of the card after processing of the command is coded in the status bytes SW1 and SW2. This clause specifies the
coding of the status bytes in the following tables, in addition to the ones defined in TS 31.101 [11].

Security management

SW1 | SW2 |Error description
'98' '62' |- Authentication error, incorrect MAC
'98' '64 |- Authentication error, GSM-security context not supported
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Annex A (informative):
EF changes via Data Download or USAT applications

This annex definesif changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT
Application, is advisable. Updating of certain EFs"over the air" such as EF,cc could result in unpredictable behaviour
of the UE; these are marked "Caution” in the table below. Certain EFs are marked "No"; under no circumstances should
"over the air" changes of these EFs be considered.

File identification Description Change advised
'2F00 Application directory Caution
'2F05' Preferred languages Yes
'2F06' Access rule reference Caution
'2FE2' ICC identification No
'4F20' Image data Yes
‘4F20° GSM Ciphering key Kc No
'4FXX' Image Instance data Files Yes
'4FXX' Unique identifier Yes
'4F22' Phone book synchronisation counter Yes
'4F23' Change counter Yes
'4F24' Previous unigue identifier Yes
'4F30' Phone book reference file Yes
'4FXX' Capability configuration parameters 1 Yes
'4F30' SOLSA Access Indicator Caution
'4F31' SOLSA LSA List Caution
'4FXX' LSA Descriptor files Caution
‘4F52’ GPRS Ciphring key KcGPRS No
'"4F63' CPBCCH Information No
'4F64’ Investigation Scan Caution
'4FEXX' Additional number alpha string Yes
'4FXX' Additional number Yes
'4FEXX' Second name entry Yes
'4FEXX' Grouping information alpha string Yes
'4FEXX' Phone book control Yes
'4FXX' E-mail addresses Yes
'4FXX' Index administration phone book Yes
'4EXX' Extension 1 Yes
'4FXX' Abbreviated dialling numbers Yes
'4FXX' Grouping file Yes
'6F05' Language indication Yes
‘6F06’ Access rule reference (under ADFysiv and DFreLecom) Caution
'6F07' IMSI Caution (Note 1)
'6F08' Ciphering and integrity keys No
'6F09' Ciphering and integrity keys for packet switched No

domain
'6F2C' De-personalization Control Keys Caution
'6F31' Higher Priority PLMN search period Caution
'6F32' Co-operative network list Caution
'6F37' ACM maximum value Yes
'6F38' USIM service table Caution
'6F39' Accumulated call meter Yes
'6F3B' Fixed dialling numbers Yes
'6F3C' Short messages Yes
'6F3E' Group identifier level 1 Yes
'6F3F' Group identifier level 2 Yes
Continued....
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File identification Description Change advised
'6F40" MSISDN storage Yes
'6F41' PUCT Yes
'6F42' SMS parameters Yes
'6F43' SMS status Yes
'6F45' CBMI Caution
'6F46' Service provider name Yes
'6FA7' Short message status reports Yes
'6F48' CBMID Yes
'6F49' Service Dialling Numbers Yes
'6F4B' Extension 2 Yes
'6F4AC' Extension 3 Yes
'6F4D' Barred dialling numbers Yes
'6F4E' Extension 5 Yes
'6F4F' Capability configuration parameters 2 Yes
'6F50' CBMIR Yes
'6F54' SetUp Menu Elements Yes
‘6F55’ Extension 4 Yes
'6F56' Enabled services table Caution
'6F57" Access point name control list Yes
'6F58' Comparison method information Yes
'6F5B' Initialisation value for Hyperframe number Caution
'6F5C' Maximum value of START Yes
'6F60' User controlled PLMN selector with Access Technology No
'6F61' Operator controlled PLMN selector with Access Caution

Technology

'6F62' HPLMN selector with Access Technology Caution
'6F73' Packet switched location information Caution
'6F78' Access control class Caution
'6F7B' Forbidden PLMNs Caution
'6F7E' Location information No (Note 1)
'6F80' Incoming call information Yes
'6F81' Outgoing call information Yes
'6F82' Incoming call timer Yes
'6F83' QOutgoing call timer Yes
'6FAD' Administrative data Caution
'6FB1' \Voice Group Call Service Yes
'6FB2' Voice Group Call Service Status Yes
'6FB3' \Voice Broadcast Service Yes
'6FB4' \Voice Broadcast Service Status Yes
'6FB5' Enhanced Multi Level Pre-emption and Priority Yes
'6FB6' Automatic Answer for eMLPP Service Yes
'6FB7' Emergency Call Codes Caution
'6FC3' Key for hidden phone book entries No
'6FC4' Network Parameters No
'6FC5' PLMN Network Name Yes
'6FC6' Operator Network List Yes
'6FCT' Mailbox Dialling Numbers Yes
'6FC8' Extension 6 Yes
'6FC9' Mailbox Identifier Caution
'6FCA' Message Waiting Indication Status Caution
'6FCB' Call Forwarding Indication Status Caution
'6FCC' Extension 7 Yes
'6FCD’ Service Provider Display Information Yes
‘6FCE’ MMS Notification Yes
‘6FCF’ Extension 8 Yes
‘6FDO’ MMS Issuer Connectivity Parameters Yes
‘6FDY’ MMS User Preferences Yes
‘6FD2’ MMS User Connectivity Parameters Yes
'6FD3' Network's indication of alerting (NIA) Caution
‘6FD4’ Voice Group Call Service Ciphering Algorithm Yes

NOTEL:

EF_oc) accordingly.

If EFjms) is changed, the UICC should issue REFRESH as defined in TS 31.111 and update
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Annex E (informative):
Suggested contents of the EFs at pre-personalization

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests
valuesin these cases.
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File Identification Description Value
'2F00 Application directory Card issuer/operator dependant
'2F05' Preferred languages 'FF...FF'

'2F06' Access rule reference Card issuer/operator dependant

'2FE2' ICC identification operator dependant

'4F20' Image data '00FF...FF'

‘4F20° GSM Ciphering key Kc 'FF...FFO7'

'4EXX' Image instance data files 'FF...FF'

'4FXX Unique identifier ‘0000’

'4F22' Phone book synchronisation counter ‘00000000

'4F23' Change counter ‘0000’

'4F24' Previous unigue identifier ‘0000’

'4F30' Phone book reference file Operator dependant

'4FXX Capability configuration parameters 1 'FF...FF'

‘4F52' GPRS Ciphring key KcGPRS 'FF...FFO7'

'4F63' CPBCCH Information 'FF..FF'

'4F64' Investigation PLMN scan '00'

'4FXX' E-mail addresses 'FF...FF'

'4EXX' Additional number alpha string 'FF...FF'

'4FEXX' Second name entry 'FF...FF'

'4FXX' Abbreviated dialling numbers 'FF...FF'

'4FXX Grouping file '00...00'

'4EXX' Grouping information alpha string 'FF...FF'

'4FXX' Phone book control ‘0000’

'4FXX' Index administration phone book 'FF...FF'

'4FXX' Additional number 'FF...FF'

'4FXX' Extension 1 '00FF...FF'

'6F05' Language indication 'FF...FF'

'6F06' Access rule reference (under ADFysv and Card issuer/operator dependant
DFteLECOM)

'6F07"' IMSI Operator dependant

'6F08' Ciphering and integrity keys '07FF...FF'

'6F09' Ciphering and integrity keys for packet '07FF...FF'
switched domain

'6F2C' De-personalization control keys 'FF...FF'

'6F31' HPLMN search period 'FF'

'6F32' Co-operative network list 'FF...FF'

'6F37" ACM maximum value '000000' (see note 1)

'6F38' USIM service table Operator dependant

'6F39' Accumulated call meter ‘000000

'6F3B' Fixed dialling numbers 'FF...FF'

'6F3C' Short messages '00FF...FF'

'6F3E' Group identifier level 1 Operator dependant

'6F3F' Group identifier level 2 Operator dependant

'6F40' MSISDN storage 'FF...FF'

'6F41' PUCT 'FFFFFF0000'

'6F42' SMS parameters 'FF...FF'

'6F43' SMS status 'FF...FF'

'6F45' CBMI 'FF...FF'

'6F46' Service provider name Operator dependant

'6F47" Short message status reports '00FF...FF'

'6F48' CBMID 'FF...FF'

'6F49' Service Dialling Numbers 'FF...FF'

'6F4B' Extension 2 '00FF...FF'

'6F4C' Extension 3 '00FF...FF'

Continued....
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File Identification Description Value
'6F4D' Barred Dialling Numbers 'FF...FF'
'6F4E' Extension 5 '00FF...FF'
'6F4F' Capability configuration parameters 2 'FF...FF'
'6F50' CBMIR 'FF...FF'
'6F54' SetUp Menu Elements Operator dependant
'6F55' Extension 4 'FF...FF'
'6F56' Enabled services table Operator dependant
'6F57" Access point name control list '00FF...FF'
'6F58' Comparison method information 'FF...FF'
'6F5B' Initialisation value for Hyperframe number 'FO 00 00 FO 00 00'
'6F5C' Maximum value of START Operator dependant
'6F60° User controlled PLMN selector with Access 'FFFFFF0000..FFFFFF0000!
Technology
'6F61' Operator controlled PLMN selector with 'FFFFFF0000..FFFFFF0000
Access Technology
'6F62' HPLMN selector with Access Technology 'FFFFFF0000..FFFFFF0000
'6F73' Packet switched location information 'FFFFFFFF FFFFFF xxxxxx 0000 FF 01' (see
note 2)
'6F78' Access control class Operator dependant
'6F7B' Forbidden PLMNs 'FF...FF'
'6F7E Location information 'FFFFFFFF xxxxxx 0000 FF 01' (see note 2)
'6F80" Incoming call information 'FF...FF 000000 00 O1FFFF'
'6F81' Outgoing call information 'FF...FF 000000 O1FFFF'
'6F82' Incoming call timer '‘000000'
'6F83' Outgoing call timer '‘000000'
'6FAD' Administrative data Operator dependant
'6FB5' EMLPP Operator dependant
'6FB6' AaeM '00'
'6FB7' Emergency call codes Operator dependant
'6FC3' Key for hidden phone book entries 'FF...FF'
'6FC4' Network Parameters 'FF...FF'
'6FC5' PLMN Network Name Operator dependant
'6FC6' Operator Network List Operator dependant
'6FC7' Mailbox Dialling Numbers Operator dependant
'6FC8' Extension 6 '00 FF...FF'
'6FC9' Mailbox Identifier Operator dependant
'6FCA' Message Waiting Indication Status ‘00 00 00 00 00'
'6FCB' Call Forwarding Indication Status 'xx 00 FF...FF'
'6FCC' Extension 7 '00 FF...FF'
'6FCD' Service Provider Display Information
‘6FCE’ MMS Notification '00 00 00 FF...FF
‘6FCF’ Extension 8 'FF...FF'
‘6FDO’ MMS Issuer Connectivity Parameters ‘FF...FF’
‘6FDY1’ MMS User Preferences ‘FE...FF’
‘6FD2’ MMS User Connectivity Parameters ‘FF...FF’
‘6FD4’ Voice Group Call Service Ciphering Algorithm | ‘00...00°

NOTE 1: The value ‘000000 means that ACMmax is not valid, i.e. there is no restriction on the ACM. When
assigning a value to ACMmax, care should be taken not to use values too close to the maximum possible
value 'FFFFFF', because the INCREA SE command does not update EFacy if the units to be added would
exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2: xxxxxx stands for any valid MCC and MNC, coded according to TS 24.008 [9].
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