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******************* begin change ********************* 

Annex A (informative): 
Generic secure message exchange using 
HTTP Digest Authentication 

A.1 Introduction 
This annex describes how HTTP Digest Authentication can be used between UE and any NAF where the protocol over 
Ua interface is based on HTTP messaging. 

HTTP Digest Authentication can also be used as a generic authentication and integrity protection method towards any 
new NAF The Generic Bootstrapping Architecture specified in this document enables the NAF and the UE to mutually 
authenticate each other and integrity protect any payload being transferred between NAF and UE. As a generic method, 
it will speed up the specification of new NAFs since the authentication and message integrity protection part of Ua 
interface are taken care of by HTTP Digest Authentication. It will also ease the implementation of GBA-based 
authentication in NAFs because there would be one well-defined way to do it. 

A.2 Generic protocol over Ua interface description 
Editor’s note: a cross-check with the corresponding stage 3 spec TS 24.cde shall be performed in order to avoid 
duplication. 

The sequence diagram in Figure A.1 describes the generic secure message exchange with HTTP Digest Authentication.  
The conversation may take place inside a server-authenticated TLS (RFC 2246 [6]) tunnel in which case TLS 
handshake has taken place before step 1. 

In step 1, UE sends an empty HTTP request to a NAF. In step 2, NAF responds with HTTP response code 401 
"Unauthorized" which contains a WWW-Authenticate header.  The header instructs the UE to use HTTP Digest 
Authentication with a bootstrapped security association. Quality of protection (qop) attribute is set to "auth-int" 
meaning that the payload of the following HTTP requests and responses should integrity protected.  The realm attribute 
contains two parts. The first part is a constant string "3GPP-bootstrapping" instructing the UE to use a bootstrapped 
security association. The second part is the DNS name of the NAF. 

In step 3, the UE shall verify that the second part of the realm attribute does in fact correspond to the server it is talking 
to. In particular, if the conversation is taking place inside a server-authenticated TLS tunnel, the UE shall verify that the 
server name in the server's TLS certificate matches the server name in the realm attribute of the WWW-Authenticate 
header.  The UE generates client-payload containing the message it wants to send to the server. Then it will generate the 
HTTP request by calculating the Authorization header values using the Transaction Identifier it received from the BSF 
as username and the session key Ks_NAF as the password, and send the request to NAF in step 4. 

When NAF receives the request in step 5, it will verify the Authorization header by fetching the session key Ks_NAF 
from the bootstrapping server using Zn interface and the Transaction Identifier. After successful retrieval, NAF 
calculates the corresponding digest values using K, and compares the calculated values with the received values in the 
Authorization header. The NAF shall also verify that the DNS name in the realm attribute matches its own. If the 
conversation is taking place inside a server-authenticated TLS tunnel, the NAF shall also verify that this DNS name is 
the same as that of the TLS server. If the verification succeeds, the incoming client-payload request is taken in for 
further processing. Thereafter, the NAF will generate a HTTP response containing the server-payload it wants to send 
back to the client in step 6. The NAF may use session key Ks_NAF to integrity protect and authenticate the response. 

In step 7, UE receives the response and verifies the Authentication-Info header.  If the verification succeeds, the UE can 
accept the server-payload for further processing. 

Additional messages can be exchanged using steps 3 through 7 as many times as is necessary. The following HTTP 
request and responses shall be constructed according to RFC 261 [3] (e.g., nc parameter shall be incremented by one 
with each new HTTP request made by UE). 
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 UE NAF 

GET / HTTP/1.1

 

HTTP/1.1 401 Unauthorized 
WWW-Authenticate: Digest 
         realm="3GPP-bootstrapping:www.operator.com", 
         qop= "auth-int",  
         nonce="dffef12..2ff7", 
         opaque="e23f45..dff2"  

POST /somerequest/ HTTP/1.1 
Authorization: Digest 
         username="adf..adf", 
         realm="3GPP-bootstrapping:www.operator.com", 
         qop=auth-int, 
         algorithm=MD5,  
         uri="/somerequest/", 
         nonce="dffef12..2ff7", 
         nc=00000001, 
         cnonce="0a4fee..dd2f", 
         response="6629..af3e", 
         opaque="e23f45..dff2" 
 
<client-payload> 

HTTP/1.1 200 OK 
Content-Type: some-MIME-type 
Authentication-Info: nextnonce="4ff232dd..dd", 
         qop=auth-int, 
         rspauth="4dd34..55d2", 
         cnonce="0a4fee..dd2f", 
         nc=00000001 
 
<server-payload> 

3. UE generates the 
payload message and 
calculates the HTTP 
Digest values. 

5. NAF fetches the session 
key K based on username 
and verifies the 
”Authorization” header. If 
success, it accepts client-
payload as an 
authenticated message. 

7. UE verifies the 
Authentication-info 
header.  If success, it 
accepts server-payload 
as an authenticated 
message. 

6.

1.

2.

4.

 

Figure A.1: Generic secure message exchange using HTTP Digest Authentication and bootstrapped 
security association 

******************** end change ****************** 
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