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Abstract

In the current version of the Access to NAF using HTTPS specification (TS 33.222 v100), the informative annex B
contains an optimised sequence of events in case of collocated BS- and NAF. It is proposed to eliminate this annex B
completely.

1. Reason for proposed change to TS 33.222 v100

The content of annex B is no longer in line with the general trend for GBA during the last SA3 meetings. The following
points are not clarified or even in contradiction:

- Selection of procedure: it is unclear how the involved entities decide, which procedure to run, the normal GBA
procedure, or the optimised sequence.

- Keyderivation: thisis not adequately taken into account, cf. editor’s note on the transport of of key derivation
information from NAF/BSF to UE.

- Transaction Identifier. Is not usable in optimised sequence. This would preclude multiple key derivation.

- Possibly limited lifetime of TLS connection. A TL S connection may be terminated e.g. due to cache overflow.
It isunclear what isto happen in this case.

- Protocol variation: Asthe proposed optimised sequence deviates from the protocol specified in the normative
part of this specification, a normative part would be necessary for this sequence.

- Status of draft-torvinen-http-digest-aka-v2: the optimised sequence is based on this Internet draft. However, it
seems that this draft has expired.

This CR does not preclude a physical collocation of BSF and NAF. 1t only removes the optimised sequence of events
which would lead to an unnecessary complexity and variety of GBA protocol versions.

The next section contains a pseudo-CR to TS 33.222 v100, implementing the changes proposed in this section.

2. Pseudo-CR
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5.3 Shared key-based UE authentication with certificate-based NAF
authentication

This section explains how the procedures specified in [3] have to be enhanced when HTTPS is used between aUE and a
NAF. The only enhancement required is the need to specify how the set up of a TLS tunnel isincluded in the general
procedures specified in [3].

Editor’s note: The sequence of events needsto be updated to reflect the initiation of bootstrapping as described in
TS 33.220, section 4.3.1.

When the UE accesses a NAF, with which it does not yet share a key, then the sequence of eventsis as follows:
1. the UE runs http digest aka[11] with the BSF over the Ub interface.

2. |If the BSF has no authentication vectors for the UE it fetches authentication vectors from the HSS over the Zh
interface.

After the completion of step 1), the UE and the BSF share a secret key. This shared key isidentified by atransaction
identifier supplied by the BSF to the UE over the Ub interface key, cf. [3, section 4.3.1].

3. The UE establishesa TL S tunnel with the NAF. The NAF is authenticated to the UE by means of a public key
certificate.

Editor’s note: TLS needs to be profiled in an appropriate section of this specification.
4. The UE sends an http request to the NAF.

5. The NAF invokes http digest [10] with the UE over the Uainterface in order to perform client authentication using
the shared key agreed in step 1), as specified in [3, Annex A].

Editor’s note: bullet 5 references Annex A in TS 33.220, which isinformative.

6. While executing step 5), the NAF fetches the shared key from the BSF over the Zn interface, as specified in [3,
Annex A and section 4.3.2].

7. After the completion of step 4), UE and NAF are mutually authenticated as the TLS tunnel endpoints.
The UE may now run an appropriate application protocol with the NAF through the authenticated tunnel.

When the UE accesses a NAF, with which it already shares a key, steps 1), 2), 5) and 6) may be omitted, as specified in
[3].
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