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1 Introduction

With the requirements and principles for bootstrapping in TS 33.220, the existing protocol and
infrastructure should be reused. The Cx-interface 1ooks like more befitting re-usage to Zh between BSF
and HSS, and TS 29.109 present it more detail. The user identity in Cx-interface is IMPI, but the IMPI
maybe not available in UE and the ME maybe have no ability to derive the IMPI fromthe IMSI. We
suggest the BSF can derive the IMPI from the IMS].

2 Discussion

The requirement to Zh interface is based on the Diameter Protocol. The diameter based implementation
is based on re-usage of Cx interface Multimedia-Auth-Request/Answer messages originally between
CSCF and HSS, and the TS 29.109 defines how the defined messages are used with the bootstrapping
and GAA application procedures (e.g. subscriber certificates) and the application logic that is needed in
GAA network elements (BSF, HSS, and NAF).

The user identity in Cx-interface is IMPI, but the GAA is generic to many services not limited to IMS,
the IMPI maybe unavailable in UE.

According the TS 23.003 it shows “If there is no ISSM application, the UE shall derive the home
network domain name from the IMS as described in the following steps: ...........” in section 13
Numbering, addressing and identification within the | P multimedia core networ k subsystem.

It's obvious If UES want to access the IMS without ISIM, they must be able to derive the IMPI from
the IMSI.

The requirements for bootstrapping “in order to ensure wide applicability, all involved protocols are
preferred to run over IP”. The services base on the IP not limit to IMS, and a so include many services
based on the GPRS.
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Although the GAA stage 3 protocol 24.109 show: “If the UE does not have an IM S subscription, the
IMPI will be constructed from IMSI”, isit reasonable?

Must those UEs they only have GPRS based services support deriving the IMPI from IMSI ?

If it is not, we suggest BSF can implement this function when UE can't derive the IMPI from IMSI.

3 Conclusion

For the GAA can be used in generic scope and don’t preclude the limited function UE access, the BSF
should have the ability to derive the IMPI from the IMSI.

4 Proposal

1 The BSF should have ability to derive the IMPI from IMSI.

2 Approve the attached CR.
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4.2 Network elements

4.2.1 Bootstrapping server function (BSF)

A generic Bootstrapping Server Function (BSF) and the UE shall mutually authenticate using the AKA
protocol, and agree on session keys that are afterwards applied between UE and an operator-controlled
Network Application Function (NAF). The BSF can restrict the applicability of the key material to a
defined set of NAFs by using a suitable key derivation procedure. The generation of key material is
specified in section 4.5.2. BSF shall be able to derive the IMPI from IMSI if the received user identity
isIMS.

Editor'snote:  Key generation for NAF is ffs. Potential solutions may include:
- Separate run of HTTP Digest AKA over Ub interface for each request of key material
fromaNAF
- Issues with key lifetime are ffs.

****'k'k******************************End Of Change khkkhkkhkkkhkkkkkkhkkkhkhkhhkhkhkhkkkkxkkkkx*k
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4.5.2 Bootstrapping procedures

When a UE wantsto interact with a NAF, and it knows that the bootstrapping procedure is needed, it
shall first perform a bootstrapping authentication (see figure 3). Otherwise, the UE shall perform a
bootstrapping authentication only when it has received bootstrapping initiation required message or a
key update indication from the NAF, or when the lifetime of the key in UE has expired (cf.

subclause 4.5.3).

NOTE: The main steps from the specifications of the AKA protocol in TS 33.102 [2] and the
HTTP digest AKA protocol in RFC 3310 [4] are repeated in figure 3 for the convenience
of the reader. In case of any potential conflict, the specificationsin TS 33.102 [2] and
RFC 3310 [4] take precedence.
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Figure 3: The bootstrapping procedure

derive the IMPI from the IMSI.

. The UE sends an HTTP request towards the BSF. If the received user identity isIMSI, the BSF
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. BSF retrieves the user profile and one or a whole batch of Authentication Vectors (AV, AV =
RANDIIAUTN|IXRES||ICK||IK) over the Zh interface from the HSS.

. Then BSF forwards the RAND and AUTN to the UE in the 401 message (without the CK, 1K
and XRES). Thisisto demand the UE to authenticate itself.

. The UE checks AUTN to verify that the challenge is from an authorised network; the UE also
calculates CK, IK and RES. Thiswill result in session keys IK and CK in both BSF and UE.

. The UE sends another HT TP request, containing the Digest AKA response (calculated using
RES), to the BSF.



6. The BSF authenticates the UE by verifying the Digest AKA response.

7. The BSF generates key material Ks by concatenating CK and IK. The Transaction Identifier
value shall be also generated in format of NAI by taking the RAND value from step 3, and the
BSF server name, i.e. RAND@BSF_servers domain_name.

8. The BSF shall send a 200 OK message, including a Transaction |dentifier, to the UE to indicate
the success of the authentication. The BSF also supplies aflag DER_FLAG to the UE, which
indicates whether key derivation shall be applied to Ksor not.  If key derivation is performed it
isto be applied uniformly to all keys shared between any UE and any NAF. In addition, in the
200 OK message, the BSF shall supply the lifetime of the key Ks, and an indication whether
multiple key derivation shall be used. The key material Ksis generated in UE by concatenating
CK and IK.

9. Both the UE and the BSF shall use the Ksto derive the key material Ks_NAF, if applicable.
Ks NAF isused for securing the Uainterface.

Ks NAFiscomputed asKs NAF = KDF (Ks, key derivation parameters), where KDF isa
suitable key derivation function, and the key derivation parameters include the user's IMSI, the
NAF_Id and RAND. The NAF_ld consists of the full DNS name of the NAF. KDF shall be
implemented in the ME.

Editor'snote:  The definition of the KDF and the possible inclusion of further key derivation
parameters are left to ETSI SAGE and to be included in the Annex B of the present
specification.

If multiple key derivation is used then the UE and the BSF store the key K s with the associated
Transaction ldentifier for further use, until the lifetime of Ks has expired, or until the key Ksis
updated. Otherwise, the key Ks and the Transaction Identifier may be deleted in the UE and in
the BSF after the key Ks_NAF has been derived.

************************************End Of Change khkkhkkhkhkkkkkkkkkkhkhkhhkhhkhkhkhkkixkhkhkxk
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