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1 Introduction

In TS 33.220, The BSF shall be able to indicate to the NAF the lifetime of the key material. The NAF
shall be able to check the lifetime of the key material set by BSF, and if the lifetime has expired, the
NAF shall send key update request to UE. That lifetime of key material is set by BSF, but with some
special applications, the NAF may have strict requirements on the freshness of bootstrapping
information. We suggest NAF can further set the validity condition with it’s special requirement.

2 Discussion

The NAF may act as various applications e.g. gaming , browsing, e-commerce etc. It’s obvious the
security requirements of browsing service and e-commerce service are absolutely different. The
lifetime of key material set by BSF may meet the browsing service, but for the e-commerce there may
be more security requirements than key lifetime, e.g. the shorter lifetime than set by BSF, alimited
number of times that key can be used.

Shorter lifetime:

The NAF may set the shorter lifetime to key material than the BSF. That makes key material keep more
fresh with NAF special strict requirement. This enhance the security at a certain extend, but the effect
maybe not very significant.

A limited number of times:

The NAF may set alimited number of timesthat TID and key material can be used. This validity
condition can avoid the risk of key material use frequently and some vicious attacks. For example,
the key materialsin UE have been leaked out, but the user doesn’t know about it. The attacker may use
victim's TID and key material frequently to peculate the service in a short period. If the NAF set a
limited number of timesthat TID and key material can be used, the attack can be hold back in alimited
level. It is very useful to the NAF with high security level, e.g. e-commerce .
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3 Conclusion

It is necessary that NAF can set the validity condition according the local specia requirements. With
the analysis in section 2, the method of alimited number of times is more effective than shorter
lifetime.

4 Proposal

1 NAF can set local validity condition of TID and key material according the special reguirements.
2 The limited number of timesis a preferred method.

3 Approve the attached CR.
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4.2.2 Network application function (NAF)

After the bootstrapping has been completed, the UE and an operator-controlled NAF can run some
application specific protocol where the authentication of messages will be based on those session keys
generated during the mutual authentication between UE and BSF.

General assumptions for the functionality of an operator-controlled NAF are:
- thereisno previous security association between the UE and the NAF;
- NAF shall be able to locate and communicate securely with the subscriber's BSF;

- NAF shall be able to acquire a shared key material established between UE and the BSF during
the run of the application-specific protocol;

- _NAF shall be able to set the local validity condition of the shared key material.

- NAF shal be able to check lifetime and local validity condition of the shared key material.
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4.5.3 Procedures using bootstrapped Security Association

After UE is authenticated with the BSF, every time the UE wants to interact with an NAF the following
steps are executed as depicted in figure 5.

UE starts communication over Uainterface with the NAF:

- ingeneral, UE and NAF will not yet share the key(s) required to protect Uainterface. If they
aready do (i.e. if akey Ks_NAF for the corresponding key derivation parameter NAF_Id nis
aready available),, the UE and the NAF can start to securely communicate right away. If the UE
and the NAF do not yet share akey, the UE proceeds as follows:

- if akey Ksisavailablein the UE, the UE derivesthe key Ks NAF from Ks, as specified in
clause 4.5.2;

- if no key Ksisavailablein the UE, the UE first agrees on a new key Ks with the BSF over
the Ub interface, and then proceeds to derive Ks_NAF;
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- if the NAF shares a key with the UE, but an update of that key is needed, e.g. because the key’s
lifetime has expired_or the key can not meet the NAF local validity condition, it shall send a
suitable key update reguest to the UE and terminates the protocol used over Uainterface. The
form of thisindication may depend on the particular protocol used over Uainterface (cf. 4.5.1);

- the UE supplies Transaction Identifier to the NAF, in the form of a Transaction Identifier, to
alow the NAF to retrieve specific key material from BSF;

- the UE derives the keys required to protect the protocol used over Uainterface from the key
material, as specified in clause 4.3.2;

NOTE: The UE shall adapt the key material Ks_NAF to the specific needs of the Uainterface.
This adaptation is outside the scope of this specification.

- when the UE is powered down, or when the UICC isremoved, any keys Ksand Ks NAF shall
be deleted from storage;

- when anew Ksisagreed over the Ub interface and akey Ks_NAF, derived from one NAF_Id,
is updated, the other keys Ks_NAF, derived from different values NAF _ld, stored on the UE
shall not be affected;

NAF starts communication over Zn interface with BSF

- The NAF requests key material corresponding to Transaction Identifier supplied by the UE to
the NAF used over Uainterface;

- The BSF derivesthe keys required to protect the protocol used over Uainterface from the key
material Ksand the key derivation parameters, as specified in clause 4.5.2, and suppliesto NAF
the requested key material Ks_NAF, as well asthe lifetime time of that key material. The NAF
can further set the local validity condition of the Ks NAF, for example a limitation of reuse
times of aKs NAF. If the key identified by the Transaction Identifier supplied by the NAF is
not available at the BSF, the BSF shall indicate thisin the reply to the NAF. The NAF then
indicates a key update request to the UE.

NOTE: The NAF shall adapt the key material Ks_NAF to the specific needs of the Uainterface
in the same way as the UE did. This adaptation is outside the scope of this specification.

NAF continues with the protocol used over the Uainterface with the UE.

Once the run of the protocol used over Uainterface is completed the purpose of bootstrapping is
fulfilled asit enabled UE and NAF to use Uainterface in a secure way.
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Figure 5: The bootstrapping usage procedure
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