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5221 Control Information for HI2

The main purpose of thisinformation is the unique identification of records related to atarget identity, including their
unique mapping to the links carrying the Content of Communication. In general, parameters of this category are
mandatory, i.e. they have to be provided in any record.

The following items are identified (in brackets: ASN.1 name and reference to the ASN.1 definition or clause B.3a):

1) Record type (IRIContent, see clause B.3a)
IRI-BEGIN, IRI-CONTINUE, IRI-END, IRI-REPORT-record types.

2) Versionindication (iRIversion, see clause B.3a)
Identification of the particular version of the HI2 interface specification.

3) Communication Identifier (Communicationldentifier, see clauses 5.1.2 and B.33).
4) Lawful Interception Identifier (Lawfull nterceptionldentifier, see clauses 5.1.1 and B.3a).

5) Date & time (TimeStamp, see clause B.33)
Date & time of record trigger condition.
The parameter shall have the capability to indicate whether the time information is given as Local time without
time zone, GMTwith-timezone-or as UTC. Normally, the operator (NO/AN/SP) shall define these options.

6) CC Link Identifier (CC-Link-ldentifier, see clause 5.1.3 for definition and clause B.3a for ASN.1 definition).

Table 5.3 summarizes the items of HI2 control information. It is mandatory information, except the CID - it may be
omitted for non-call related IRI records - and the CCLID. Their format and coding definition is LI specific, i.e. not
based on other signalling standards.

Table 5.3: Parameters for LI control information in IRl records (HI2 interface port)

IRl parameters: LI control information

IRl parameter name ASN.1 name (used in annex B)
Type of record IRIContent
Version indication iRlversion
Lawful Interception IDentifier (LIID) Lawfullnterceptionldentifier
Communication IDentifier (CID) Communicationldentifier

- Communication Identity Number (CIN)
- Network IDentifier (NID)

Date & time TimeStamp
CC Link IDentifier (CCLID) (only used in case of  |CC-Link-Identifier
option B)

***  Next Modification ***

B.3 Intercept related information (HI2)

Declaration of ROSE operation umts-sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery
mechanism, data Umtsl RIsContent must be considered.
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ASNL1 description of IRI (HI2 interface)

Unt sHI 20perations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |aw ulintercept(2)
threeGPP(4) hi2(1) r6(6) version-3(3)}

DEFINITIONS IMPLICI T TAGS :: =

BEG N

I MPORTS

OPERATI ON,
ERRCOR
FROM Renot e- Oper at i ons- | nf or nat i on- Cbj ect s
{joint-iso-itu-t(2) renote-operations(4) informationjects(5) versionl(0)}

Lawf ul I nterceptionldentifier,
Ti neSt anp,

Net wor k- | denti fi er,

Nat i onal - Par anet ers,

Dat aNodeAddr ess,

| PAddr ess,

| P-val ue,

X25Addr ess

FROM HI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
lawful Intercept(2) hi2(1) version53(53)}; -- Inported fromTS 101 671 Edition3

***  Next Modification ***

B.3a Interception related information (HI2 CS)

For North Americathe use of J-STD-25 A[23] isrecommended.

Declaration of ROSE operation sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery
mechanism, data IRI-Content must be considered.

ASN1 description of IRI (HI2 CSinterface)
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Unt sCS- Hl 2Qper at i ons

{ itu-t (0) identified-organization (4) etsi (0) securityDomain (2) |lawful Intercept (2) threeGPP(4)
hi 2CS (3) version-1 (1)}

DEFINITIONS IMPLICI T TAGS :: =

BEG N

| MPORTS OPERATI ON,
ERRCR
FROM Renot e- Oper at i ons- | nf or nat i on- Cbj ect s
{joint-iso-itu-t (2) renote-operations(4) informationjects(5) versionl(0)}

Lawf ul I nterceptionldentifier,
Ti neSt anp,

I ntercepted-Call-State,

Partyl nfornation,

Cal | Cont ent Li nkChar acteri stics,
Commmuni cati onl dentifier,
CC-Link-ldentifier,

Nat i onal - Par aneters

FROM HI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
| awful Intercept(2) hi2(1) version53(53)} — Inported from Versien—3—ofTS 101 671 ASN. 1

Locati on,
SMS-report

FROM Unt sHI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
lawful i ntercept(2) threeGPP(4) hi2(1) r6(6) version-3(3)};

-- (bject ldentifier Definitions

-- Security Domainld
| awf ul I nt er cept Domai nld OBJECT | DENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securitybDomain(2) |lawfullntercept(2)}

-- Security Subdomains
t hr eeGPPSUBDorai nl d OBJECT | DENTI FI ER :: = {l awful I ntercept Domai nld threeGPP(4)}
hi 2CSDomai nl d OBJECT | DENTI FI ER :: = {t hreeGPPSUBDonai nl d hi 2CS(3) version-1(1)}

***  Next Modification ***

J.2.3.2 Field order and layout

Fields shall be presented into the subaddress in the following order:

Table J.2.3: Fields in the Called Party Subaddress

Order Field
Operator-1D

CIN

CCLID

National Parameters

A OWN R

Table J.2.4: Fields in the Calling Party Subaddress

Order Field
1 Lawful Interception Identifier (LIID)
2 Direction
3 Service Octets
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Apart from National Parameters, inclusion and format of WhICh is determined by national regulations, Eeach field noted
above shall be included, whether empty or not , rate-eachfield. Each of the Operator-1D,
CIN, CCLID, LIID and Direction fields shall end by afleld separator

When sending entity does not have a valid value for either of Operator-ID, CIN, CCLID, LIID or Direction fields, then
thefleld isconsi dered empty and it shaII be repreﬁented only by itsfield separator&ﬁeLeHsemp@y—that—shaH—bemmeated

Table J.2.4A: Example of how field separator should be used when field is empty

Bits Octets
8 |7 ]6 ][5 4 [3 ]2 1
Called party subaddress identifier 1
Length of called party subaddress contents 2
Type of subaddress = user specified, 3
odd/even indicator
Operator-ID @ Operator-ID @ 4
Operator-ID @ Operator-ID ® 5
Field separator Operator-ID ® 6
CCLID ©® Field separator 7
CCLID ® CCLID ® 8
CCLID ® CCLID ® 9
CCLID @ CCLID ® 10
Field separator CCLID 11
12
13
14
15
(see note) 16
17
18
19
20
21
22
23
NOTE: The Octets after the final field (CCLID) of the
Called Party Subaddress are reserved for
national use, e.g. for authentication purposes.

The Service Octets as avail able shall always be mapped into octets 19 to 23 of the Calling Party Subaddress, as
appropriate. If one of the parameters TMR, BC or HLC is not available, the octet shall be filled with "FF" hex. If
Mobile Teleservice Codeis not available, octet 23 shall not be transmitted. If Mobile Teleservice Code and Mobile
Bearer Service Code are not available, octets 22 and 23 shall not be transmitted.

Table J.2.5 represent called party subaddress and table J.2.6 calling party subaddress with the maximum length of the
identifiers.
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Table J.2.5: Called Party Subaddress

Bits Octets
8 |7 16 |5 4 [3 ]2 1
Called party subaddress identifier 1
Length of called party subaddress contents 2
Type of subaddress = user specified, 3
odd/even indicator

Operator-ID @ Operator-ID @ 4
Operator-ID @ Operator-ID ® 5
Field separator Operator-ID ® 6
CIN®@ CINO® 7
CIN® CIN® 8
CIN ® CIN® 9
CIN CIN @ 10
CCLID @ Field separator 11
CCLID ® CCLID @ 12
CCLID ® CCLID ® 13
CCLID @ CCLID ® 14
Field separator CCLID 15
see note 16

17

18

19

20

21

22

23

NOTE: The Octets after the final field (CCLID) of the
Called Party Subaddress are reserved for
national use, e.g. for authentication purposes.
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Table J.2.6: Calling Party Subaddress

Bits Octets
8 [7 ][6 [5 [4 3 ]2 |1

Calling party subaddress identifier 1

Length of calling party subaddress contents 2

Type of subaddress = user specified, 3

odd/even indicator according to the amount

of BCD-digits

LIID @ LIID ® 4

LIID ® LIID ® 5

LIID ® LIID ® 6

LIID LIID @ 7

LIID ©© LIID ® 8

LIID ©O®@ LIID OO 9

LIID ©O® LIID ®® 10

LIID ©® LIID ®® 11

LIID O® LIID ©® 12

LIID @© LIID ®® 13

LIID @® LIID @0 14

LIID @® LIID @® 15

Field separator LIID @® 16

Field separator Direction 17

spare spare 18

ITU-T Recommendation Q.763 [32] TMR 19

(see note 1)

ITU-T Recommendation Q.931 BC [33] 20

octet 3 (see note 2)

ITU-T Recommendation Q.931 HLC [33] 21

octet 4 (see note 3)

Mobile Bearer Service Code 22

(see note 4)

Mobile Teleservice Code (see note 5) 23

NOTE 1: If available, the Transmission Medium
Requirement according to EN 300 356 [29]. If
not available, the value is "FF" hex.

NOTE 2: If available, only octet 3 of the Bearer
Capability I.E. according to EN 300 403 [30] If
not available, the value is "FF" hex.

NOTE 3: If available, only octet 4 of the High Layer
Compatibility I.E. according to
EN 300 403 [30]. If not available, the value is
"FF" hex.

NOTE 4: If available, the Mobile Bearer Service Code
according to ETS 300 974 [34],
clause 14.7.10. If not available, the octets 22
and 23 shall not be transmitted.

NOTE 5: If available, the Mobile Teleservice Code
according to ETS 300 974 [34],
clause 14.7.9. If not available, the octet 23
shall not be transmitted.
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