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6.1.3 SEG Certificate profile

SEG certificates shall be directly signed by the roaming CA, i.e. without employing any intermediate CAs. Thislimits
NDS/AF complexity and makes retrieval and validation of intermediate CA certificates by SEGs unnecessary. Any
SEG shall use exactly one certificate to identify itself within the NDS/AF.

In addition to clause 6.1.1, the following requirements apply:

- TheRSA key length shall be at least 1024-bit;

- Issuer name is the same as the subject name in the roaming CA certificate.

- Extensions:
- Optionaly non critical authority key identifier;
- Optionaly non critical subject key identifier;
- Mandatory non-critical subjectAltName;
- Mandatory critical key usage: At least digital Signature and keyEncipherment shall be set;

- Optional non-critical extended key usage: If present, at least server authentication and IKE intermediate shall
be set;

- Mandatory critical Distribution points: CRL distribution point;
NOTE: Depending on the availability of DNS between peer SEGs, the following rule is applied:
- subjectAltName should contain IP address (in case DNSis not available);

- subjectAltName should contain FQDN (in case DNSis available).
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