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45.2 Bootstrapping procedures
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When a UE wants to interact with a NAF, and it knows that the bootstrapping procedure is needed, it shall first perform
a bootstrapping authentication (see figure 3). Otherwise, the UE shall perform a bootstrapping authentication only when
it has received bootstrapping initiation required message or a key update indication from the NAF, or when the lifetime
of the key in UE has expired (cf. subclause 4.5.3).

NOTE: The main steps from the specifications of the AKA protocol in TS 33.102 [2] and the HTTP digest AKA
protocol in RFC 3310 [4] are repeated in figure 3 for the convenience of the reader. In case of any
potential conflict, the specificationsin TS 33.102 [2] and RFC 3310 [4] take precedence.

UE
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(user identity)

BSF

2. Zh interface:

<

3. 401 Unauthorized
WWW -Authenticate:
Digest (RAND, AUTN
delivered)

> BSF retrieves AV

HSS
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algorithms, verifies
AUTN, and session
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5. Request
Authorization:
Digest (RES is used)
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given RES, ifitis
correct.

8. 200 OK

7. Ks=CK]||IK

Identifier

<

9. Ks=CK]|IK

Figure 3: The bootstrapping procedure

1. The UE sendsan HTTP request towards the BSF.

>

2. BSF retrieves the user profile and one or awhole batch of Authentication Vectors (AV, AV =
RANDIJAUTN|XRES||CK||IK) over the Zh interface from the HSS.

3. Then BSF forwards the RAND and AUTN to the UE in the 401 message (without the CK, IK and XRES). This
isto demand the UE to authenticate itself.
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The UE checks AUTN to verify that the challenge is from an authorised network; the UE aso calculates CK, IK
and RES. Thiswill result in session keys IK and CK in both BSF and UE.

The UE sends another HTTP request, containing the Digest AKA response (cal culated using RES), to the BSF.
The BSF authenticates the UE by verifying the Digest AKA response.

The BSF generates key material Ks by concatenating CK and IK. The Transaction Identifier value shall be also
generated in format of NAI by taking the RAND value from step 3, and the BSF server name, i.e.
RAND@BSF_servers domain_name.

The BSF shall send a 200 OK message, including a Transaction Identifier, to the UE to indicate the success of
the authentication. The BSF also suppliesaflag DER_FLAG to the UE, which indicates whether key derivation
shall be applied to Ksor not. If key derivation is performed it is to be applied uniformly to all keys shared
between any UE and any NAF. In addition, in the 200 OK message, the BSF shall supply the lifetime of the key
Ks, and an indication whether multiple key derivation shall be used. The key material Ksis generated in UE by
concatenating CK and IK.

Both the UE and the BSF shall use the Ksto derive the key material Ks_NAF, if applicable. Ks NAF is used for
securing the Uainterface.

Ks NAFiscomputed asKs NAF = KDF (Ks, key derivation parameters), where KDF is a suitable key
derivation function, and the key derivation parametersinclude the user's IMSI, the NAF_Id and RAND. The
NAF_Id consists of the full DNS name of the NAF. KDF shall be implemented in the ME.

Editor's note: The definition of the KDF and the possible inclusion of further key derivation parameters are left to

ETSI SAGE and to be included in the Annex B of the present specification.

If multiple key derivation is used then the UE and the BSF store the key Ks with the associated Transaction
Identifier for further use, until the lifetime of Ks has expired, or until the key Ksis updated. Otherwise, the key
Ksand the Transaction Identifier may be deleted in the UE and in the BSF after the key Ks_ NAF has been
derived and the transaction identifier and Ks NAF have been forwarded to the NAF (by the UE and the BSF

respectively).

***NEXT CHANGE ***

4.5.3 Procedures using bootstrapped Security Association

After UE is authenticated with the BSF, every time the UE wants to interact with an NAF the following steps are
executed as depicted in figure 5.

UE starts communication over Uainterface with the NAF:

in general, UE and NAF will not yet sharethe key(s) reqw red to protect Uainterface. If they already do (i.e. if a
key Ks NAF a 3 ' s aready available),, the UE and the
NAF can start to securely communlcate rlght away If the UE and the NAF do not yet share akey, the UE
proceeds as follows:

- if akey Ksisavailable in the UE, the UE derives the key Ks NAF from Ks, as specified in clause 4.5.2;

- if no key Ksisavailablein the UE, the UE first agrees on a new key Ks with the BSF over the Ub interface,
and then proceeds to derive Ks_NAF;

if the NAF shares a key with the UE, but an update of that key is needed, e.g. because the key’ s lifetime has
expired, it shall send a suitable key update request to the UE and terminates the protocol used over Ua interface.
The form of thisindication may depend on the particular protocol used over Uainterface (cf. 4.5.1);

the UE supplies the Transaction Identifier to the NAF, in-theform-of-aTransactiontdentifier-to allow the NAF
to retrieve specific key material from BSF;

the UE derives the keys required to protect the protocol used over Uainterface from the key material, Ks NAF
as specified in clause 4.35.2;
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NOTE: The UE shall adapt the key material Ks_NAF to the specific needs of the Uainterface. This adaptation is
outside the scope of this specification.

- when the UE is powered down, or when the UICC isremoved, any keys Ksand Ks_NAF shall be deleted from
storage;

- when anew Ksisagreed over the Ub interface and akey Ks_NAF, derived from one NAF _lId, is updated, the
other keys Ks_NAF, derived from different values NAF_Id, stored on the UE shall not be affected,;

NAF starts communication over Zn interface with BSF

| - The NAF requests key material corresponding to the Transaction Identifier supplied by the UE to the NAF used
over Uainterface;

- The BSF derivesthe keys required to protect the protocol used over Uainterface from the key material Ks and
the key derivation parameters, as specified in clause 4.5.2, and supplies to NAF the requested key material
| Ks NAF, aswell asthe lifetime time-of that key material. If the key identified by the Transaction Identifier
supplied by the NAF is not available at the BSF, the BSF shall indicate thisin the reply to the NAF. The NAF
then indicates a key update request to the UE.

NOTE: The NAF shall adapt the key material Ks_NAF to the specific needs of the Uainterface in the same way
asthe UE did. This adaptation is outside the scope of this specification.

***NEXT CHANGE ***

4.5.4 Procedure related to service discovery

| To enable the bootstrapping procedure, a procedure needs to be described on how to discover thetocation-of-BSF. It shall be
possible to enable the terminal to be configured either manually or automatically via one of the following approaches:

***NEXT CHANGE ***
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Annex A (informative):
Generic secure message exchange using
HTTP Digest Authentication

A.l Introduction

This annex describes how HTTP Digest Authentication can be used between UE and any NAF where the protocol over
Uainterface is based on HT TP messaging.

HTTP Digest Authentication can aso be used as a generic authentication and integrity protection method towards any
new NAF. The Generic Bootstrapping Architecture specified in this document enables the NAF and the UE to mutually
authenticate each other and integrity protect any payload being transferred between NAF and UE. As a generic method,
it will speed up the specification of new NAFs since the authentication and message integrity protection part of Ua
interface are taken care of by HTTP Digest Authentication. It will aso ease the implementation of GBA-based
authentication in NAFs because there would be one well-defined way to do it.

A.2  Generic protocol over Ua interface description

Editor’ s note: a cross-check with the corresponding stage 3 spec TS 24.cde shall be performed in order to avoid
duplication.

The sequence diagram in Figure A.1 describes the generic secure message exchange with HTTP Digest Authentication.
The conversation may take place inside a server-authenticated TLS (RFC 2246 [6]) tunnel in which case TLS
handshake has taken place before step 1.

In step 1, UE sends an empty HTTP request to aNAF. In step 2, NAF responds with HTTP response code 401
"Unauthorized" which contains a WWW-Authenticate header. The header instructs the UE to use HTTP Digest
Authentication with a bootstrapped security association. Quality of protection (qop) attribute is set to "auth-int”
meaning that the payload of the following HT TP requests and responses should be integrity protected. Theream
attribute contains two parts. The first part is a constant string " 3GPP-bootstrapping” instructing the UE to use a
bootstrapped security association. The second part isthe DNS name of the NAF.

In step 3, the UE shall verify that the second part of the realm attribute does in fact correspond to the server it is talking
to. In particular, if the conversation is taking place inside a server-authenticated TL S tunnel, the UE shall verify that the
server namein the server's TL S certificate matches the server name in the realm attribute of the WWW-A uthenticate
header. The UE generates client-payload containing the message it wants to send to the server. Then it will generate the
HTTP request by calculating the Authorization header values using the Transaction Identifier it received from the BSF
as username and the session key Ks_NAF as the password, and send the request to NAF in step 4.

When NAF receives the request in step 5, it will verify the Authorization header by fetching the session key Ks_ NAF
from the bootstrapping server using Zn interface and the Transaction Identifier. After successful retrieval, NAF
calculates the corresponding digest values using the Transaction Identifier and Ks NAF, and compares the calculated
values with the received values in the Authorization header. The NAF shall also verify that the DNS name in the realm
attribute matches its own. If the conversation is taking place inside a server-authenticated TLS tunnel, the NAF shall
aso verify that this DNS name is the same as that of the TLS server. If the verification succeeds, the incoming client-
payload request istaken in for further processing. Thereafter, the NAF will generate a HT TP response containing the
server-payload it wants to send back to the client in step 6. The NAF may use session key Ks_NAF to integrity protect
and authenticate the response.
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