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Reason for change: ¥ To allow the use of IKEv1 and IKEv2 with subscriber certificates as alternative
mechanisms during the establishment of IPSec ESP tunnel

Summary of change: 8 A note is added to section 6.1.5, stating that when subscriber certificates are
available, the alternative mechanisms in Annex E is used and the existing
editor’s note is deleted.

The status of Annex E is changed from informative to normative, allowing the use
of either IKEv1 with subscriber certificates or IKEv2 with subscriber certificates,
but not both.

Consequences if ¥ Specification will not allow the use of IKEv1 (and IKEv2) protocols with

not approved: subscriber certificates, even though the operator may have subscriber
certificates infrastructure available in their network. Support for IKEv2 in
commercial products uncertain.

Clauses affected: ¥ 6.1.5 Annex E
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6.1.5 Mechanisms for the set up of UE-initiated tunnels (Scenario 3)

-  TheWLAN UE and the PDG use IKEV2, as specified in [ikev2], in order to establish |PSec security
associations.

- Public key signature based authentication with certificates, as specified in [ikev2], is used to authenticate the
PDG.

- EAP-AKA within IKEv2, as specified in [ikev2, section 2.16], is used to authenticate WLAN UEs, which
containaUSIM.

- EAP-SIM within IKEv2, as specified in [ikev2, section 2.16], is used to authenticate WLAN UEs, which contain
aSIM and no USIM.

- A profilefor IKEv2 isdefined in section 6.5.

NOTE: When aHPLMN's WLAN subscribers for scenario 3 have subscriber certificates available, the alternatives
presented in Annex E is used.

kkhkkhkkhkkkkkkkkkkk END OF CHANGESTO SECTION 615 khkkhkkkhkkkkkkkkhkhkhhhhhkkhkkkkxhx*x*%
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Annex E: (infermativeNormative):
Alternative Mechanisms for the set up of UE-initiated
tunnels (Scenario 3)

When aHPLMN’s WLAN subscriber for scenario 3 have subscriber certificates available, one of the aternatives
presented here shall be used.

E.1 IKE with subscriber certificates

- TheUE and the PDG use IKE, as specified in [rfc2409], in order to establish |Psec security associations.

- Public key signature based authentication with certificates, as specified in [rfc2409], is used in order to
authenticate the PDG and the UE.

- A profilefor IKE isdefined in section 6.5.
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E.2 IKEV2 with subscriber certificates

- TheUE and the PDG use IKEVv2, as specified in [ikev2], in order to establish |PSec security associations.

- Public key signature based authentication with certificates, as specified in [ikev2], isused in order to
authenticate the PDG and the UE.

- A profilefor IKEv2 isdefined in section 6.5.

khkkhkkhkkkkkkkkkkkhkhkhhkhkhkkxx END OF CHANGESTO ANNEX E***************************

khkkhkkhkkkkkkkkkhkkhkkhhhkkkxx END OF CHANGES EEE R R SRR SRS EEEEEEEEEEEEEEE LSS

CR page 3



	S3-040285_33234_CR_IKE.doc

