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********SECOND SET OF CHANGES**************************************

6.4 Protection of the transmitted traffic

The data transmitted to the UEs is protected by a symmetric key (an MTK) that is shared by the BM-SC and UEs that
are accessing the MBM S service. The protection of the datais applied by the BM-SC. SRTP is used as security protocol
for streaming MBM S data [6]. In order to determine which key was used to protect the dataaKey_ID isincluded.in the
MKI (Master Key Identifier) field of SRTP packet.-with-the-protected-data. The Key_ID will uniquely identify the MSK
and contain other information needed to calculate the MTK. If the UE does not have the MSK indicated by Key_ID,
then it should fetch the MSK using the methods discussed in the clause 6.2. The MTK is derived according to the
methods described in clause 6.3.

Note: including the Key 1D with the protected data stops the UE trying to decrypt and render content for which it
does not have the MSK.

Editor’ s note: The exact content of the Key ID in the MKI field depends on the chosen key management solution.

The below flow shows how the protected content is delivered to the UE

UE BM-SC

SRTP packet [Protected Content, MKI=Key_ID]

A

UE BM-SC

SRTP packet [Protected Content, MKI=Key_|ID]

<
<

After using a key to decrypt protected traffic, the UE deletes any older key for this multicast service.

Editor’s note: this section may contain several protection methods.

Editor’ s note: if SRTP is chosen, the master key identifier can be used to indicate the current MBM S key whichever
key management method is chosen
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