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2 References

The following documents contain provisions, which, through reference in this text, constitute provisions of the present
document.

References are either specific (identified by date of publication, edition number, version number, etc.) or non-specific.
» For aspecific reference, subsequent revisions do not apply.

¢ For anon-specific reference, the latest version applies. 1n the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 22.146: "Multimedia Broadcast/Multicast Service; Stage 1".

[3] 3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and Functional
Description”.

[4] 3GPP TS 33.102: "3G Security; Security Architecture".

5] 3GPP TS 22.246 "MBMS User Services'

[6] 3GPP TS 33.220: "3rd Generation Partnership Project; Technical Specification Group Services

and System Aspects; Generic Authentication Architecture (GAA); Generic Bootstrapping
Architecture'.

[7] 3GPP TS 31.xxx: "T3-specification describing MBM S application and interface procedures on
uicc!
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6 Security mechanisms

6.1 Authentication and authorisation of a user

Editor’ s note: this section will contain the details on authentication and authorization whenef-hew- a user joins a
particular Multicast User Servicei.e. how the key MUK in the BM-SC and the UE is generated for usein
‘key update procedures (See sections 6.2) and joining.

Editor’s note: The actual protocols used for joining a particular Multicast User Service will be decided by SA4.

When the user wantsto join an MBMS user service that allows to use ME based key management then it may run the
GBA_ ME-procedures as described within [6] section 4 or run the GBA U-procedures as described within [6] section 5.
The BM-SC will act asaNAF according to [6].

When the user wantsto join an MBM S user service that requires the use of UICC based key management then it first
runs the GBA U-procedures as described within [6] section 5. The BM-SC will act asa NAF according to [6].
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In order for the user to be able to join an MBM S user service requiring M E based key management the support
following featuresis required for the UE:

- The ME needs to support GBA M E proceducures according to [6].

In order for the user to be able to join an MBM S user service requiring UICC based key management the support
following featuresis required for the UE:

- A UICC needsto be present that implements an MBM S-application (See [7]) and is GBA-aware (See [6]).

- Both the ME and the UI CC needs to implement the MBM S-key management interface procedures (see [7]),
and the ME needs to support a GBA-aware UICC (See [6]).

Asaresult of the GBA ME run, the BM-SC will share akey Ks NAF with the ME. Thiskey Ks NAF is used by the
BM-SC and the ME to derive the key MUK and the key MRK (MBMS Service Request Key). The key MUK is used to
protect MSK deliveriesto the ME as described within section 6.2. The key MRK is used to authenticate the UE when
joining to the MBM S user service and requesting a M SK key update.

Editor’s note: The exact details on how to derive the keys MUK and MRK from Ks NAF are for ffs.

Asaresult of the GBA U run, the BM-SC will share akey Ks ext NAF with the ME and share akey Ks int NAF
with the UICC. Thiskey Ks int NAF is used by the BM-SC and the UICC as the key MUK to protect MSK deliveries
to the UICC as described within section 6.2. The key ks _ext NAF is used as the key MRK to authenticate the UE when
joining to the MBM S user service and requesting an M SK key update.

Editor’s note: The exact details on how to use MUK and MRK for ffs.
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