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Source: ¥ Siemens
Work item code: 3 WLAN Date: 38 07/07/2003
Category: E Release: 3 Rel-6
Use one of the following categories: Use one of the following releases:
F (correction) 2 (GSM Phase 2)
A (corresponds to a correction in an earlier release) R96 (Release 1996)
B (addition of feature), R97 (Release 1997)
C (functional modification of feature) R98 (Release 1998)
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Detailed explanations of the above categories can Rel-4  (Release 4)
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Reason for change: & In order to avoid more frequent authentication failures due to Sequence number
synchronisation problems the AuC shall be made aware of that the authentication
request came from WLAN.

Summary of change: 3 Inclusion of informative Annex similar as for IMS (TS 33.203 informative annex G)

Consequences if 38 Increase in the rate of authentication failures due to synchronisation failures if
not approved: simultaneous access to the WLAN and 3GPP systems is permitted

Clauses affected: ¥ 2, New Annex D

Y|N
Other specs 3 Other core specifications 3
affected: Test specifications
O&M Specifications

Other comments: # The requirement that the HSS/HLR must be able to determine whether the node
requesting authentication vectors is in the CS, PS, IMS and WLAN domains
needs to be made known to SA2 for possibe CR to 23.234 and to CN4 to
enhance MAP.
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Annex D (informative):
Management of sequence numbers

The exampl e sequence number management schemes in [21] Informative Annex C can be used to ensure that the
authentication failure rate due to synchronization failures to kept sufficiently low when the same sequence number
mechanism and datais used for authentication in the PSICS domains, in IMS and WLAN. This can be done by
enhancing the method for the allocation of index values in the AuC so that authentication vectors distributed to different
service domains shall always have different index values (i.e. separate ranges of index values arereserved for PS, CS
JMS operation and WLAN access). The AuC isrequired to obtain information about which type of service node has
reguested the authentication vectors. Reallocation of array e ementsto the IMS domain can be done in the AuC with no
changes required to already deployed USIMs.

Asthe possihility for out of order use of authentication vectors within the WLAN service domain may be quite low, the
number of existing array el ements that need to be reallocated to the WLAN domain could be quite small. This means
that the ability to support out of order authentication vectors within the PS, CS and IM S domains would not be
significantly affected.

Sequence number management is operator specific and for some proprietary schemes over the air updating of the UICC
may be needed.
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