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Annex I (normative): 
Key expansion functions for IPsec ESP 
Integrity Keys: 

If the selected authentication algorithm is HMAC-MD5-96 then IKESP = IKIM. 

If the selected authentication algorithm is HMAC-SHA-1-96 then IKESP is obtained from IKIM by appending 32 zero 
bits to the end of IKIM to create a 160-bit string. 

Encryption keys: 

Divide CKIM  into two blocks of 64 bits each : 

CKIM = CKIM1 || CKIM2 

Where CK_IM1 are the 64 most significant bits and CK_IM2 are the 64 least significant bits. 

The key for DES-EDE3-CBC is then defined to be 

CKESP = CKIM1 || CKIM2 || CKIM1, 

after adjusting parity bits to comply with [20]. 

[Editors Note: Should AES be implemented in Release 6 time frame the input key to AES shall be CKIM] 
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