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1. Introduction

This contribution concerns one issue in the attached pseudo CR for Protocol A, namely
how the transaction identifier (TID) is transferred from BSF to UE in protocol A. Note this
discussion affects only the step 11 in the attached pseudo CR.

In order to secure comminication between UE and NAF with key material bootstrapped
from AKA, transaction identifier (TID) must be transferred from BSF to UE in the last HTTP
response (200 OK) message (see [TS-SSC]). This contribution lists two possible
alternatives to transfer the TID: as a Content-Location header in the HTTP response
headers and as an XML document in the HTTP response payload.

2. Discussion
2.1 HTTP Header: Content-Location
TID can be transferred using Content-Location header in the HTTP response. For example:

HTTP/ 1.1 200 OK

Content - Location: /tid/ 123456

Content-Length: O

Aut henti cati on- | nf o:
gop="aut h”,
r spaut h="6629f ae49393a05397450978507c4ef 1",
chonce="0a4f 113b"

The value of the Content-Location header value would be used by UE when it is accessing
NAF and NAF would retrieve the session key (and possible additional subscriber profile
information) from BSF using this value.

Pros and cons:

+ simple
- headers are not integrity protected by HTTP Digest (hence gop="auth”; server-
authenticated TLS tunnel can be used to integrity protect the whole message)

2.2 XML document in HTTP response payload

TID can be transferred using HTTP Response payload, which would contain an XML
document containing the TID. For example:
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HTTP/ 1.1 200 OK
Aut henti cati on- 1 nf o:

gop="aut h-int”,

r spaut h="6629f ae49393a05397450978507c4ef 1",

cnonce="0a4f 113b"
Cont ent - Type: application/ 3gpp-bsf +xm
Cont ent - Lengt h:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<bsf xm ns="urn-to-xm -schena- of - 3gpp- bsf"
bsf-ti d="base64 encoded TID'/>

Where the XML Schema definition could be:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<xs: schena t ar get Nanespace="ur n-t o- xn - schema- of - 3gpp- bsf"
xm ns: tns="urn-to-xm - schena- of - 3gpp- bsf"
xm ns: xs="http://ww. w3. org/ 2001/ XM_-Schema"
el ement For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed">

<l-- This inmport brings in the XM. | anguage attribute xm :Iang-->
<xs:inport nanespace="http://ww. w3. or g/ XM_/ 1998/ nanespace”
schemalLocati on="http://ww. w3. or g/ 2001/ xm . xsd"/ >

<xs: el ement name="bsf" type="tns:bsf"/>

<xs: conpl exType name="bsf" >
<Xs: sequence>
<xs:attribute nane="bsf-tid" type="xs:base64Bi nary"/>
</ xs: sequence>
</ xs: conmpl exType>

</ xs: schena>

The value of the attribute “bsf-tid” in “bsf” element would be used by UE when it is
accessing NAF and NAF would retrieve the session key (and possible additional subscriber
profile information) from BSF using this “bsf-tid” attribute value.

Pros and cons:

+ payload can be integrity protected by HTTP Digest AKA (hence gop="auth-int”)
- content-type “application/3gpp-bsf+xml” must be registered by IANA

3. Proposal

We propose in the attached pseudo CR to use XML document in the HTTP response
payload (section 2.2) to transfer the TID from BSF to UE because then the payload is
integrity protected using HTTP Digest Authentication.
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4.3 Procedures

This chapter specifiesin detail the format of the bootstrapping procedure that is further utilized by various
applications. It contains the AKA authentication procedure with BSF, and latter the key material generation
procedure.

4.3.1 Bootstrapping procedures

The bootstrapping procedures consist of executions of the protocol A and protocol C that are specified in stage 3
detail in sections 4.3.1.1 and 4.3.1.2 respectively. The following overall message sequence diagram outlines the
whole successful bootstrapping procedure.

(@)

HSS

UE A BSF
|

1. If non-IMS subriber, UE
generates IMPI from IMSI

2.HTTP GET

(username=IMPI)

| 3. Multimedia-Auth-Request
(User-Name=IMPI )

4. HSS generates AV and
retrieves user profile for IMPI

5. Multimedia-Auth-Answer
«(RAND,AUTN,XRES,CK,IK, —

6. HTTP 401 Unauthorized UserProf)

<«— WWW-Authenticate: Digest ——
(nonce=RANDI||AUTN,algorithm)

7. Client runs AKA algorithms,
verifies AUTN, and session keys
derives response (RES)

8. HTTP GET
— Authorization: Digest —>
(IMPI, RES is used as password )

9. Server verifies that:
RES==XRES

10. BSF generated TID
for IMPI

11. HTTP 200 OK

y (TID)

12. Ks=CK || IK

13. UE stores the tuple 14. BSF stores the tuple:
<TID, Ks> <TID, IMPI, CK, IK, UserProf>

Figure 3: The bootstrapping procedure

Steps 1-2 and 6-14 are described in the A interface chapter 4.3.1.1 and steps 3-5 in the B interface chapter 4.3.1.2.
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4.3.1.1 Protocol A

43.11.1 Successful case

When a UE wantsto interact with an NAF, it shall first perform a bootstrapping authentication (see Figure 3).

1:-Fhe UE sendsan-HF TP request-towardsthe BSF. A non-IM S subscriber shall construct a private user identity from IMS]

number according to [5].

2.The UE sends an HTTP request containing the User Private Identity (IMPI) towardsits home BSF. The IMPI isgivenin
Request-Line.

GET /?usernane=inpi HTTP/1.1

23-5. BSF retrieves the user profile and a challenge, i.e. the Authentication Vector (AV)-AV=RANDBIAUTNIXRESHEKHH)
by protocol C from the HSS (c.f. section 4.3.1.2).

36. Then BSF forwards the challenge to the UE in the HT TP 401 Unauthorized message (without the CK, IK and XRES). This
is to demand the UE to authenticate itself. The challenge contains RAND and AUTN that are populated in nonce field

[RFC3310].

HTTP/ 1.1 401 Unaut hori zed
WAV Aut hent i cat e: Di gest
r eal me" bsf Ser ver @per at or net wor k",
nonce="J Pk9nmRgNuT25eRkaj MD9uTl 9nMDQuTIl InM50X25PZz==",
gop="auth-int”,
opaque="5ccc069c403ebaf 9f 0171e9517f 40e41",
al gor it hmeAKAv1- MD5

4:7. The UE cal culates the message authentication code (MAC) so asto verify the challenge from authenticated network; the
UE also calculates CK, IK and RES. Thiswill result in session keys IK and CK in both BSF and UE.

58. The UE sendsrequest again, with the Digest AKA RES as the response to the BSF.

GET /?usernane=inpi HTTP/ 1.1

Aut hori zation: Di gest
user nane="i npi ",
real m=" bsf Server @per at or net wor k",
nonce="J Pk9nRgNuT25eRkaj MD9uTl 9nM)QuTIl InM50X25PZz==",
uri ="/?user nane=i npi ",
gop="auth-int”,
nc=00000001,
chonce="0a4f 113b",
r esponse="6629f ae49393a05397450978507c4ef 1",
opaque="5ccc069c403ebaf 9f 0171e9517f 40e41"

6:9. The BSF server shall check the received Digest equalsto the expect value. If so, it meansH the RES equas to the XRES
that isin the AV, which meansthe UE is authenticated.

10. The BSF generatesa T1D for the IMPI.

#11. The BSF shal send the successful response in 200 OK message to the UE to indicate the success of the authentication.

The BSF shall insert the transaction ID into the message body that isintegrity-protected, and the calculation of response digest
is specified in [RFC2617]. The multipart definition follows [RFC 3023].
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HTTP/ 1.1 200 K
Aut henti cati on- 1 nfo:
gop="auth-int”,
r spaut h="6629f ae49393a05397450978507c4ef 1",
cnonce="0a4f 113b"
Cont ent - Type: appli cati on/ 3gpp- bsf +xim
Content - Lengt h

<?xm version="1.0" encodi ng="UTF-8"?>
<bsf xm ns="urn-to-xm - schema- of - 3gpp- bsf
bsf-tid="base64 encoded TID'/>

The XML Schema of the bsf element is specified below. The uniform resource name (URN) for 3gpp-bsf namespace is FFS.

<?xm_version="1.0" encodi ng="UTF-8"?>
<xs:schema target Nanespace="urn-t o- xm - schena- of - 3gpp- bsf"
xm ns:tns="urn-to-xm - schena- of - 3gpp- bsf"
xm ns: xs="http:// ww w3. org/ 2001/ XM_Schema"
el enent For nDef aul t ="qual i fied"
attri but eFornDef aul t ="unqual i fied">

<I-- This inport brings in the XM |anguage attribute xm:|ang-->
<xs:inport nanmespace="http://wwm. wW3. or g/ XM./ 1998/ nanespace"
schemalLocation="http://ww. w3. org/ 2001/ xm . xsd"/>

<xs:el ement name="bsf" type="tns: bsf"/>

<xs: conpl exType nanme="bsf">
<Xs:sequence>
<xs:attribute name="bsf-tid" type="xs:base64Bi nary"/>
</ Xxs: sequence>
</ xs: conpl exType>
</ xs: schenma>

812. Thekey material Ksis generated in beth-BSF-and-UE by concatenating CK and IK. The Ksis used for securing the
protocol B.

Editor’ s note: The key material Ksis 256 bitslong. It isup each NAF to make the usage of the key material specifically.

13. The UE soresthetuple <TID,Ks>

14. The BSF storesthe tuple <TID,IMPI,CK K ,UserProfile>

4.3.1.1.2 User authentication failure case

If theresponseis verified to be different than expected, the BSF shall send aHTTP 401 Unauthorized messagein step 8,
indicating that BSF does not wish to accept the request. It may return aHT TP 401 Unauthorized response that includes a
WWW-Authenticate header field containing another challenge applicable to the requested resource.

HTTP/ 1.1 401 Unauthori zed
WAV Aut hent i cat e: Di gest
r eal me" bsf Ser ver @per at or net wor k",
gop="auth-int",
nonce="9uNPbk9j M)5Pbl 5Pbl 5Dl z9uTIl 9uTl 9j MONTHKk9uXk==",
opaque="dcd98b7102dd2f 0e8b11d0f 600bf bOc093",
al gor it hmeAKAv1- MD5

After N failed attempts of authentication procedure, the application may indicate end user afailure message. The exact value
of N isdefined by local policy.

4.3.1.1.3 Network authentication failure case

In case the UE fails at authenticating the network based on the MAC generated locally, the UE shall abort the procedure from
step 6.

43114 Synchronisation failure
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If the UE considers the sequence number in the challenge to be not in the correct range, it shall send synchronisation failure
back to BSF. The parameter AUTS contains the concealed value of the counter value SONys in the UE.

| UE | A 'BSF | ¢ | HSS

1. If non-IMS subriber, UE
generates IMPI from IMSI

2. HTTP GET
(username=IMPI)

3-5. BSF retrieves the AV and user profile

6. HTTP 401 Unauthorized
—  WWW-Authenticate: Digest —
(nonce=RAND||AUTN,algorithm)

7. Client runs AKA algorithms, verifies
AUTN, but discovers that it contains an
invalid sequence number. The client
then generates an AUTS token.

8. HTTP GET
Authorization: Digest—— |
(AUTS)

9. Server checks the sequence
number range, and challenge again

10. HTTP 401 Unauthorized
l«—  WWW-Authenticate: Digest —
(nonce=RANDI|AUTN,algorithm)

11. Repeat AKA algorithms running. ‘

Figure 4: The message flow of bootstrapping procedure in sequence number synchronization failure case

The message flow in Figure 4 shall be different since step 7 in the Figure 3. The client identifies the sequence number is out of
synchronization. The client shall generate the AUTS parameter according to [4].

In step 8, AUTS parameter is populated in Authorization header, as specified in [RFC3310].

GET /?usernane=inpi HTTP/ 1.1
Aut hori zation: Di gest
user nane="i npi ",
r eal me" bsf Ser ver @per at or net wor k",
nonce="J Pk9nRgNuT25eRkaj MD9uTl 9nMDQu Tl InM50X25PZz==",
uri = "/?usernane=i npi ",
gop="auth-int”,
nc=00000001,
cnonce="0a4f 113b",
r esponse="4429f f e49393c02397450934607c4ef 1",
opaque="5ccc069c403ebaf 9f 0171e9517f 40e41",
aut s=" 5PYxMUX2NOT2Ne Q="

In step 10, the BSF shall send another challenge based on new range of sequence number.

HTTP/ 1.1 401 Unauthorized
WAV Aut hent i cat e: Di gest
r eal me" bsf Ser ver @per at or net wor k",
gop="auth-int",
nonce="9uQNPbk9j MD5PbI 5Pbl 5DI z9uTI 9uTI 9] MONTHK9uXk==",
opaque="dcd98b7102dd2f 0e8b11d0f 600bf bOc093",
al gor it hmeAKAv1- MD5
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