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1. Introduction

This document discusses security solutions for M S/Presence Mt interface. The solution based on HTTP Digest AKAv2
is further devel oped, and comments from SA 3 are requested.

2. Alternative solutions

SA3#27 agreed on the following working assumption related to HTTP security:
- TLSisthe preferred mechanism for protecting the Mt interface
- Authentication solution should be based on the re-use of AKA
- Interleaving attack related to some scenarios should be further analyzed and eliminated

Ericsson, Nokia and Siemens have presented several alternative solutions that are based on TLS and the re-use of AKA
(see examplesin Table 1).

Solution Referred toin

1) Re-use of IMS registration S3-030056 (Siemens)

2) Bootstrapped short-lived subscriber certificates S3-030060 (Nokia)

3) Bootstrapped HTTP Digest S3-030060 (Nokia)
S3-030056 (Siemens)

4) Combined HTTP Digest AKA & HTTP Digest S3-030060 (Nokia)

5) HTTP Digest AKAV2 S3-030069 (Ericsson)
S3-030084 (Ericsson)
S3-030060 (Nokia)

Table 1: Alternative solutions

Ericsson has evaluated the proposed aternatives and would like to state the following on them:

- HTTP Digest AKA versus Subscriber certificates: Since there will most likely be Mobile Operators that would
only like to use AKA in Mt interface, it is not realistic to assume that the solution could be based only on
subscriber certificates. For this reason, the starting point for solution 2) in Table 1 should be that subscriber
certificates can only be an optional solution for Mt interface.

- Communication with HSS: All other solutions except 1) need to solve the problems related to communicating
with HSS. This problem can be solved by introducing a new 'Cx-like' interface either directly between the
Application Server or viathe 'bootstrapping function'. On the other hand, if the new ‘ Cx-like' interfaceis not
created, the solution is automatically limited to IM S access and does not solve the more genera problem of
allowing the re-use of AKA for communicating with Application Servers.



- Architecture: All proposed solutions include many architectural issues that are not in the responsibility of SA3.
Furthermore, the proposed solutions differ in the degree of interdependencies with other organizations (e.g.
IETF), other work items (e.g. subscriber certificates), and other systems (e.g. IMS). Ericsson believes that
security is one of the criteriawhen the final solution is chosen. There are still other important criteria such as
architecture, time frame, scope of the solution and re-usability will also play an important role in the end.

3. HTTP Digest AKAv2

Ericsson currently believesthat HTTP Digest AKAv2 used with TLS will provide the smoothest migration path from
current IMS security to more general re-use of AKA with Application Servers. This approach does not include
interdependences to other work items (such as subscriber certificates), and is aso able to solve the more general
problem than just providing access to one Application Server (what is the case with IMS specific solution). For these
reasons, Ericsson has started the process of solving the “interleaving attack” related to HTTP Digest AKAv1in IETF.

Ericsson has aready documented the solution in an Internet-Draft (see attached document), and intends to submit it to
IETF soon after finishing the discussions with some IETF experts. The current version is based on the following
principles:

1) Thesolutionregistersanew HTTP Digest AKA agorithm version.

2) The solution does not change AKAV1 in any other way except that the password used in HTTP Digest is
(RES|IK||CK) instead of (RES).

There would have been other ways of solving the problem such as trying to re-use the “ service specific data’ parameter
in the AKAVL1 or building additional features to control the authenticator as suggested in [ S3-030084] for example.
However, the chosen sol ution introduces no changes to the existing HTTP Digest AKA framework, and is assumed to
be accepted by IETF in arelatively short time frame.

Registration of new HTTP Digest AKA algorithm versions could be issued by IANA based on Expert Review.
However, IANA will quite often want to know the opinion of the WG related to the IANA registry if that WG is still
activein IETF. In the case of HTTP Digest AKA, the relevant IETF WG, i.e. SIP or SIPPING, is till active.

SA3 is asked to analyze the proposed sol ution in the attached document. In particular, SA3 is asked to review section
“5.2 Session Protection”, and evaluate if the use of both IK and CK asthe HTTP Digest password is appropriate.
Alternatively, the passwords could include only one of the session keys just in case some attacker is able to break the
HTTP Digest authentication algorithm in the future. In this case, the remaining session key could till be used to protect
the traffic.

4. Solution

Solution is based on architecture originally presented by Nokiain SA3#25 in [S3-020528]. HTTP traffic between the
UE and Application Server (or an Authentication Proxy) is protected using TLS server side authentication. HTTP
Digest AKAV2 is used to authenticate the UE. A new ‘' Cx-like’ interface is needed between Application Server (or
Proxy) and HSS. Figure 1 demonstrates how the architecture related to HTTP Digest AK Av2 solution would ook like
in 3GPP Presence Mt interface. It is assumed that the new Cx-like interface is relatively easy to be developed since
many details can be directly copied from IMS/Cx. Note also that if a Proxy performs the authentication (instead of an
Application Server), it may be possible to access several Application Serversin the Home Network using the same
underlying security.
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Figure 1. Architecture with HTTP Digest AKAv2 and TLS

5. Conclusions

Ericsson has continued the work related to HTTP Digest AKAv2 and TL S based solution for Mt interface. Itis
perceived that this solution provides the best migration path from current IMS security to more general re-use of AKA
with Application Servers. SA3 is asked to provide comments and feedback for this solution, and the work donein IETF
on HTTP Digest AKAV2 (see attached document).

The proposed solution is able to provide access security to several Application Servers as proposed by SA2in [S3-
030193]. The solution is aso independent of IMS registration. The dependency of AKAv2 specification work with
IETF is not seen as a big risk since AKAV2 is not a new protocol but an extension to an existing one.

Ericsson is not aware of any negative impacts that would be related to the use of proxy in the Mt interface as asked by
SA2in [S3-030210].

SA3 should consider sending liaison statement to CN4 and SA2 on potential new Cx-like interface if AKA isre-used
for Mt interface.

6. References

[S3-020528] Nokia (2002) HTTP Security, 3GPP, SA3#25, 8 - 11 October, Munich, Germany.

[S3-030056] Siemens (2003) Security solution for IMS-related HTTP services, 3GPP, S3#26, 25 - 28 February, Sophia
Antipolis, France.

[S3-030060] Nokia (2003) HTTP authentication, 3GPP, S3#26, 25 - 28 February, Sophia Antipolis, France.

[S3-030069] Ericsson (2003) The use of HTTP in Presence/IM S, 3GPP, S3#26, 25 - 28 February, Sophia Antipolis,
France.

[S3-030084] Ericsson (2003) How to mitigate the Interleaving attack and reduce the trust in the A uthenticator, 3GPP,
S3#26, 25 - 28 February, Sophia Antipalis, France.

[S3-030193] 3GPP SA2 WG (2003) LS on enhancements of the Mt reference point, S2-031561.

[S3-030210] 3GPP SA2 WG (2003) Response to LS (S2-030445) on use of HTTP between UE and ASin the IMS, S2-
031583.

3GPP



SI PPI NG Wor ki ng Group V. Torvinen
I nternet-Draft J. Arkko
Expi res: October 29, 2003 Eri csson

April 30, 2003

Hypertext Transfer Protocol (HTTP) Digest Authentication Using
Aut henti cati on and Key Agreement (AKA) Version-2
Draft-torvi nen-si ppi ng-di gest - aka- v2- 00. t xt

Status of this Menp

This docunent is an Internet-Draft and is in full conformance with
all provisions of Section 10 of RFC2026.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that other
groups may al so distribute working documents as Internet-Drafts.
Internet-Drafts are draft documents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference

material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at http://

ww. i etf.org/ietf/lid-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at

http://ww.ietf.org/shadow htnl.

This Internet-Draft will expire on Cctober 29, 2003.

Copyright Notice

Copyright (C) The Internet Society (2003). Al Rights Reserved.

Abstract



HTTP Digest is known to be vul nerable to nman-in-the-middl e attacks,
even when run inside TLS, if the sane passwords are used for

aut hentication in some other context without TLS. This is a general
problemthat affects not just HITP digest but also other |ETF
protocols. However, for a class of strong algorithnms the attack is
avoi dabl e. This docurment defines version 2 of the HTTP Di gest AKA
al gorithm Unlike previous versions of HITP Di gest such as MD5 or

AKAvl, this algorithmis imune to the nman-in-the-niddle attack.
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1. Requirenents notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",



"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].
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2.

| nt roduction

The Hypertext Transfer Protocol (HTTP) Di gest Authentication,
described in [ RFC2617], has been extended in [RFC3310] to support

Aut henti cati on and Key Agreement (AKA) mechani sm [ AKA- REF]. AKA
mechani sm performnms authentication and session key distribution in

Uni versal Mobil e Tel econmuni cati ons System (UMIS) networks. HTTP

Di gest AKA enabl es the usage of AKA as a one-tinme password generation

nmechani sm for Di gest authenticati on.

HTTP Digest is known to be vul nerable to nman-in-the-middl e attacks,
even when run inside TLS, if the same HTTP Di gest authentication
credentials are used in some other context without TLS. The attacker
may initiate a TLS session with a server, and when the server

chal l enges the attacker with HTTP Digest, the attacker nasquerades
the server to the victim If the victimresponds to the chall enge,
the attacker is able to use this response towards the server in HTTP
Digest. Note that this attack is an instance of general attack that
affects a nunber of |ETF protocols such as PIC. The general problem
is discussed in [Asokan-Ni em - Nyberg] and

[ Put henkul am bi ndi ng-draft].

Because of the previous vulnerability, the use of HITP Di gest "AKAvl"
should be linmted to the situations where the client is able to
denponstrate that in addition to AKA response, it possess the AKA

session keys. This is possible, for exanple, if the underlying



security protocol uses the AKA generated session keys to protect the
aut hentication response. This is the case for exanple in the 3GPP IP
Mul ti medi a Core Network Subsystem (I MS) where HTTP Di gest "AKAvl" is
currently applied. However, HTTP Di gest "AKAvl" should not be used
with tunnelled security protocols that do not utilize the AKA session
keys. For exanple, the use of HITP Digest "AKAvl" is not necessarily
secure with TLS if the server side is authenticated using
certificates and the client side is authenticated using HTTP Di gest
AKA.

There are at least four potential solutions to the problem

1. The use of the authentication credentials is limted to one
application only. However, this would increase the total nunber
of authentication credentials for an end-user, and woul d cause

scal ability problens in the server side

2. The keys used in the underlying security protocols are sonehow
bind to the keys used in the tunnel ed authentication protocol.
However, this would cause problens with the current
i mpl ement ati ons of underlying security protocols. For exanple, it

is not possible to use the session keys from TLS at application
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| ayer. Furthernore, this solution would only solve the probl em
when HTTP Di gest is used over one hop, and | eave the probl em of
using HTTP Digest via nmultiple hops, e.g. via proxy servers,

unsol ved

3. Authentication credentials are used in cryptographically
different way for each nedia and/or access network. However, it
may be difficult to know which underlying media is used bel ow the

application.



4. Authentication credentials are used in cryptographically
different way for each application.

Thi s docunent specifies a new algorithmversion for HITP Di gest AKA,
i.e. "AKAv2". "AKAv2" specifies a cryptographically different way to
use AKA credentials in applications that are based either on HTTP

Di gest authentication or UMIS aut hentication (cf. approach 4 above).
The only difference to "AKAv1l" is that in addition to AKA response
RES the AKA rel ated session keys, IK and CK, are al so used as the
password for HTTP Digest. AKAv2 is imrune to man-in-the-niddle attack
descri bed above. However, if AKAv2 is used in some environment both
with and w thout sone underlying security, such as TLS, the problem

still exists.

New HTTP Di gest AKA al gorithm versions can be registered in | ANA
based on Expert Review Docunentation of new al gorithmversions is
not mandated as RFCs. However, "AKAv2" is docunented as an RFC
because the use of different AKA al gorithm versions includes security
implications that the inplementators should be aware of. The
extension version and security inplications are presented in this

docurent .
2.1 Term nol ogy

This chapter explains the term nology used in this document.

AKA
Aut henti cati on and Key Agreenent.
AKA is a chall enge-response based nmechani smthat uses symetric
cryptography. AKA can be run in a UMIS I M Services Identity Mdule
(I'SIM or in UMIS Subscriber ldentity Mddule (USIM, which reside

on a smart card |ike device that also provides tanper resistant
storage of shared secrets
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Ci pher Key. An AKA session key for encryption.

I K
Integrity Key. An AKA session key for integrity check.

I SIM
IP Multinedia Services Identity Mdule. Sonetinmes ISIMis
i mpl ement ed using USI M

RES

Aut henti cati on Response. Generated by the I1SIM

SIM

Subscriber ldentity Mbdule. GSM counter part for |SIMand USI M

UMTS

Uni versal Mbbile Tel ecomruni cati ons System

usli M

UMTS Subscriber ldentity Mdule. UMIS counter part for |ISIM and
SIM

XRES

Expect ed Aut henticati on Response. In a successful authentication

this is equal to RES.
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3. Digest password generation in AKAv2

In general, the Digest AKAv2 operation is identical to the Digest
AKAv1l operation described in [RFC3310]. This chapter specifies the
parts in which Digest AKAv2 is different from Di gest AKAvl operation.
The notation used in the Augnented BNF definitions for the new and
nodi fied syntax elenents in this section is as used in SIP [ RFC3261],
and any el enents not defined in this section are as defined in

[ RFC3310] .

In order to direct the client into using AKAv2 for authentication
i nstead of other AKA versions or other HTTP Digest algorithns, the
AKA version directive of [RFC3310] shall have the foll ow ng new

val ue:



aka-version = "AKAv2"
The AKA version directive is used as a part of the algorithmfield as
defined in [ RFC3310].

Exanpl e: al gorit hmrAKAv2- MD5
The client shall use the concatenated AKA paraneters (RES||IK]|CK) as
a "password" when cal cul ating the HTTP Di gest response directive for
AKAv?2.
The server shall use the concatenated AKA paraneters (XRES||IK]|]| CK)

as a "password" when checking the HTTP Di gest response or when

calculating the "response-auth" of the "Authentication-Info" header.
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4. Exanpl e Di gest AKAv2 Operation
Thi s docunent does not introduce any changes to the operations of
HTTP Di gest or HITP Digest AKA. Exanples defined in [ RFC3310] applies
directly to AKAv2 with the follow ng two exceptions:

1. The algorithmdirective has a prefix "AKAv2" instead of "AKAv1l".

2. The HTTP Di gest password is derived from (RES||IK|]|CK) or
(XRES| | I K| | CK) instead of (RES) or (XRES) respectively.
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5. Security Considerations

5.1 Multiple Authentication Schenes and Al gorithns

The rules for an user agent for choosing anong nultiple

aut henti cati on schemes and al gorithnms are as defined in [ RFC3310]
except that the user agent MJST choose "AKAv2" if both "AKAv1l" and
"AKAv2" are present.

Since HTTP Digest is known to be vul nerable for biddi ng-down attack
in environments where nultiple authentication schemes and/ or

al gorithnms are used, the systeminplenentators should pay specia
attention for scenarios where both "AKAv1l" and "AKAv2" are used
Especially if the AKA generated sessions keys or some ot her
additional security nmeasures to authenticate the clients, such as
client certificates, are not used, the use of both AKA al gorithm
ver si ons shoul d be avoi ded.

5.2 Session Protection

Even t hough "AKAv2" uses the additional integrity (1K) and



confidentiality (CK) keys as a part of HITP D gest AKA password,
these session keys may still be used for creating additional security
wi thin HTTP authentication or sone other security nmechanism This
reconmendation is based on the assunption that algorithms used in
HTTP Di gest, such as MD5, are sufficiently strong one-way functions,
and consequently HTTP Di gest responses |eak no or very little

conputational information about |IK and CK

5.3 Man-in-the-m ddl e attacks

[ Asokan- Ni em - Nyberg] describe a "man-in-the-mddle" attack rel ated
to tunnell ed authentication protocols. [Asokan-Ni eni-Nyberg] discuss
the attack nostly in EAP context; however, it can exist in any
simlar contexts where tunnelled authentication is used and where the
sane authentication credentials are used without protection in sone

other context or the client fails to authenticate the server.

For exanple, the use of TLS with HTTP Di gest authentication (i.e. TLS
for server authentication, and subsequent use of HTTP Di gest for
client authentication) is an instance of such scenario. HTTP

chal | enges and responses can be fetched fromand to different TLS
tunnel s without noticing where they originally came from Especially,
the attack is easy to performif the client fails to authenticate the
server. |f the same HTTP credentials are used with unsecured

connection, the attack is also easy to perform

This is how the "man-in-the-mn ddl e" attack works with HTTP Di gest and
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TLS if the victim(i.e. the client) fails to authenticate the server:

1. The victimcontacts the attacker using TLS. If the attacker has a

valid server certificate, the client may continue talking to the



attacker and use some HTTP aut hentication conpatible protocol,
such as Session Initiation Protocol (SIP).

2. The attacker contacts sone real proxy/server also using TLS and
sone HTTP aut hentication conpati bl e protocol. The proxy/server

responds to the attacker with HTTP Authentication challenge.

3. The attacker forwards the HTTP Aut hentication challenge fromthe
proxy/server to the victim |If the victimis not careful, and
check that the identity in the server certificate in TLS matches
the realmin the HTTP authentication challenge, it may send a new
request which carries a valid response to the HTTP Authentication

chal | enge.

4. The attacker may use the response with the victinms HITP Di gest

usernane and password to authenticate itself to the proxy/server.

The man-in-the-mddle attack is not possible if the client conpares
the identities in the TLS server certificate and the HTTP Di gest
aut hentication challenge. Note that with HTTP Basic, the client would

send the password to the attacker.

Anot her variant of the "man-in-the-mddl e" attack is the so-called
"interleaving attack". This attack is possible if the HTTP Di gest
authentication credentials are used in several contexts, and in one

of them w t hout protection.

This is how the attack coul d proceed:

1. The attacker establishes a TLS tunnel to the proxy/server using
one-way server authentication. The attacker sends a request to

t he proxy/server.

2. The proxy/server challenges the attacker with HTTP Di gest
chal | enge.

3. The attacker challenges the victimin sone other context using
the challenge carried in the HITP Di gest chall enge. The HTTP
Di gest chal l enge need to be nodified to the format used in the

protocol of this other context.



4. The victimresponds with a response.

5. The attacker uses the response fromthe other context for
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aut hentication in HITP Digest.

6. The proxy/server accepts the response, and delivers the service
to the attacker.

In some circunstances, HITP Digest AKAvl may be vul nerable for the
interleaving attack. In particular, if 1SIMis inplenented using USIM
the HTTP Di gest AKAvl should not be used with tunneled security
protocol s unl ess the AKA rel ated session keys, |IK and CK, are sonehow

used with the solution.

HTTP Di gest AKAv2 is not vul nerable for interleaving attack.

5.4 Entropy

AKAv1l passwords should only be used as one-tinme passwords if the
entropy of the used RES value is limted (e.g., only 32 bits). For
this reason, the reuse of the sane RES value in authenticating
subsequent requests and responses is not recommended. Furthernore,
al gorithms such as "MD5-sess", which limt the anpunt of material
hashed with a single key, by producing a session key for

aut henti cati on, should not be used with AKAvl.

Passwor ds generated using AKAv2 can nore securely be used for
aut henti cati ng subsequent requests and responses because the
concatenation of AKA credentials (i.e. RES||IK||CK) makes the
passwords significantly |onger. The user agent does not need to



assume that AKAv2 passwords are linmted to one-time use only, and it
may try to re-use the AKAv2 passwords with the server. However, the
length of the RES still matters because the attacker may try to use
pre-cal cul ated dictionaries to guess the (RES||IK||CK). The | onger
the RES is, the nore difficult it is for the attacker to guess the

(RES| | 1 K| | CK).
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6. | ANA Consi derations
Thi s docunment specifies a new aka-version, "AKAv2", to the
aka-versi on nanespace mai ntai ned by | ANA. The allocation of new
aka-versions is up to Expert Review as outlined in [ RFC2434].

6.1 Registration Information

To: ietf-digest-aka@ana.org



Subj ect: Registration of a new AKA version

Version identifier: "AKAv2"

Contacts for further information: vesa.torvinen@ricsson.fi or

jari.arkko@ricsson.com
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this docunent or the extent to which any license under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the

| ETF' s procedures with respect to rights in standards-track and
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document itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be

followed, or as required to translate it into | anguages other than



Engli sh.

The linmited permissions granted above are perpetual and will not be

revoked by the Internet Society or its successors or assignees.
Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG

TASK FORCE DI SCLAI MS ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
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HEREIN WLL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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