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1 Introduction

At S3#27 i n Sophia Antipolis a nunber of proposals were made relating to
MBMS security, includingthose made by QUALCOVWt 0 use the 3GPP2 security
framework [ 5], and Sansung El ectroni cs’ proposal s [2], [3] to update keys
using a Logi cal Key Hierarchy. This document considers the relationship
bet ween t hese t wo proposal s and provi des Qual comm s vi ewof further work.

2 Discussion

QUALCOW recently presented the ‘ BAK framework adopted by 3GPP2 to
provi de security for broadcast-multicast services; a conponent of this
solution is the secure point-to-point delivery and update of Broadcast
Access Keys between the BM SC and aut hori zed UE

At the sane neeting Sanmsung El ectroni cs provided a pair of contributions
([2],[3]) proposing to base MBMS security on a key hi erarchy as descri bed
in | ETF RFC 2627, Key Managenment for Milticast [4]. Indeed this |ETF
docunent describes four strategies for distributing the group keys:
Manual (i.e., point-to-point), N Root/Leaf Pair-w se, Conplenentary
Variabl e, and Hierarchical (or LKH).

Inits generality, LKH provides an approach to key provisioning to neet
t he demands of dynamic, real-tine applications, such as ‘wargam ng, |aw
enforcement, teleconferencing, command and control conferencing

di saster relief, and distributed computing.’

The LKH principles may be applied as a refinement of the BAK security
framework, an alternative to distributing the keys in a point-to-point
nmanner .



3 Conclusion

In QUALCOMWM s view the LKH proposal is interesting, and it warrants
further study. It may have particular application if this security
framework i s appliedtodynam creal-tine corporate applications. However
LKH wi Il be conplex to standardi ze, while the point-to-point BAK
distribution nmeets the needs of initial consumer applications, such as
mul ti cast video.

As there are considerable benefits of harnmoni zati on between 3GPP and
3GPP2, and tight tinescales required to standardi ze an MBMS security
architecture, SA3 shoul d adopt the point-to-point BAK schenme for Rel ease
6, and | ater consi der such enhancenents as LKHfunctionality if thereis
a requirenent for it.
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