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Reason for change: 3 The only mandated encryption transform in NDS/IP is the AES transform. For
integrity protection one has the choice of SHA-1 or AES in XCBC-MAC mode.

The IETF has not completed the RFCs for the AES transforms for encryption and
integrity protection. Technical uncertainties with AES means that the IETF may
delay the RFCs for a prolonged period.

Summary of change: 8 The change mandates support of the 3DES encryption transform and removes
the requirements to support AES.

Consequences if ¥ Due to the lack of a mandatory to support encryption transform one may have
not approved: interoperability problems.
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5.3.3 Support of ESP encryption transforms

I Psec offers afairly wide set of confidentiality transforms. The transforms that compliant | Psec implementations are
required to support are the ESP_NULL and the ESP_DES transforms. However, the Data Encryption Standard (DES)
transformis no longer considered to be sufficiently strong in terms of cryptographic strength. Thisis aso noted by
IESG in anote in RFC-2407 [18] to the effect that the ESP DES transform is Ilkely to be deprecated asa mandatory
transform in the near future. A-new r r '8
DBES.

It is therefore explicitly noted that for usein NDS/IP, the ESP_DES transform shall not be used and instead it shall be
mandatory to support the ESP_3DESAES transform.

5.3.4 Support of ESP authentication transforms

The transforms that compliant | Psec implementation is required to support are the ESP_NULL, the ESP HMAC_MD5
and the ESP_ HMAC_SHA-1 transforms. For NDS/IP traffic ESP shall always be used to provide integrity, data origin
authentication, and anti-replay services, thus the ESP_NULL authentication algorithm is explicitly not allowed for use.
ESP shall support ESP_ HMAC_SHA-1 and- AESMAGC-agorithmsin NDS/IP.

khkkkhkhkkkkkkkkkkhkhkhhkhhhkkkxxx NEXT CHANGE khkkhkhkhkkkkkkkkhhhhhhhhhhhhkhddkhddhhhhhhhxxxhhhdddhddxxxx

54 Profiling of IKE

The Internet Key Exchange protocol shall be used for negotiation of IPsec SAs. The following additional requirement
on IKE is made mandatory for inter-security domain SA negotiations over the Za-interface.

For IKE phase-1 (ISAKMP SA):
- The use of pre-shared secrets for authentication shall be supported;
- Only Main Mode shall be used,;
- Only Fully Qualified Domain Names (FQDN) shall be used;
- Support of AES-3DES in CBC mode shall be mandatory for confidentiality;
- Support of SHA-1 shall be mandatory for integrity/message authentication.

Phase-1 IKE SAs shall be persistent with respect to the IPsec SAsisderived fromit. That is, IKE SAs shall have a
lifetime for at least the same duration as does the derived |Psec SAs.

For IKE phase-2 (IPsec SA):
- Perfect Forward Secrecy isoptiona;

- Only IP addresses or subnet identity types shall be mandatory address types,

- Support of Notifications shall be mandatory.
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