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3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAA Authentication Authorisation Accounting
AKA Authentication and key agreement

EAP Extensible Authentication Protocol

HSS Home Subscriber Server

MAC Message Authentication Code

ME Mobile Equipment

NAI Network Access Identifier
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SIM Subscriber Identity Module
UE User Equipment
uiccC UMTSICCard Universal Integrated Circuit Card
UsSIM UMTSSIM Universal Subscriber Identity Module
WLAN Wireless Local Area Network

4.2 Security Requirements

[ Editor’ s note: These requirements are copied from TS 23.xxx v0.1.0 for the first version of this TR, and shall be
reviewed and updated according to the input from the preceding sectiong|

Legacy WLAN terminals should be supported.
Minimal impact on the user equipment, i.e. client software.
The need for operators to administer and maintain end user SW should be minimized

Existing UICC cards should be supported. The solution as such should not require any new changes to the UICC
cards.

Changes in the HSS/HLR/AuC should be minimized.

The security data, i.e. long-term keys, which are stored on the UICCcard must not be sent from the card itself.
Instead the interface to the UICC card should be of type challenge-response, i.e. achallengeis sent to the UICC
card and aresponse is received in return.

The user should have same security level for WLAN access as for 3GPP access.
Mutual Authentication should be supported

The selected Authentication solution should also alow for Authorisation
Methods for key distribution to the WLAN access NW shall be supported

Selected WLAN authentication mechanisms for 3GPP interworking shall provide at least the same security as
3GPP System authentication procedure

Subsequent WLAN re-authentication shall not compromise the regquirement for 3GPP System equivalent security

Selected WLAN Authentication mechanisms for 3GPP interworking shall support agreement of session keying
material.

Selected WLAN key agreement and key distribution mechanism shall be secure against man in the middle
attacks. In other words, a man in the middle shall not be able to learn the session key material.

The WLAN technology specific connection between the WLAN UE and WLAN AN shall be able to utilise the
generated keying material for protecting the integrity of an authenticated connection

It shall be possible to store all long-term security credentials used for subscriber and network authentication in a
tamper proef-resistant memory such as the UICC card.
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