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This contribution summarises some proposed changes to 33.203v1.0.0. The changes themselves are
provided in the attached revision-marked version of 33.203.

1 UICC-related issues

The USIM definition in section 3.1 is deleted because it conflicts with the USIM definition in 21.905.
Furthermore, a new ISIM definition is included based on the output from SA#14.

The overview of the security architecture in section 4 is modified to reflect more clearly the
requirements on the IMS authentication data and functions at the user side.

This contribution does not give any guidance on how the “ISIM” specifications in section 8 should be
progressed.

2 Authentication vector handling

Extra requirements on the handling of authentication vectors are added to section 6.1.1 based on text
from 33.102. The corresponding editor’s note is removed.

A new editor’s note is added in section 6.1.1 which asks whether a S-CSCF should be able to use old
session keys when the link to the HSS is unavailable and the S-CSCF has no valid authentication
vectors remaining. This possibility is supported in UMTS, but it is unclear whether it is still required in
IMS. Certainly the risk of the signalling link failing seems to be lower since the S-CSCF and the HSS
are always operated within the same administrative domain.

A companion contribution (S3z2020007) contains a discussion on the maximum number of
authentication vectors that can be requested from the HSS.

3 Checking the IMPU-IMPI binding

The IMPU-IMPI binding in a SIP REGISTER should be checked before authentication is performed. It
is proposed that the check is done when the I-CSCF gets the S-CSCF address from the HSS. Note
also that the Cx-Put between the S-CSCF and the HSS in Figure 3 is not present in 24.228. The
corresponding corrections are made to section 6.1.

4 Deleting IMPU from Cx Authenticate messages

In 33.203 both the IMPI and IMPU are included in the Cx authentication messages. However, the IMPU
does not seem to be used by the HSS so it is unclear why it is included in the messages. It cannot be
used to check the IMPU-IMPI binding because the Cx authenticate message is optional (the S-CSCF
may have some unused vectors from a previous registration). It is therefore proposed to delete IMPU
from such messages. Corresponding changes are made in section 6.1.1, 6.1.2.1 and 6.1.4. Vodafone
has submitted a CR with corresponding changes to 24.228 (CN1-020298).



5 Protecting REGISTER messages at re-authentication

In 33.203 the S-CSCF operator is given the option to decide whether a subscriber should remain
registered if re-authentication of the user fails. This is done since authentication failure may be caused
by a denial of service attacker trying to force a target subscriber to be de-registered by deliberately
trying to re-register as that subscriber and supplying an incorrect authentication response. To avoid
such attacks, it is proposed that the first message of an authenticated re-registration is protected using
the old security association. It is for further study whether the second message in an authenticated re-
registration should be protected using the old or new security association. Corresponding changes are
made in section 6.1.1 regarding the S-CSCF action on user authentication failure and in section 7.3.3
regarding the need to protect the first two messages of the authenticated re-registration.

6 De-registering all IMPUs when user authentication fails

In 33.203 it is specified that the S-CSCF should be cleared for the IMPU in the REGISTER if
authentication fails during registration. However, if the user authentication fails as part of a re-
registration, it should be made clear that all IMPUs associated with the IMPI being authenticated that
were previously registered, either explicitly or implicitly, shall be de-registered. The corresponding
changes are made in section 6.1.2.1.

7 Handling the inconsistent state when the SM8 message is lost

At the start of section 7.3 an editor’s note is included to highlight the need to clarify what happens if the
SM8 message is lost. If this message is not received after a time-out the UE will consider the
registration to have failed and may try to register again. However, the network will consider the first
registration to have been successful and consider the UE’s attempt to register again as a re-
registration using the old security association. As a consequence the integrity check will fail repeatedly
in the P-CSCF and the UE will be unable to re-register (or participate in any SIP signalling) until the
network clears the registration. Therefore, in order to avoid an inconsistent state, the network should
clear the registration if the integrity check repeatedly fails at the P-CSCF. Aside from ensuring that an
inconsistent state is not reached when SM8 is lost, this behaviour is also required to deal with the
situation that a mismatch arises between the security associations in the P-CSCF and the UE.

To deal with this issue, the editor’'s note at the start of section 7.3 is modified to reflect the fact that the
correct handling of a lost SM8 relies on the network clearing the registration if the integrity check
repeatedly fails at the P-CSCF.

It is for further study whether this solution is adequate. Is it required that the network should be able to
accept unprotected re-REGISTER messages under certain conditions?

8 Loss of security context state in UE or P-CSCF

It should be considered whether it is necessary to be able to recover from a loss of security context
state in the UE or P-CSCF without having to go through a complete re-registration and re-
authentication. For instance, if security context is lost in the P-CSCF, is it necessary to have a
procedure to transport the current session keys from the S-CSCF to the P-CSCF? This sort of
mechanism may require the UE to store the equivalent of the Key Set Identifier (KSI) which is used to
re-establish a security context between the UE and the RNC without having to execute a full re-
authentication.

9 Miscellaneous
Various other changes are made throughout the document including several editorial modifications.
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Foreword

This Technical Specification has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Verson x.y.z
where:
X thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

3GPP
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1 Scope

The scope for this technical specification isto specify the security features and mechanisms for secure access to the IM
subsystem (IMS) for the 3G mobile telecommunication system.

The IMSin UMTS will support |P Multimedia applications such as video, audio and multimedia conferences. 3GPP has
chosen SIP, Session Initiation Protocol, as the signaling protocol for creating and terminating Multimedia sessions, cf.
[6]. This specification only deals with how the SIP signaling is protected, how the subscriber is authenticated and how
the subscriber authenticates the IMS.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

[1 3G TS33.102: "3 Generation Partnership Project (3GPP); Technical Specification Group (TSG)
SA; 3G Security; Security Architecture'.

[2] 3G TS 22.228: "3 Generation Partnership Project (3GPP); Technical Specification Group (TSG)
SA; Service Requirements for the IP Multimedia Core Network".

[3] 3G TS 23.228: "3 Generation Partnership Project (3GPP); Technical Specification Group (TSG)
SA; IP Multimedia (IM) Subsystem”.

[4] 3G TS21.133: "3 Generation Partnership Project (3GPP); Technical Specification Group (TSG)
SA; Security Threats and Requirements ™.

[5] 3G TS33.210: "3 Generation Partnership Project (3GPP); Technical Specification Group (TSG)
SA; 3G Security; Network domain security; |P network layer security".

[6] IETF RFC 2543bis-04 (2001) “SIP: Session Initiation Protocol”

[7] IETF RFC 2284 (1998) “PPP Extensible Authentication Protocol (EAP)”

[8] IETF Draft (2001) “ draft-arkko-pppext-eap-aka-01.txt”

[9] IETF Draft (2001) “draft-torvinen-http-eap-01.txt”

[20] IETF RFC 2716 (1999) “PPP EAP TLS Authentication Protocol”

[11] IETF Draft (2001) “ draft-haverinen-pppext-eap-sim-01.txt”

[12] 3G TS 21.905: “3" Generation Partnership Project (3GPP): Technical Specification Group (TSG)

SA; Vocabulary for 3GPP specifications

[13] 3G TS 24.229: “3" Generation Partnership Project (3GPP): Technical Specification Group (TSG)
Core Network; IP Multimedia Call Control Protocol based on SIP and SDP”

[14] 3G TS23.002: “3" Generation Partnership Project (3GPP): Technical Specification Group (TSG)
and System Aspects, Network Architecture”

[15] 3G TS 23.060: “3" Generation Partnership Project (3GPP): Technical Specification Group
Services and System Aspects, General Packet Radio Service (GPRS); Service Description”

[16] |ETF Draft (2001) “draft-arkko-sip-sec-agree-00.txt”

3GPP
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3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply.

Confidentiality: The property that information is not made available or disclosed to unauthorised individuals, entities
Or Processes.

Dataintegrity: The property that data has not been altered in an unauthorised manner.
Data origin authentication: The corroboration that the source of data received is as claimed.

Entity authentication: The provision of assurance of the claimed identity of an entity.

Key freshness. A key isfreshiif it can be guaranteed to be new, as opposed to an old key being reused through actions
of either an adversary or authorised party.

ISIM —IM Services | dentity Module. ThelSIM isaterm that indicates the collection of IM S subscription
mformatlon on the UICC [tisnot neceaerllv aseparateappllcatlon from the USIM. mﬂaeeeemyLeemexHha%medHle

JoLLGG [For further studv thls deflnltlon could be |ncl uded in 21 905 mstead]

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply, [12] contains additional applicable
abbreviations:

AAA Authentication Authorisation Accounting
AKA Authentication and key agreement
CSCF Call Session Control Function

HSS Home Subscriber Server

IM IP Multimedia

IMPI IM Private | dentity

IMPU IM Public Identity

IMS IP Multimedia Core Network Subsystem
ISIM IM Services Identity Module

MAC Message Authentication Code

ME Mobile Equipment

SA Security Association

SEG Security Gateway

SDP Session Description Protocol

SIP Session I nitiation Protocol

UA User Agent

3GPP
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4 Overview of the security architecture

In the PS domain, the service is not provided until a security association is established between the mobile equipment
and the network. IMS is essentially an overlay to the PS-Domain and has a low dependency of the PS-domain.
Consequently a separate security association is required between the multimedia client and the IMS before accessis
granted to multimedia services. The IMS Security Architecture is shown in the following figure.

IMS authentlcanon keys and functlons at the user side shall be stored on the UICCTFhetSH-sresponsible for-the

. It shall be possible for the The IMS authentication keys and
functions to be quwal ly independent to the keys and functions used for PS domain authentication. However, this does
not preclude common authentication keys and functl ons from being used for M S and PS domau n
authentication.s . J
the USIM.

ThelSIM is aterm that indicates the collection of IMS subscription information on the UICC. 1t is not necessarily a

separate appllcatlon from the USIM .Although-ISHM-and-USH-are togically-independent;-all- the Tollowing-cases are

3GPP
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UE IM CN S8
Home/Serving Network
(S (1 ) HSS

I-CSCF S-CSCF Multimedia

IP-Networks

4/5 4/5

Visited/Home Network
(2 1l p-cscF

Transport

UE
s

IM CN 88

Home/Serving Network

(1 HSS

I-CSCF S5-CSCF @

\IP—Networks/
/5 4/5
Visited/Home Network
IGAN- 2 p-cscr
! Transport

Figure 1. The IM S security architecture

| [Editors Note: This figure does not indicate whethers that the UA (.e. session control) resides in the TE or MT. This
should be updated when the work on the TR on Service Requirements for UE Functionality Split for Release 5 is stable]

There are five different security associations and different needs for security protection for IMS and they are numbered
1,2, 3, 4and 5in figure 1 where:

1. Provides mutual authentication and session kev aqreement The HSS del egateﬁthe performance of subscriber
authentlcatl ontothe SCSCF Ve » ! VS

2. Providesasecure link and a security association between the UE and a P-CSCF for protection of the Gm reference
point. For the definition of the Gm reference point cf. TS23.002 [14].

3. Provides security within the network domain internally for the Cx-interface. This security association is covered by
TS 33.210 [5]. For the definition of the Cx-interface cf. TS23.002 [14].

3GPP
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4. Provides security between different networks for SIP capable nodes. This security association is covered by TS
33.210 [5]. Note that the P-CSCF may reside in the HN and in that case bullet point number five applies, cf. aso
Figure 2 and Figure 3.

5. Provides security within the network internally between SIP capable nodes. This security association is covered by
TS33.210[5].

There exist other interfaces and reference pointsin IM S, which has not been addressed above. Those interfaces and
reference points reside within the IMS within the same security domain or between different security domains. The
protection of all such interfaces and reference points apart from the Gm reference point are protected as specified in TS
33.210[5].

cation s reairec] e HNL

The mechanisms specified in this technical specification are independent of the mechanisms defined for the CS- and
PS-domain.

An independent IM S security mechanism provides additional protection against security breaches. For example, if the
PS-Domain security is breached the IMS would continue to be protected by it’s own security mechanism.

Asindicated in Figure 1 the P-CSCF may be located either in the Visited or the Home Network. The P-CSCF shall be
co-located with the GGSN, which may residein either the VPLMN or the HPLMN, cf. TS23060 [15].

P-CSCEF in the Visited Network

[ve | | Visited Network | Home Network
LCSCF |+,

Zb .7 ‘ . Zb

X | X,

UA | P-CSCF|---}----{SEG[------—-{SEGF, —zb “{HSss

Zb Za \X ‘

7hN : ’,"\Zb
“8-CSCF |

PS-Domain

Protection mechanisms specified
in this specification i.e.

TS 33.203.
e Protection mechanisms specified
ME [} RNC |- 7 interface 11} [TSS] 33.210 {IP Network Layer),
cf[5].

Protection mechanisms specified
—t= | in TS 33.102, cf. [1].

Figure 2. Thisfigure gives an overview of the security architecturefor IMS and the relation with Network
Domain security, cf. TS33.210 [5], when the P-CSCF residesin the VN.

P-CSCEFE in the Home Networ k
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[we | [ Visited Network | | Home Network
|I-CSCF |-
b ‘ _Zb
A j X
UA | P-CSCF}| —-2b “HSS
T \‘;( : /'l
I SN P
“8-CSCF
SGSN - GGSN

Protection mechanisms specified
in this specification i.e.
TS 33.203.

Protection mechanisms specified

ME - RNC 7.-interface il} [Tjs] 33.210 (IP Network Layer),
CcI. B

Protection mechanisms specified
| in TS 33.102, of. [1].

Figure 3. Thisfigure gives an overview of the security architecturefor IM S and the relation with Network
Domain security, cf. TS 33.210 [5], when the P-CSCF residesin the HN.

The confidentiality and integrity protection for SIP-signaling is provided in a hop-by-hop fashion, cf. Figure 2 and
Figure 3. Thefirst hop i.e. between the UE and the P-CSCF is specified in this technical specification. The other hops,
inter-domain and intra-domain are specified in TS 33.210 [5].

[ Editors Note: The UE Functional split security architectureis FFSe.g. if a section “ security for the local interface
between the TE and the MT in UE functional split scenarios’ would be added to this specification. In this section, it
would be pointed out what security features are required on this local interface. Security mechanisms would not be
specified, as they would depend on the particular nature of this interface. The new section would also not attempt to
assess security mechanisms available for technologies, which may be used to realise this interface (e.g. Bluetooth,
Wireless LAN).]

5 Security features

51 Secure access to IMS

51.1 Authentication of the subscriber and the network

Authentication between the subscriber and the network shall be performed as specified in section 6.1.

An IM-subscriber will have its subscriber profile located in the HSS in the Home Network. The subscriber profile will
contain information on the subscriber that may not be revealed to an external partner, cf. [3]. At registration an S-CSCF
isassigned to the subscriber by the I-CSCF. The subscriber profile will be downloaded to the S-CSCF over the Cx-
reference point from the HSS (Cx-Pull). When a subscriber requests an IM-service the S-CSCF will check, by matching
the request with the subscriber profile, if the subscriber is alowed to continue with the request or not i.e. Home Control
(Authorization of |M-services).

All SIP-signaling will take place over the PS-domain in the user planei.e. IM-services are essentially an overlay to the
PS-domain. Hence the Visited Network will have control of al the subscribersin the PS-domain i.e. Visited Control
(Authorization of bearer resources) since the Visited Network provides with a transport service and QoS.

For IM-services a hew security association is required between the mobile and the IMS before accessis granted to IM-
services. The Home Network or a 3rd party even (which does not have to be an UMTS operator) provides the user with
the IM-services.

3GPP
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The mechanism for mutual authentication in UMTS iscalled UMTS AKA. It is achallenge response protocol and the
AuC in the Home Stratum derives the challenge. A Quintet containing the challenge is sent from the Home Stratum to
the Serving Network. The Quintet contains the expected response XRES and also a message authentication code MAC.
The Serving Network compares the response from the UE with the XRES and if they match the UE has been
authenticated. The UE calculates an expected MAC, XMAC, and compares this with the received MAC and if they
match the UE has authenticated the Serving Network.

The AKA-protocol is a secure protocol developed for UMTS and the same concept/principles will be reused for IM-
services and then called IMS AKA.

The Home Network authenticates the subscriber via-during registrations or re-registrations only.

The S-CSCF shall be able to initiate an authenticated re-registration of a user at any time, independent of previous
registrations, see figure below which defines this requirement.

UE S-CSCF

Authentication Required

Authentication Credentials

Verification

Authentication OK/Authentication Failure

5.1.3 Confidentiality protection

Confidentiality protection shall optionally be used end-to-end between the UE and the P-CSCF for protecting the SIP
signaling, as specified in section 6.2. The following mechanisms are provided:

1. The UE and the P-CSCF shall negotiate what confidentiality algorithm to use for the session, specified in section 7.

2. The UE and the P-CSCF shall agree on a confidentiality key, CK, that shall be used for the confidentiality
protection. The mechanism is based on IMS AKA and is specified in section 6.1.

3. The UE and the P-CSCF shall confidentiality protect data sent between then based on the agreed session key, CK.

[ Editor’ s note: At this stage both Annex B and Annex C provides with potential measures for confidentiality protection.
One of these solutions will be the normative solution. Note that for R5 confidentiality measures are optional ]

3GPP
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5.1.4 Integrity protection

Integrity protection shall be used end-to-end between the UE and the P-CSCF for protecting the SIP signaling, as
specified in section 6.3. The following mechanisms are provided.:-

1.4. The UE and the P-CSCF shall negotiate what integrity a gorithm that-shal-be- to used for the session, specified in
chapter-section 7.

2:5. The UE and the P-CSCF shall agree on an integrity key, 1K, that shall be used for the integrity protection. The
mechanism is based on IMS AKA and is specified in ehapter-section 6.1.

3:6. The UE and the P-CSCF shall both verify that the data received originates from a node, which has the agreed
session key, IK. Thisverification is aso used to detect if the data has been tampered with or replayed.

[ Editor’s note: At this stage both Annex B and Annex C provides with potential measures for integrity protection. One
of these solutions will be the normative solution.]

5.2 Network topology hiding

The operational details of an operator’s network are sensitive business information that operators are reluctant to share
with their competitors. While there may be situations (partnerships or other business relations) where the sharing of
such information is appropriate, the possibility should exist for an operator to determine whether or not the internal's of
its network need to be hidden.

It shall be possible to hide the network topology from other operators, which includes the hiding of the number of S-
CSCFs, the capahilities of the S-CSCFs and the capability of the network.

The |-CSCF shall have the capability to encrypt the address of an S-CSCF in SIP Via, Record-Route, Route and Path
headers and then decrypt the address when handling the response to a request. The P-CSCF may receive routing
information that is encrypted but the P-CSCF will not have the key to decrypt this information.

The mechanism shall support the scenario that different I-CSCFsin the HN may encrypt and decrypt the address of the
S-CSCFs.

6 Security mechanisms

6.1 Authentication and key agreement

The scheme for authentication and key agreement inthe IMSiscaled IMS AKA. The IMS AKA achieves mutual
authentication between the ISIM and the HN, cf. Figure 3. The identity used for authenticating a subscriber is the
private identity, IMPI, which has the form of a NAl, cf. [3]. The HSS and the ISIM share along-term key associated
with the IMPI.

Forthe IM S the | SIM-and- the HSS keeps track-of the counters SON, g y-and-SQNyss- The handling-of the SQN-can-be
as+H1}-The HN shall choose the IMS AKA scheme for authenticating an IM subscriber accessing through UMTS.

The security parameters e.g. keys generated by the IMS AKA scheme are transported by SIP and embedded in EAP, cf.
[71-19].

[ Editors Note: Shall the HN choose EAP AKA for 3GPP-access or isit to be an option for the HN to choose either EAP
AKA or perhaps any other mechanism e.g. HTTP digest depending on policy?]

The generation of the authentication vector AV that includes RAND, XRES, CK, IK and AUTN shall be done in the
| same way as specified in [1]. The ISIM and the HSS keep track of counters SON,sim_and SQNyss. The requirements on
| the handling of the counters and mechanisms for sequence number management are specified in [1]. For-eachuser-itis
the HSS-and-the-tSHM-are-specified-n{1}-The AMF field can be used in the same way asin [1].
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Furthermore a security association is established between the UE and the P-CSCF. The subscriber may have several
IMPUs associated with one IMPI and belong to the same or different service profiles. Only one SA shall be active
between the UE and the P-CSCF. This single SA shall be updated when a new successful authenticated re-registration
has occurred, cf. section 7.3.3. It isthe policy of the HN that decidesif an authentication shall take place for the
registration of different IMPUs e.g. belonging to same or different service profiles.

6.1.1 Registration of an IM-subscriber

Before a user can get accessto the IM services at least one IMPU needs to be registered and the IMPI authenticated in
the IMS at application level. In order to get registered the UE sends a SIP REGISTER message towards the SIP
registrar server i.e. the S-CSCF, cf. Figure 3, which will perform the authentication of the user.

UE P-CSCF I-CSCF HSS 3-CSCF

(SM1) Register
(SM2) Register

Cx-Selection-Info
(SM3) Register

{CM1) AV-Req

(CM2) AV-Req-Resp
(SM4) 4xx Auth_Challenge

(SM5) 4xx Auth_Challenge <<
(SM6) 4xx Auth_Challenge

(SMT) Register
(SM8) Register

(SM9) Register

(SM10) 2xx Auth_Ok
<

(SM11) 2xx Auth_Ok
(SM12) 2xx Auth_Ok

Figure3: The IMS Authentication and Key Agreement for an unregistered |IM subscriber and successful mutual
authentication with no synchronization error.

[ Editors Note: Solutions for network initiated authenticated re-registration shall be elaborated by CN1. The stage 2
information flows shall be included in this specification.]

[ Editors Note: The Cx-Put between S-CSCF and HSSjust before the AV request is not included in 24.228. Figure 3
needs to be updated.]

Theflowsin moredetail (for clarification: TS 24.229, cf. [13], specifies complete registration flows)

SMn stands for SIP Message n and CMm stands for Cx message m which has arelation to the authentication process:
SM1:

REGISTER sip: ----
Authorization-EAP(IMPI)

[ Editor’ s note: This example covers the case when only one public identity isregistered. It isstill FFS how to treat the
case when the subscriber registers several public identities or those IMPUs are implicitly registered.]
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The P-CSCF and the |-CSCF forwards the SIP REGISTER towards the S-CSCF and adds a Via header with their
addressesincluded, i.e. SM2 and SM 3. Before forwarding the SIP REGISTER the |-CSCF checks with the HSS that the
IMPU is bound to the IMPI.

In order to handle mobile terminated calls while the initial registration isin progress and not successfully completed the
SI-CSCF shall send aregistration flag to the HSS. The registration flag shall be stored in the HSS together with the S-
CSCF name. The aim of the registration flag is to indicate whether a particular IMPU of the user is unregistered or
registered at a particular S-CSCF or if the initial registration at a particular S-CSCF is pending. The HSS receives the
information about this state (together with the S-CSCF name and the user identity) from the SI- CSCFW%hWhFGh{Fe-)
registration of the user is carried out only when a Cx-

Hlag-shall-be set-to-initial-registration-pending-at-the Cx-Put-procedure afterbefore SM 3 hasbeewreeeﬂmd—bws
forwarded to the S-CSCF.

Upon receiving the SIP REGISTER the S-CSCF will need-ene use an AV-which-includesthe ehaltenge for
authenticating and agreeing a session key with the ISIM. As-an-eptionthe S-CSCF-canrequire mere than-one AV s f
the S-CSCF has no valid AV then the S-CSCF shall send a request for the-:AV (s) to the HSS in CM1 together with the
number n of AVswanted where nis at least one but less than or equal to nmax._Upon receipt of a request from the S-
CSCEF, the HSS sends an ordered array of n authentication vectors to the SSCSCF. The authentication vectors are
ordered based on sequence number. Each authentication vector consists of the following components: a random number
RAND, an expected response XRES, acipher key CK, an integrity key 1K and an authentication token AUTN. Each
authentication vector is good for one authentication and key agreement between the SSCSCF and the ISIM.

When the S-CSCF needs to send an authentication challenge to the user, it selects the next authentication vector from
the ordered array and sends the parameters RAND and AUTN to the user. Authentication vectorsin a particular node
are used on afirst-in/ first-out basis.

[Editor’ s note: Should a S-CSCF be able to use an old cipher and integrity key when the link the the HSS is unavailable
and the S-CSCF has no valid authentication vectors remaining?|

[ Editor’ s note: The maximum value of ni.e. nmax has not been defined.]

CM1:
Cx-AV-Req(IMPI, HPU; 1)

If the HSS has no pre-computed AV s the HSS creates the needed AVs on demand for that user and sendsit to the S-
CSCFinCM2.

CM2:
Cx-AV-Reg-Resp(IMPI, HIMPU;N,RAND|[AUTN, [ XRES, ||CK [[IK,....,RAND,[JAUTN,[IXRES,|ICK 1K)

The S-CSCF sends a SIP 4xx Auth_Challengei.e. an authentication challenge to the UE including the challenge
RAND, the authentication token AUTN in SM4 and the integrity key IK and optionally the cipher key CK.

[Editor’snote: Itis FFSif re-use and re-transmission of RAND and AUTN is allowed. If allowed the mechanisms have
to be defined.]

Sm4:

SIP/2.0 4xx Auth_Challenge

WWW-Authenticate-EAP(IMPI, RAND, AUTN)
Key parameters(IK, (CK))
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[Editor’s note: The use of K9 i.e. Key Set Identifier for IMS is FFS]

When the P-CSCF receives SM5 it shall store the key(s) and remove that information and forward the rest of the
message to the UE i.e.

SM6:

SIP/2.0 4xx Auth_Challenge

WWW-Authenticate-EAP(IMPI, RAND, AUTN)

Upon receiving the challenge, SM6, the UE takes the AUTN, which includes a MAC and the SQN. The UE calculates
the XMAC and checks that XMAC=MAC and that the SQN isin the correct range asin [1]. If both these checks are
successful the UE calculates the response, RES, putsit into the Authorization header and sends it back to the registrar in
SM7. It should be noted that the UE at this stage also computes the session keys CK and IK.

SMT:
REGISTER sip: ----

Authorization-EAP(IMPI, RES)

The P-CSCF forwards the RES in SM8 to the |-CSCF, which queries the HSS to find the address of the S-CSCF. In
SM9 the I-CSCF forwards the RES to the S-CSCF.

Upon receiving the response, RES, the S-CSCF retrieves the active XRES for that user and checks if XRES=RES. If the
check is successful then the user has been authenticated and the IMPU is registered in the S-CSCF. To ensure that the
S-CSCF is able to take the decision whether a subsequent registration shall trigger a new authentication and to be able
to check that al INVITE messages will be sent to/from an authorized subscriber it shall be possible to implicitly register
IMPU(s). Theimplicitly registered IMPU(s) al belong to the same Service Profile. All the IMPU(s) being implicitly
registered shall be delivered by the HSS to the S-CSCF. The S-CSCF shall regard all implicitly registered IMPU(s) as
registered IMPU(s).

[ Editor’s note: Since implicitly registered IMPUs are not available in the P-CSCF this functionality opens up a
weakness in the IMS security architecture. Requirements that closes this weakness needs to be defined and is left FFS.
Awaiting reply from CN1 to S3-010673.]

At this stage the S-CSCF shall send in the Cx-Put after receiving SM9 an update of the registration-flag. If the
authentication of the subscriber is successful the registration flag shall take the value registered. When the
authentication is unsuccessful the registration flag shall be set to unregistered.

When a subscriber has been registered this registration will be valid for some period of time. Both the UE and the S-
CSCF will keep track ofn atimer for this purpose but the expiration timein the UE is smaller than the oneinthe S-
CSCF in order to make it poss blefor the UE to be reglstered and reachable without mterruptlons Iheulémmatedrnte

The authenticated re-registration looks the same as the initial registration except that CM1 and CM2 can be omitted as
Iong asthe S-CSCF has val id AV(s) Ata re-reglstratl on the reglstratlon flag has a ready the value reglstered +Hhe

FhetMS-subscriber-is-de-registered-after-unsdecesstul-registration—tHa-this-case | f authentication fails at re-registration
(see section 6.1.2) the registration flag shall be set to unregistered and an error message shall be sent to from the S-
CSCF to the HSS.

-The IM S subscriberremains registered-after- unsuccessful-re-registration. 1n-this case the registration flag
Iskeptinthe HSS to the value registered-even-if-the-authentication was unsuceesstul-
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The lengths of the IMS AKA parameters are specified in chapter 6.3.7 in [1].

6.1.2 Authentication failures

[ Editor’ s note: This subsection shall deal with the requirements for network and user authentication failures]

6.1.2.1 User authentication failure

| When the check of the RES in the S-CSCF fails the S-CSCF may reattempt authentication alimited number of times. If
| authentication is not successful then -usercan-not-be-authenticated-and-hence registration fails. The flow isidentical as
for the successful registration in 6.1.1 up to SM9.

UE P-CSCF I-CSCF HSS S-CSCF

(SM7) Register
(SM8) Register

(SM9) Register

Authentication
Failure

{CM3) Put

(CM4) Put-Resp

(SM10) 4xx Auth_Failure
(SM11) 4xx Auth_Failure <

(8M12) 4xx Auth_Failure &——"""
<

CM3:
‘ Cx-AV-Put(IMPI-HMPUY, Clear S-CSCF name)

The S-CSCF sends a Cx-Put (CM3) to the HSS, which indicates that authentication failed and that, the S-CSCF should

‘ be cleared for that particular IMPIL, i.e. all IMPUs associated with that IMPI that were previously registered, either
explicitly or implicitly, shall be de-registeredd. The HSS responds with a Cx-Put-Resp in CM4. In SM10 the S-CSCF
sends a 4xx Auth_Failure towards the UE indicating that the authentication failed, no security parameters shall be
included in this message.

SM10:

SIP/2.0 4xx Auth_Failure

‘ Upon receiving SM 10 the I-CSCF shall clear any registration information related to the IMPI_and any associated
IMPUsU.

[Editors Note: It isFFSif the IMPI shall be included in SVI10.]
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6.1.2.2 Network authentication failure

In this section the case when the authentication of the network is not successful is specified. When the check of the
MAC in the UE fails the-netwerk-the UE may reattempt registration alimited number of times. If authentication is not

successful then ean-net-be-adthenticated-and-hencethe registration fails. The flow isidentical as for the successful

registrationin 6.1.1 up to SM6.

[Editor’ s note: Should there be a mechanisms to select a new P-CSCEF if authentication with the current one fails?]

UE P-CSCF I-CSCF HSS 3-CSCF

Authentication
Failure

(SM7) Register
(SM8) Register

(SM9) Register

{CM3) Put

(CM4) Put-Resp

(SM10) 4xx Auth_Failure
(SM11) 4xx Auth_Failure <
(SM12) 4xx Auth_Failure

The UE shall send a Register message towards the HN including an indication of the cause of failurein SM7. The P-
CSCF and the I-CSCF forward this message to the S-CSCF.

SM7:

REGISTER sip: ----
Failure(AuthenticationFailure, IMPI)

Upon receiving SM9, which includes the cause of authentication failure, the S-CSCF sends a Cx-Put in CM3 and
receives a Cx-Put-Resp in CM4. The S-CSCF sends a 4xx Auth_Failure towards the UE. The messages CM3, CM4 and
SM10-SM12 shall bethe sameasin 6.1.2.1.

[Editor’snote: It is FFSif same header i.e. 4xx Auth_Failure shall be used for both UE and network authentication
failure]

6.1.4 Synchronization failure

[Editor’s note: This subsection shall deal with the requirements for the case when the SQNsin the ISM and the HSS
arenot in synch.]

In this section the case of an authenticated registration with synchronization failure is described. After re-
synchronization, authentication may be successfully completed, but it may also happen that in subsequent attempts
other failure conditions (i.e. user authentication failure, network authentication failure) occur. In below only the case of
synchronization failure with subsegquent successful authentication is shown. The other cases can be derived by
combination with the flows for the other failure conditions.
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UE P-CSCF I-CSCF HSS S-CSCF
Synchronization
Failure
(SM7) Register (SMS) Register

| I (SM9) Register

(CM3) AV-Req

(CM4) AV-Req-Resp

(SM10) 4xx Auth_Challenge
(SM11) 4xx Auth_Challenge <—

(8M12) 4xx Auth_Challenge &——"""

(SM13) Register

(SM14) Register

| I (SM15) Register
>

(SM16) Zxx Auth_Ok
(SM17) 2xx Auth Ok &

(SM18) 2xx Auth_Ok & ——
&

The flow equals the flow in 6.1.3.1 up to SM6. When the UE receives SM6 it detects that the SQN is out of range and
sends a synchronization failure back to the SS-CSCF in SM7.

SM7:

REGISTER sip: ----
Failure(Synchronization Failure, AUTS, IMPI)

Upon receiving the Synchronization Failure and the AUTS the S-CSCF sends an Av-Req to the HSS in CM 3 including
the required number of Avs, n.

CM3:
Cx-AV-Req(IMPI, +MPU, RAND,AUTS, n)

The HSS checksthe AUTS asin section 6.3.5in [1]. If the check is successful and potentially after updating the SQN
the HSS creates and sends new AVsto the S-CSCF in CM4.

CM4:
Cx-AV-Reg-Resp(IMPI-HPY, N, RAND |[AUTN, [[XRES, ||CK [[IK,....,RAND,[AUTN,[IXRES,|ICK 1K)

The rest of the messagesi.e. SM10-SM 18 including the Cx messages are exactly the same as SM4-SM12 and the
corresponding Cx messagesin 6.1.1.

6.2 Confidentiality mechanisms
[ Editor’ s note: This section shall deal with cipher algorithms used between the UE and the P-CSCF]

[Editor’s note: At this stage both Annex B and Annex C provides with potential measures for confidentiality protection.
One of these solutions will be the normative solution. Note that for R5 confidentiality measures are optional ]
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6.3 Integrity mechanisms

[ Editor’s note: At this stage both Annex B and Annex C provides with potential measures for integrity protection. One
of these solutions will be the normative solution.]

6.4 Hiding mechanisms

The Hiding Mechanism is optional for implementation. All I-CSCFsin the HN shall share the same encryption and
decryption key Kv. If the mechanism is used and the operator policy states that the topology shall be hidden the I-CSCF
shall encrypt the hiding information elements when the I-CSCF forwards SIP Request or Response messages outside
the hiding network’ s domain. The hiding information elements are entriesin SIP headers, such as Via, Record-Route,
Route and Path, which contain addresses of SIP proxiesin hiding network. When |-CSCF receives a SIP Request or
Response message from outside the hiding network’s domain, the I-CSCF shall decrypt those information elements that
were encrypted by I-CSCF in this hiding network domain.

The purpose of encryption in network hiding isto protect the identities of the SIP proxies and the topology of the hiding
network. Therefore, an encryption algorithm in confidentiality mode shall be used. The network hiding mechanism will
not address the issues of authentication and integrity protection of SIP headers. The AES in CBC mode with 128-bit
block and 128-hit key shall be used as the encryption agorithm for network hiding. In the CBC mode under a given
key, if afixed 1V is used to encrypt two same plaintexts, then the ciphertext blocks will also be equal. Thisis
undesirable for network hiding. Therefore, random IV shall be used for each encryption. The same IV isrequired to
decrypt the information. The 1V shall be included in the same SIP header that includes the encrypted information.

[ Editor’ s note: The following open issues are still to be resolved:

- useof akey identifier for the support of multiple encryption secret keys
- possible use of a MAC to protect integrity of the resulting cipher text

- impact on compressibility of incoming S P messages

- key management and distribution amongst I-CSCFs

- implications on development of SP are to be considered

7 Security association set-up procedure

The security association set-up procedure is necessary in order to decide what security services that apply and when the
security services start. In the IMS authentication of usersis performed during registration asin Section 6.1. Subsequent
signaling communicationsin this session will be integrity and optionally confidentiality protected based on the keys
derived during the authentication process.

7.1 Security association parameters

For protecting IMS signaling between the UE and the P-CSCF it is necessary to agree on shared keys provided by IMS
AKA, on certain protection methods (e.g. an integrity protection method) and a set of parameters specific to a protection
method, e.g. the cryptographic algorithm to be used. The parameters negotiated are typically part of the security
association to be used for a protection method.

The security mode setup shall support the negotiation of different protection mechanisms. It shall be able to negotiate or
exchange the SA parameters required for these different protection mechanisms. Although the supported protection
mechanisms could be quite different, there isa common set of parameters that have to be negotiated for each of them.
This set of parameters includes:

3GPP



Release 5 21 3G TS 33.203 V1.0.0 (2001-12)

Authentication (integrity) algorithm, and optionally encryption algorithm
SA_ID that is used to uniquely identify the SA at the receiving side.
Key length: the length of encryption and authentication (integrity) keysis 128 bits.
Parameters specifically related to certain protection methods are kept in the annexes describing the protection methods.

The SA between the UE and the P-CSCF will have alimited lifetime. The lifetime timer shall be the same as the
registration timer, which is defined per contact address. When the UE registers the registration timer will be negotiated
between the UE, the P-CSCF and the S-CSCF. The S-CSCF will be able to accept, decrease or increase the proposed
expiration time from the UE and the final value is sent in the response to the UE. The expiry timein the UE will be
shorter than the expiry time in the S-CSCF, such that the UE is able to re-register. For each new successful
authentication the SA shall be updated. The S-CSCF shall align the expiration of subseguent registrations with any
existing registration timer. The SA is deleted if the registration timers expiresin the P-CSCF or in the S-CSCF.

The security set-up messages are transported by SIP as defined in “ draft-arkko-sip-sec-agree-00.txt” [16].

[ Editors Note: The support of different mechanismsis FFS]

7.2 Set-up of security associations (successful case)

In this section the normal case (i.e. when no failures occur) is specified for initial registration when no security
association is established-i-e-when-no-faiures-eceurs. Note that for simplicity some of the nodes and messages have
been omitted.

UE P-CSCF 3-CSCF

(SM1) Register

-
(SM2) Register
-
(SM3) 4xx Auth_Challenge
(SM4) 4xx Auth_Challenge =~
o
(SM5) Register
-
(SM6) Register
—

(SM7) 2xx Auth_Ok
<

(SMS) 2xx Auth_ Ok
<

The UE sends a Register message towards the S-CSCF to register the location of the UE and to set-up the security
mode. This has been described in 6.1. In order to start security mode setup the UE shall include a Security-setup: linein
this message, including the protection method, the proposed set of integrity algorithms, the proposed set of
confidentiality algorithms (optional), the SA_ID and an optional info field. The info field is reserved for method specific
use, so any method supported by the security mode set-up must specify whether and how to use the info field. The
SA_ID_U shdl be chosen in such away that it uniquely identify the (unidirectional) inbound SA at the UE side, within
the UE.

Elementsin[...] are optional.

3GPP



Release 5 22 3G TS 33.203 V1.0.0 (2001-12)

SM1:

REGISTER sip: ---
Security-setup(integrity mechanisms list, [ confidentiality mechanisms list] , integrity
algorithmslist, [ confidentiality algorithmslist], SA ID_U, [info])

Authorization-EAP(IMPI)

The P-CSCF shall choose exactly one of the proposed mechanisms respectively and exactly one of the proposed
agorithms respectively based on the policies that applies and send the sel ected mechanisms and agorithms to the UE in
SM4.

The SA_ID_P shall be chosen in such away that it uniquely identifies the (unidirectional) inbound SA at the P-CSCF
side, within the P-CSCF.

[Editors Note: It is FFSif the HN shall take part in the negotiation of algorithms.]
SM4:

SIP/2.0 4xx Auth_Challenge

Security-setup(integrity mechanismslist, [ confidentiality mechanismslist], integrity
algorithmslist, [ confidentiality algorithmslist], SA_ID_P, [info])
Authorization-EAP(IMPI)

The UE shall in SM5 start the integrity protection — and optionally the confidentiality protection — of the whole SIP-
message by setting up security associations according to mechanisms and the parameters negotiated in SM1 and SM4,
and applying the corresponding protection to the SIP-message. Furthermore the Security-setup: line sent in SM1 shall
be included:

SM5:

REGISTER sip: ----
Security-setup(integrity mechanisms list, [ confidentiality mechanisms list] , integrity
algorithmslist, [ confidentiality algorithmslist], SA ID_U, [info])

Authorization-EAP(IMPI)

After receiving SM5 from the UE, the P-CSCF shall compare the Security-Setup line of this message with the Security-
Setup line received in SM1.

The P-CSCF finally sends SM8 to the UE. SM8 does hot contain information specific to security mode setup (i.e. a
Security-setup line), but with sending SM8 not indicating an error the P-CSCF confirms that security mode setup has
been successful. After receiving SM8 not indicating an error, the UE can assume the successful completion of the
security-mode setup.

[Editors Note: 1t is FFSif the HN shall take part in the negotiation process.]

7.3 Error cases in the set-up of security associations

Whenever an expected message is hot received after atime-out the receiving entity considers the registration to have
failed.

| [Editor’s note: the correct handling of Cla
| lost SM8 message relies on the network clearmq the reQ|strat|on |f the mtequty check repeatedly falls at the P- CSCF
This should be taken into account in the sections which specify the integrity protection mechanism]
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7.3.1 Error cases related to IMS AKA

Errorsrelated to IMS AKA failures are specified in section 6.1. However, this section additionally describes how these
shall be treated, related to security setup.

[Editors Note: It is FFSif thisis appropriate taking DoS attacks into account.]

7.31.1 User authentication failure

In this case the authentication of the user fails in the network due an incorrect RES. The S-CSCF will send a 4xx
Auth_Failure message SM7, which will pass through the already established SA to the UE as SM8.

Note, that this failure will already occur in SM5, when the UE does not use the correct integrity key IK. In this
situation, the P-CSCF will receive protected packets that cannot be verified.

It may seem from the above discussion that there is no requirement to check the RES at the S-CSCF since afalse RES
sent by a UE will never reach the S-CSCF. However, it is still necessary to check RES at the S-CSCF since this
prevents a P-CSCF from registering a UE without performing user authentication. It therefore reduces S-CSCF trust in
the P-CSCF.

7.3.1.2 Network authentication failure

If the UE is not able to successfully authenticate the network, the UE is not able to create the key IK and therefore the
SA with the P-CSCF, such that it is hot possible to send SM5 in a protected way. Since the P-CSCF aready expects SIP
messages from the UE to be protected, and is not already aware of any errors, the P-CSCF shall accept such REGISTER
messages indicating network authentication failure in the clear.

So the UE sends a new register message SM5, indicating a network authentication failure, to the P-CSCF, without
protection. SM5 should not contain the security-setup line of the first message.

7.3.1.3 Synchronisation failure

In this situation, the UE observes that the AUTN sent by the network in SM4 contai ns an out-of-range sequence
number. The UE shall sends a new register message SM5 to the P-CSCF in the clear, indicating the synchronization
failure. SM5 should not contain the Security-Setup line of the first message, and the P-CSCF shall keep the security-
setup state created after receiving SM1 from the UE.

7.3.2 Error cases related to the Security-Set-up

7.3.2.1 Unacceptable proposal set

In this case the P-CSCF cannot accept the proposal set sent by the UE in the Security-Set-up command of SM1. SM4
shall respond to SM1 with indicating afailure, by sending a 4xx Unacceptable Proposal.

The P-CSCF therefore shall modify the message SM2 such that the S-CSCF sends a 4xx Unacceptable Proposal
message back to the UE in SM3/4 and the registration processis finished.

SM2:

REGISTER sip: ----

Security-setup(integrity mechanisms list, [ confidentiality mechanisms list] , integrity
algorithmslist, [ confidentiality algorithmslist], SA_ID_U, [info])
Authorization-EAP(IMPI)

Failure(NoCommonl ntegrityAlgorithm)

[Editors Note: It is FFS how the exact mechanism shall be for the Unacceptable proposal set case. The editor believes
that the S CSCF is the registrar and hence the P-CSCF should only be able to modify the headers and not send back
responses. The failure response should be sent by the S-CSCF. This however has not been agreed.]
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7.3.2.2 Unacceptable algorithm choice

If the P-CSCF sends in the security-setup line of SM4 an algorithm that is not acceptable for the UE (i.e. has not been
proposed), the UE shall not continue to create a security association with the P-CSCF and shall terminate the
registration procedure.

7.3.2.3 Failed consistency check of Security-Set-up lines

Thisisthe caseif the Security-Setup linein SM5 from the UE to the P-CSCF cannot be verified, so the Security-Setup
line of the unprotected SM 1 and the Security-Setup line of the protected SM5 do not match. The P-CSCF shall respond
to the UE by sending a 4xx Unacceptable Proposal message in SM8. The P-CSCF therefore shall modify the message
SM6 such that the S-CSCF sends a 4xx Unacceptable Proposal message back to the UE in SM7/8 and the registration
process is finished.

SM6:

REGISTER sip: ----

Security-setup(integrity mechanismslist, [ confidentiality mechanismslist], integrity
algorithmslist, [ confidentiality algorithmslist], SA ID_U, [info])
Authorization-EAP(IMPI)

Failure(NoCommonl ntegrityAlgorithm)

[ Editors Note: It is FFS how the exact mechanism shall be for the Unacceptable proposal set case. The editor believes
that the S-CSCF istheregistrar and hence the P-CSCF should only be able to modify the headers and not send back
responses. The failure response should be sent by the S-CSCF. This however has not been agreed.]

7.3.3  Authenticated re-registration

If the registration is are-registration, a pair of security associations between UE and P-CSCF is already active. These
security associations shall be used to protect the first two messages of the authenticated re-registration, i.e. SM1 and
SM4.

[Editors Note: It is FFS if SM4 should be protected using the old security association or the new one.]

Before SM5 is sent by the UE, both peers shall replace the existing SA by the new SA negotiated during these first two
messages.

7.3.3.1 Handling of security associations in authenticated re-registrations (successful
case)

Before re-registration begins the following SAs exist:
SA1 from UE to P-CSCF
SA2 from P-CSCF to UE

There-registration then is as follows:

1) The UE sends SM1 to re-register with the IMS, using the existing SA1 to the P-CSCF. Asin the case of a new
registration, alist of parametersto be negotiated in a security association set-up is included.

(Edi " y " Y :
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2) The P-CSCF waits for the response SM 3 from the S-CSCF and then sends SM4 to the UE, using SA2. Asin the case
of anew registration, the parameters selected for the new security associations are included. The P-CSCF then creates
two new security associations, in parallel to the existing ones, in its database:

- SA11 from UE to P-CSCF
- SA12 from P-CSCF to UE

3) If SM4 could be successfully processed by the UE, the UE also creates the new SAs SA11 and SA12 in its database.
The UE then sends SM5 to the P-CSCF. Asin the case of anew registration, the authentication response and the list of
parameters repeated from message 1 are included. SM5 is protected with the new SA11.

4) The P-CSCF waits for the response SM7 from the S-CSCF and then sends SM8 to the UE, using the new SA 12.
5) After the reception of SM8 by the UE, the re-registration is compl ete.

The UE now uses the new SAs for all subsequent messages. The old (outbound) SA1 is deleted. The old (inbound) SA2
must be kept until afurther SIP message protected with the new inbound SA12 is successfully received from the P-
CSCF.

The P-CSCF keeps all four SAs with the UE active until afurther SIP message protected with the new inbound SA11is
successfully received from the UE. In the meantime, the P-CSCF continues to use the old SA2 for outbound traffic to
the UE.

7.3.3.2 Error cases related to authenticated re-registration

Whenever an expected message is not received after atime-out the receiving entity considers the registration to have
failed. The receiving entity then deletes any new security associations it may have established and continues to use the
old onesif they have not yet expired.

If the registration protocol goeswell up to the last message SM8, and SM8 is sent by the P-CSCF, but not received by
the UE , then the UE has only the olds SAs available (after the time-out), but the P-CSCF cannot know this. Therefore,
the P-CSCF continues to use the old SA2 for outbound traffic to the UE, but keeps both, old and new SAs. The new
SAs are deleted when a message is received from the UE which is protected with the old SA, or if aREGISTER
message is received on the port where the P-CSCF accepts specific unprotected messages.

7.3.3.3 Error cases related to IMS AKA

User authentication failure

The S-CSCF will send a 4xx Auth_Failure message SM7, which will pass through the already established SA to the UE
as SM8. Afterwards, both, the UE and the P-CSCF delete the new SAs.

Network authentication failure

If the UE is not able to successfully authenticate the network, it does not establish anew SA. The UE sendsa
REGISTER message SM5 indicating a network authentication failure to the P-CSCF, using the already established SA.
The P-CSCF deletes the new SAs after receiving this message.

Synchronisation failure

If the UE notices a synchronisation failure it does not establish a new SA. The UE sends a message SM5, indicating the
synchronisation failure, to the P-CSCF, using the aready established SA. The P-CSCF deletes the new SA after
receiving this message.

7.3.3.4 Error cases related to the Security-Setup

Unacceptable proposal set
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The message SM4 shall respond to the first REGISTER message SM 1 with a 4xx Unacceptable Proposal, using the
already established SA. Neither side establishes anew SA.

The P-CSCF therefore shall modify the message SM2 such that the S-CSCF sends the 4xx Unacceptable Proposal
message back to the UE in SM3/4 and the registration process is finished.

SM2:

REGISTER sip: ----

Security-setup(integrity mechanisms list, [ confidentiality mechanisms list] , integrity
algorithms|list, [ confidentiality algorithmslist], SA ID_U, [info])
Authorization-EAP(IMPI)

Failure(NoCommonl ntegrityAlgorithm)

[Editors Note: It is FFS how the exact mechanism shall be for the Unacceptable proposal set case. The editor believes
that the S CSCF is the registrar and hence the P-CSCF should only be able to modify the headers and not send back
responses. The failure response should be sent by the S-CSCF. This however has not been agreed.]

Failed consistency check of Security-Set-up lines

Thisisthe caseif the Security-Setup line in SM5 from the UE to the P-CSCF cannot be verified, so the Security-Setup
line of the unprotected SM 1 and the Security-Setup line of the protected SM5 do not match. In this case the P-CSCF
shall respond to the UE by sending a 4xx Unacceptable Proposal message in SM8 using the already established SA.
Both sides delete the new SAs.

The P-CSCF therefore shall modify the message SM6 such that the S-CSCF sends the 4xx Unacceptable Proposal
message back to the UE in SM7/8 and the registration process is finished.

SM6:

REGISTER sip: ----

Security-setup(integrity mechanismslist, [ confidentiality mechanisms list] , integrity
algorithms|list, [ confidentiality algorithmslist], SA ID_U, [info])
Authorization-EAP(IMPI)

Failure(NoCommonl ntegrityAlgorithm)

[ Editors Note: It is FFS how the exact mechanism shall be for the Unacceptable proposal set case. The editor believes
that the S-CSCF istheregistrar and hence the P-CSCF should only be able to modify the headers and not send back
responses. The failure response should be sent by the S-.CSCF. This however has not been agreed.]

8 ISIM

TheISIM islogically independent from the USIM to represent the IM S subscription and its associated data. It is
necessary for this subscription information to be independent of the corresponding USIM data to support access
network independence. Furthermore the IMPI, the Home Network Domain Name and at least one IMPU shall be
securely stored on the UICC i.e. the logically separate ISIM. The ISIM and USIM may be implemented on the same
UICC, and may be provisioned by the same provider. Although ISIM and USIM are logically independent, al the
following cases are possible for implementation:

- 1SIM and USIM are implemented as a single application inside one UICC
- 1SIM and USIM are implemented as two distinct applications inside one UICC
- ISIM and USIM are implemented inside two distinct UICCs.

[Editors Note: It is FFSif and how a R 99 and R4 USIM can be reused for IMS. Open issuesrelated to thisare:
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Increased signaling load due to re-synchronization’s
Derivation of the IMPI from the IMS
Protection of IMS from eavesdropping i.e. user identity confidentiality

Derivation of IMPUs. Note that MSISDN is not compulsory in the USIM so the IMPU can not always
be derived from that

Which scenario to support i.e. R 99 USM and no IMSdata is stored on the UICC or R'5 USM and
IMSdata is stored on the UICC and IMS security parameters are derived with existing R'99 AKA
sequence]

There shall only be one ISIM for each IMPI. The USIM and the ISIM may share the same agorithms and the same
long-term key. It is an operator choice if the long-term key and the algorithms are different. The IM S subscriber shall
not be able to modify or enter the IMPI. The IMS subscriber shall not be able to modify or enter the Home Domain

Name.

The ISIM shall include

The IMPI

At least one IMPU

Home Network Domain Name

Support for SQN used in the context of the IMS Domain

The same framework for algorithms as specified for the USIM appliesfor the ISIM
Authentication Key

The ISIM shall deliver the CK to the UE athough it is not required that SIP signaling is confidentiality protected.

[Editors Note: It is FFSif a K9S, data equivalent to the START parameter, AMF related data, storage for CK and IK is

needed or not.]

[Editors Note: It isFFSif an IMS subscriber shall be de-registered at power off]
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Annexes are only to be used where appropriate:

Annex <A> (normative):
<Normative annex title>
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Annex B (Informative):
Mechanisms for IPSec based solution

[ Editors Note: If the IPSec solution is finally chosen the chapters below shall be moved into the main body of this TSin
the corresponding sections,]

B.1 6.2 Confidentiality mechanisms

IPsec ESP may optionally be implemented for providing confidentiality of SIP signalling between the UE and the P-
CSCF, protecting all SIP signalling messages at the IP level. If ESP confidentiality is used, it shall be applied in
transport mode between UE and P-CSCF. If ESP confidentiality is provided, it is aways provided in addition to ESP
integrity protection.

The SAsthat are required for ESP shall be derived from the 128-bit integrity key CK v generated through IMS AKA, as
specified in chapter 6.1.

If confidentiality is required, for each direction, there is one ESP SA for both confidentiality and integrity that shall be
used between the UE and the P-CSCF. The encryption transform isidentical for the two SAsin either direction. The
encryption key for the SA inbound from the P-CSCF is CK.

The encryption key for the SA inbound from the P-CSCF is CK y_i». The encryption key for the SA outbound from the
P-CSCF is CKiw_out.

The encryption keys are derived as CKy i, = h1(CKy ) and CKy_ou = h2(CK )y ) using suitable key derivation
functions hl and h2.

The encryption key derivation on the user sideis done in the ISIM. The encryption key derivation on the network sideis
donein the P-CSCF.

The method to set up ESP security associations during the SIP registration procedure is specified in chapter 7.

B.2 6.3 Integrity mechanisms

IPsec ESP shall provide integrity protection of SIP signalling between the UE and the P-CSCF, protecting all SIP
signalling messages at the IP level. ESP integrity shall be applied in transport mode between UE and P-CSCF.

The SAsthat are required for ESP shall be derived from the 128-bit integrity key IK generated through IMS AKA, as
specified in chapter 6.1. The transform used for the ESP SA shall be negotiated as specified in chapter 7. ESP shall use
two unidirectional SAs between the UE and the P-CSCF, one in each direction. The integrity algorithm isidentical for
both SAs.

The integrity key for the SA inbound from the P-CSCF is IKy_j.. The integrity key for the SA outbound from the P-
CSCFisIKim_ou.

The integrity keys are derived as IKy_jn = h1(IK;v ) and IKim o = h2(IK iy ) using suitable key derivation functions hl
and h2. (They may be the same as those in section 6.2.)

The integrity key derivation on the user side isdonein the ISIM. The integrity key derivation on the network sideis
donein the P-CSCF.

The method to set up ESP security associations during the SIP registration procedure is specified in chapter 7.
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Annex C (Informative):
Mechanisms for SIP-level solution

[ Editors Note: If the SP-level solution isfinally chosen the chapters below shall be moved into the main body of this TS
in the corresponding sections.]

C.1 6.2 Confidentiality mechanisms

[ Editor’ s note: This section shall deal with cipher algorithms]

C.2 6.3 Integrity mechanisms

[ Editors note: There seems to be an unexpected shortcoming in the way SIP provides integrity protection on messages
between UE and Proxies. In current SIP, HTTP Digest can be used to partially integrity protect the messages
originated by an UE. However, SIP failsto provide integrity for Proxy to UE communication, i.e. for terminating
INVITES, for example. Proxies are not able to add Authorization headers on these messages, thus leaving the messages
unprotected.

For the reason above, the headers and field names used in this section may not be final. However, the found
inconsistency will probably make it easier for 3GPP to discuss about new SIP level integrity protection schemes with
IETF]

HTTP Digest shall provide integrity protection of SIP signalling between the UE and the P-CSCF, protecting all SIP
signalling messages at the SIP level.

The SA that isrequired for Digest integrity protection shall use the 128-bit integrity key 1K generated through IMS
AKA, as specified in section 6.1. The integrity algorithm and key are identical for integrity protection applied to
messages travelling in either direction. Negotiation of the integrity algorithm to use occurs in the following way: The
UE communicates the set of integrity algorithms that it supports to the P-CSCF through the Security-setup header field
of the REGISTER message, as described in section 7.2. The P-CSCF selects an algorithm to use from the set of

a gorithm capabilities common to both the UE and the P-CSCF. The P-CSCF indicates the algorithm to use in the
“algorithm” directive of the Digest challenge that is subsequently issued to the UE.

Digest supportsintegrity protection of the SIP message body (not the headers) when the “ qop-options’ directive
within the Digest challengeis set to thevalue“int”. Digest supportsintegrity protection of the entire SIP
message when the “ qop-options’ directive within the Digest challengeis set to the value “ extended-int”. (Use of
either of these values of “qop-options’ assumes that a context of client authentication has been previously established.)
To provide for protection of the entire SIP message, the P-CSCF shall issue a Digest challenge to the UE specifying the
value “extended-int” for the “qop-options’ directive.

The message ‘digest’, or message authentication code, is conveyed in the “response” directive of the Digest response.
The rules for computing “response” are as described in [1] with the following consideration: if the UE receives a Digest
challenge with the “ qop-options’ directive set to either “int” or “extended-int”, and the associated authentication
challenge was an IMS AKA challenge, then the UE substitutes IK for the “password” component of A1 when
computing “response=" in the Digest response. The UE sets the “username” component of A1 to afixed vaue (e.g.,
“ims-user”). When sending messages to the UE that are to be integrity protected, the P-CSCF applies the same rules
when computing “response”. In this manner, the whole SIP message is always protected.

The Digest framework specifies that a server-initiated nonce is to be used by the client as a random number input to the
production of the message digest. This nonce, along with a counter that isincremented by either endpoint when sending
amessage that is to be protected, facilitate anti-replay protection.

In the 3GPP IMS, then, normal operation of the Digest challenge-response mechanism for integrity protection is as
follows:

Per RFC 2617, the Digest challenge-related directives are carried in either the WWW-Authenticate or Proxy-
Authenticate header fields. The P-CSCF adds a Proxy-Authenticate header field to the 4xx Auth_Challenge that is sent
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by the S-CSCF (SIP registrar) toward the UE; the Proxy-Authenticate contains the Digest challenge that has been
constructed by the P-CSCF.

Per RFC 2617, the Digest response-related directives are carried in either the Authorization or Proxy-Authorization
header fields, depending upon which header field carried the corresponding Digest challenge. These directives contain
the credential s for the message integrity check. In the IMS context, the UE responds to the initial Digest challenge by
adding a Proxy-Authorization header field to the REGISTER toward the S-CSCF (registrar). The UE pre-emptively
adds a Proxy-Authorization header field to al subsequent UE-initiated SIP requests. The UE and the P-CSCF add the
Authentication-Info header to all SIP responses. Finally, the P-CSCF adds an Integrity header field to all SIP
requests sent towar d the UE.The simplified message flow shown below illustrates the relevant header fields and
contents for the SIP-level integrity protection mechanism. Please note that the message flow contains three cases: a
registration (1-3), and two SIP sessions: one UE initiated (4-5) and one UE terminated (6-7).

UE P-CSCF

REGISTER

1. 4xx Auth Challenge

2. REGISTER

3. 2xx Auth Ok

4. INVITE

5. 180

6. INVITE

7. 180

1. 4xxresponse—thiscarriesboth the IMS AKA challenge (from theregistrar) and the Digest challenge for
integrity protection (from the P-CSCF):

SIP/2.0 4xx Auth_Challenge
WWW-Authenticate: EAP <RAND AUTN>
Proxy-Authenticate: Digest realm=3GPP-IM S nonce=<random-number> a gorithm=M D5 qop=extended-int

2. Integrity protection isturned on with the next REGISTER —theintegrity credentials are placed in the
Digest response:

REGISTER sip: ... SIP/2.0
Authorization: EAP <RES>

Proxy-Authorization: Digest username=ims-user, realm=3GPP-IM S, nonce=<echo-random-number>, uri=<S| P-
URI>, response=<message-digest>, cnonce=<value>, nc=1, qop=extended-int

3. The2xxresponseisalsointegrity protected — the P-CSCF adds the Authentication-Info header to carry the
message digest:

SIP/2.0 2xx Auth_Ok
Authentication-Info: qop=extended-int, rspauth=<message-digest>, nc=2

4. A subsequent INVITE request must also beintegrity protected —the UE pre-emptively addsthe Proxy-
Authorization header:

INVITE sip: ... SIP/2.0
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Proxy-Authorization: Digest username=ims-user, realm=3GPP-IM S, nonce=<echo-random-number>, uri=<S|P-
URI>, response=<message-digest>, cnonce=<vaue>, nc=3, gop=extended-int

5. The180isintegrity protected in the same fashion was the 2xx response (message #3):
SIP/2.0 180 Ringing
Authentication-Info: qop=extended-int, rspauth=<message-digest>, nc=4

6. Anincoming INVITE must also beintegrity protected —the P-CSCF addsthe Integrity header, which has
the same syntax as Proxy-Authorization:

INVITE sip: ... SIP/2.0

Integrity: Digest username=ims-user, realm=3GPP-IM S, nonce=<echo-random-number>, uri=<SIP-URI>,
response=<message-digest>, cnonce=<value>, nc=5, qop=extended-int

7. TheUE protectsthe 180 response by adding Authentication-Info:

SIP/2.0 180 Ringing
Authentication-Info: qop=extended-int, rspauth=<message-digest>, nc=6

[Editors Note: Further detailswill be provided on how replay protection is accomplished. It has been identified that the
scheme above needs to be enhanced since otherwise unnecessary loss of calls can occur. The reason for that isthat both
originating and terminating calls can occur and the countersin the P-CSCF and in the UE are not independent.]

[ Editors Note: A description of the security mode setup headers shall be included in this Annex. Furthermore the
message flows need to be enhanced.]
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Annex D (Informative):
Set-up procedures for IPSec based solution

[ Editors Note: If the IPSec solution is finally chosen the chapters below shall be moved into the main body of this TSin
the corresponding sections,]

This chapter is based on chapter 7 and provides additional specification for the support of |Psec ESP.

D.1 Security association parameters
The SA parameters, identifiers and attributes that shall be negotiated between UE and P-CSCF, are
ESP transform identifier
Authentication (integrity) algorithm
SPI
Further parameters.
Lifetype: thelife type is always seconds
SA duration: the SA duration has a fixed length of 2%-1.
Key length: the length of encryption and authentication (integrity) keysis 128 bits.
Selectors:

The security associations have to be bound to specific parameters (selectors) of the SIP flows between UE and P-CSCF,
i.e. IP addresses and ports. Both sides have to use the same policy here, but since the required selectors will be known
from the SIP messages, there is no need to negotiate them. The only parameter that shall be negotiated, is a port for
specific unprotected SIP messages at the P-CSCF:

1. For theinbound SA at the P-CSCF (outbound for the UE) the P-CSCF shall use afixed port. This may be port
5060 as the standard SIP port, or any other fixed port where the server accepts SIP messages from the UE. In
addition, another port for specific unprotected SIP messages from the UE to the server isfixed.

For the outbound SA at the P-CSCF (inbound for the UE) ANY port number shall be allowed at the P-CSCF.

2. Onthe UE side, the SIP UAs shall use the same port for both sending and receiving SIP signalling to the P-
CSCF.

3. If there are multiple SIP UAs belonging to different ISIMsin one UE they shall use different SAs and bind
them to different ports on the UE side.

4. The UE may send only the following messages to the fixed port for unprotected messages:
initial REGISTER message
REGISTER message with network authentication failure indication
REGISTER message with synchronization failure indication
All other messages incoming on this port must be discarded by the SIP application on the P-CSCF.
[Note: It isffs whether case 3 can actually occur.]

For each incoming message the SIP application must verify that the correct inbound SA associated with the public ID
(IMPU) given in the SIP message has been used. This shall be done by verifying that the correct source IP address and
source port bound to the public ID (IMPU) of the SIP message have been used for sending the message.
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D.2 Security mode setup for IPsec ESP

This section describes how the security mode setup described in chapter 7 shall be used for negotiating ESP as
protection mechanism and setting up the parameters required by ESP.

D.2.1 General procedures specific to the ESP protection mechanism

The integrity and encryption mechanisms both have the value "esp". Thefields SA_ID_U and SA_ID_P carry the SPI
values to be exchanged, to identify the ESP SAs.

The P-CSCF shall use an unprotected port to be able to receive specific unprotected messages. This unprotected port
has to be communicated to the UE, by using the info field of message SM4. This unprotected port is required, when an
IPsec SA isalready in place at the P-CSCF, but the UE due to any reason is not able to use this SA. In this case, the UE
shall send error messages or a new REGISTER message in the clear to the P-CSCF port received in the info field within
SM4. Otherwise at the P-CSCF side, ESP would simply drop all IP packets from the UE that fail the integrity check.

The error messages that shall be sent in the clear from the UE to the P-CSCF are these for network authentication
failures (sections 7.3.1.2) and synchronization failures (section 7.3.1.3).

D.2.2 Handling of user authentication failure
(This extends the content of chapter 7.3.1.1 and 7.3.3.3 for |Psec ESP)

In the case of a user authentication failure, the user will usually not be able to use a security association with the correct
key material. Therefore, when using ESP for integrity protection and encryption, this will cause SM5 to be dropped at
the P-CSCF |P(sec) layer due to afailed integrity check within ESP processing.

As SM5 will not reach the P-CSCF IM S application, the P-CSCF shall implement atimer for the authentication process.
When a message is received that passes the integrity-check and successfully completes the authentication, it is
immediately processed. However, if during the registration timer the P-CSCF receives packets that cannot be verified, it
discards them. At the end of the registration timer, it reports an authentication failure back to the home network.

D.2.3 Authenticated re-registration procedures specific to the ESP protection
mechanism

The new security associations SA11 and SA12 shall be bound to a new port on the UE side. This new port shall be
communicated by the UE in the info field of the first REGISTER message SM1.

Annex E (Informative):
Set-up procedures for SIP level based solution

[ Editors Note: If the SP level solution is chosen the chapters below shall be moved into the main body of this TSin the
corresponding sections.] This chapter is based on chapter 7 and provides additional specification for the support of SP
level integrity protection] .

For each incoming message the SIP application must verify that the correct inbound SA associated with the public ID
(IMPU) given in the SIP message has been used.
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Annex F (Informative):
Open issues in SA3 tailored to CN1

This annex contains issues that need discussion and resolution related to the work performed by SA3 and CN1. When
the technical content is stable and the TS33.203 is going for approval to SA this Annex will be removed.

Theissuesin the issue column are issues defined by CN1 or SA3 for clarification. In the Status/Answer column the
statusis given.
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Issue ID Issue description Source Date Answer from SA3 | Status
S3#19-1 |Security work for the ISC interface S3-010404 |SA3#19/July |Contribution S3- Closed/SA|
010660 was agreed [3#21/Nov
and will be ember
incorporated in
TS33.210.
S3#19-2 [Security needed for OSA API interface between HN and [S3-010404 |SA3#19/July |Contribution S3- Closed/SA
3rd party providers 010660 was agreed [3#21/Nov
and will be ember
incorporated in
TS33.210.
S3#19-3 [Can a call be terminated towards an IMPU that has not [S3-010404 [SA3#19/July |Current understanding|Closed/SA
been registered? of SA3 is no. However|3#20/Octo
this requirement ber
should be stated by
SA2 not SA3.

S3#19-4 |Is it necessary to transport the KSI or similar in SIP- S3-010404 [SA3#19/July |This is FFS. Open

register messages.

S3#19-5 |What SIP messages shall be authenticated? S3-010404 [SA3#19/July |(Re-)Registrations. Closed/SA|
3#20/Octo
ber

S3#19-6 |Network hiding performed by the I-CSCF. S3-010404 |SA3#19/July |Contribution S3- Closed/SA|

010702 was agreed. |[3#21/Nov
ember

S3#19-7 |Questions related to session transfer. S3-010404 |SA3#19/July |SA3 has sent an LS to|Open

GSM association, S3-
010383. Work has

started.
S3#19-8 |Discrepancy in time plans between CN1 and SA3 S3-010404 |SA3#19/July | TS33.203 shall be Closed/SA|
ready March 2002. 3#20/Octo
ber
S3#19-9 [What is the due date for the WI on hiding? S3-010339 [SA3#19/July |Included in TS33.203 |Closed/SA

section 6.4. The TS  [3#20/Octo
stage 2 will be ready |ber

March 2002.
S3#19-10 |Should the system be able to authenticate e.g. INVITEs |S3-010339 [SA3#19/July [Authentication shall |Closed/SA
and not be bound to the Registration procedure? only take place at (re- [3#20/Octo
)registrations ber
S3#19-11 |At what layer does encryption take place? S3-010339 [SA3#19/July |Encryption is optional |Closed/SA

to implement. If used [3#20/Octo
it shall be at the same [ber

layer as integrity
protection. It is still
open if SIP-level or IP-

level.
S3#19-12 [Hiding the callers IP-address: anonymity S3-010339 [SA3#19/July |It was concluded that |Closed/SA
this should not be for |3#21/Nov
R’5. ember
S3#21-1 |According to CN1 requirement to generalize the flows S3-010410 [SA3#20/Octo|For further study Open
e.g. 401(vs 407 discussion) and 403 have been changed ber
to 4xx. SA3 wants to take part of the decision on which
response shall be chosen.
S3#21-2 [How is IK and optionally CK transported? S3-010644 [SA3#21/Nov |An LS was sent at Open
ember SA3#21 to CN1in S3-
010699
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Annex X (informative):
Change history

It isusual to include an annex (usually the final annex of the document) for specifications under TSG change control
which details the change history of the specification using a table as follows:

Change history

Date TSG # TSG Doc. |[CR |Rev Subject/Comment Old New
2000-10 |SA3#15bis [33.2xx 0.1.0 |Initial version of the specification

2000-11 |SA3#16 0.1.1 |Input from AdHoc meeting

2001-03 |SA3#17 33.203 0.2.0 |Input from the SA3#17 meeting in G6teborg

2001-04 33.203 0.2.1 |Termination of confidentiality in the P-CSCF moved to an editors

note. Kept the R'99 mechanism in the main document. Where to
terminate is FFS.

2001-05 |SA3#17bis (33.203 0.3.0 |Input from the SA3#17bis meeting in Madrid.
2001-06 |SA3#18 33.203 0.4.0 |Input from the SA3#18 meeting in Phoenix.
2001-08 |SA3#19 33.203 0.5.0 |Input from the SA3#19 meeting in Newbury.
2001-09 |SA3#19bis |33.203 0.6.0 |Input from the SA3#19bis meeting in Nice
2001-11 ([SA3#20 33.203 0.7.0 |Input from the SA3#20 meeting in Sydney
2001-12 |SA3#21 33.203 0.8.0 |Input from the SA3#21 meeting in Sophia Antipolis
2001-12 |EmailAppr [33.203 0.8.1 |Editorial comments on v.080 included
oval
2001-12 |- 33.203 1.0.0 [Updated only the version of the doc from 081 to 100, the TOC

and added this text.

Editor Krister Boman, Ericsson

Email: krister.boman@emw.ericsson.se

Telephone: +46 31 747 6045 (Office)

+46 70 987 6045 (Mobile)
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