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**** Modified section - Add 

 

Annex G  
 

This Annex defines how elements of the IMS -security architecture are to be integrated into the following entities of the 
system architecture. 

G.1 ISIM  

G.2 User equipment  

G.3 Serving Call State Control Function (S-CSCF)  

G.4 Proxy Call State Control Function in Visited Network (VP-CSCF)  

G.5 Proxy Call State Control Function in Home Network (HP-CSCF)  

G.7 Interrogating Call State Control Function (I-CSCF)  

G.7 Home Subscriber Server (HSS)  

  

The structure of this annex is a series of tables, which describe the security information and cryptographic functions to 
be stored in the above entities of the 3G system. 

For security information, this is in terms of multiplicity, lifetime, parameter length and whether mandatory or optional. 

For the cryptographic functions, the tables also include an indication of whether the implementation needs to be 
standardised or can be proprietary 

G.1 ISIM 

G.1.1 Authentication Key Agreement and Registration   

The ISIM shall support the UMTS mechanism for Authentication Key Agreement and Registration described in 6.1 of 
3G TS 33.203. 

The following data elements need to be stored on the ISIM: 

a) KIM: a permanent secret key; 

b) SQNISIM: a counter that is equal to the highest sequence number SQN in an AUTN parameter accepted by the 
user; 

c) RANDISIM: the random challenge which was received together with the last AUTN parameter accepted by the 
user. It is used to calculate the re-synchronisation message together with the highest accepted sequence number 
(SQNISIM); 

d) KSIIM: key set identifier; 

e) THRESHOLDIM: a threshold defined by the HE to trigger re-authentication and to control the cipher key 
lifetime; 

f) CKIM the IMS signalling cipher key established as part of authentication; 

g) IKIM the IMS signalling integrity key established as part of authentication; 

h) AMFIM: A 16-bit field used Authentication Management.  
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Table 1 provides an overview of the data elements stored on the ISIM to support Authentication Key Agreement and 
Registration. 

Table 1: ISIM – Authentication Key Agreement and Registration  – Data elements 

Symbol Description Multiplicity Lifetime Length Mandatory / 
Optional 

IMPI Private Identity 1 Permanent  Mandatory 
IMPU Public Identities  n Updated during 

registration 
 Mandatory 

DNHOME Home Network 
Domain Name 

1 Permanent  Mandatory 

KIM Permanent secret 
key 

1 (note 1)  Permanent 128 bits Mandatory 

SQNISIM Highest previously 
accepted sequence 
number counter 

1  Updated when 
AKA protocol is 
executed 

48 bits  Mandatory 

 SQNISIM [ ] array array of last 
accepted sequence 
number 

1 Updated when 
AKA protocol is 
executed 

at least 32 
entries 

Optional 

RANDISIM Random challenge 
received by the 
user. 

1 Updated when 
AKA protocol is 
executed 

128 bits Mandatory 

KSIIM Key set identifier  2 (note 2) Updated when 
AKA protocol is 
executed 

3 bits Mandatory 

THRESHOLDIM Threshold value for 
cipher key 

1  Permanent 24 bits Mandatory 

CKIM Cipher key 2 (note 2) Updated when 
AKA protocol is 
executed 

128 bits Mandatory 

IKIM Integrity key 2 (note 2) Updated when 
AKA protocol is 
executed 

128 bits Mandatory 

AMFIM Authentication 
Management Field 
(indicates the 
algorithm and key 
in use)  

1 Updated when 
AKA protocol is 
executed 

16 bits Mandatory 

NOTE 1: HE policy may dictate more than one, the active key signalled using the AMF function. 
NOTE 2: one for each IMS domain.      

 C W Blanchard 21/01/02 1  1.  How many IMS domains are allowed  

2 Relationship of CKIM to CKIM_in.  etc is unclear  

 
 
The following cryptographic functions need to be implemented on the ISIM: 

- f1: a message authentication function for  IMS authentication; 

- f1*: a message authentication function for support to re-synchronisation; 

- f2:  a message authentication function for user authentication; 

- f3: a key generating function to derive the cipher key; 

- f4: a key generating function to derive the integrity key; 

- f5: a key generating function to derive the anonymity key (AKIM) for normal operation; 

- f5*: a key generating function to derive the anonymity key for re-synchronisation; 
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Table 2 provides a summary of the cryptographic functions implemented on the ISIM to support Authentication Key 
Agreement and Registration 

Table 2: ISIM – Authentication Key Agreement and Registration  – Cryptographic functions 

Symbol Description Multiplicity Lifetime Standardised / 
Proprietary 

Mandatory / Optional 

f1 IMS authentication 
function 

1  Permanent Proprietary Mandatory 

f1* IMS Message 
authentication function 
for synchronisation 

1  Permanent Proprietary Mandatory 

f2 User authentication 
function 

1  Permanent Proprietary Mandatory 

f3 Cipher key generating 
function 

1  Permanent Proprietary Mandatory 

f4 Integrity key generating 
function 

1  Permanent Proprietary Mandatory 

f5 Anonymity key 
generating function (for 
normal operation) 

1  Permanent Proprietary Optional 

f5* Anonymity key 
generating function (for 
re-synchronisation) 

1  Permanent Proprietary Optional 

 

 

G.2 User equipment 

G.2.1 Data confidentiality  

The UE shall support the UMTS mechanism for confidentiality of user and signalling data described in 5.1.3 of 3G TS 
33.203.  

Table 3 provides an overview of the data elements stored on the UE to support the mechanism for data confidentiality: 

Table 3: UE – Data Confidentiality – Data elements 

Symbol Description Multiplicity Lifetime Length Mandatory / 
Optional 

UEAIM Selected ciphering 
capability  

1 per UE Updated at 
connection 
establishment  

4 bits Optional 

CKIM_in. Encryption key for 
the SA inbound 
from the P-CSCF  

1 per user Updated when AKA 
protocol is executed 

128 bits Optional 

CKIM_out Encryption key for 
the SA outbound 
from the P-CSCF   

1 per user Updated when AKA 
protocol is executed 

128 bits Optional 
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Table 4 provides an overview of the cryptographic functions implemented on the UE to support the mechanism for data 
confidentiality. 

Table 4: UE – Data Confidentiality – Cryptographic functions 

Symbol Description Multiplicity Lifetime Standardised / 
Proprietary 

Mandatory / Optional 

f20 IMS signaling 
encryption function 

1-16  Permanent Standardised Optional 

h1  Encryption key 
derivation functions 

1 Permanent Standardised Optional 

h2 Encryption key 
derivation functions 

1 Permanent Standardised Optional 

 

G.2.2 Data integrity  

The UE shall support the UMTS mechanism for integrity of signalling data described in 5.1.4 of 3G TS 33.203.  

Table 5 provides an overview of the data elements stored on the UE to support the mechanism for data confidentiality: 

Table 5: UE – Data Integrity – Data elements 

Symbol Description Multiplicity Lifetime Length Mandatory / 
Optional 

SA1 Security association 
for traffic from UE to 
P-CSCF 

1  According to 
SA_lifetime  

 Mandatory 

SA2 Security association 
for traffic from P-
CSCF to UE 

1  According to 
SA_lifetime  

 Mandatory 

UIAIM Selected ciphering 
capability  

1 per UE Updated at 
connection 
establishment  

4 bits Mandatory 

SA-ID ID used to uniquely 
identify the SA at 
the receiving side. 

1  According to 
SA_lifetime  

 Mandatory 

SA11 Security association 
for traffic from UE to 
P-CSCF during re 
registration 

1  According to 
SA_lifetime  

 Mandatory 

SA12 Security association 
for traffic from P-
CSCF to UE during 
re registration 

1  According to 
SA_lifetime  

 Mandatory 

SA_lifetime Lifetime of the SA 
between the UE 
and the P-CSCF 

1 As IMS Home 
Operator Policy 

 Mandatory 

IKIM_in. integrity key for the 
SA inbound from 
the P-CSCF  

1 per mode Updated by the 
execution of the 
AKA protocol 

128 bits Mandatory 

IKIM_out. The integrity key for 
the SA outbound 
from the P-CSCF  

1 per mode Updated by the 
execution of the 
AKA protocol 

128 bits Mandatory 
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Table 6 provides an overview of the cryptographic functions implemented in the UE: 

Table 6: UE – Data Integrity – Cryptographic functions 

Symbol Description Multiplicity Lifetime Standardised / 
Proprietary 

Mandatory / Optional 

f21 IMS signaling data 
integrity function 

1-16  Permanent Standardised One at least is 
mandatory  

h1 integrity key derivation 
function  

1 Permanent Standardised Mandatory 

h2 integrity key derivation 
functions  

1 Permanent Standardised Mandatory 

 

G.3 Serving Call State Control Function (S-CSCF) 

Table 7 provides an overview of the cryptographic functions implemented in the S-CSCF 

Table 7: S-CSCF – Data Integrity – Cryptographic functions 

Symbol Description Multiplicity Lifetime Standardised / 
Proprietary 

Mandatory / Optional 

      
 

(None identified) 

G.3.1 Authentication Key Agreement and Registration   

The S-CSCF shall support the UMTS mechanism for Authentication Key Agreement and Registration described in 6.1 
of 3G TS 33.203. 

The following data elements need to be stored in the S-CSCF 

a) AV: Authentication vectors; 

Table 8 provides an overview of the composition of an authentication vector 

Table 8: Composition of an authentication vector 

Symbol Description Multiplicity Length 
RANDIM IMS challenge 1 128 
XRESIM Expected response 1 32-128 
CKIM Cipher key 1 128 
IKIM Integrity key 1 128 
AUTN Authentication token 1 that consists of: 128 
SQNIM 

or   
SQNIM ⊕  AKIM 

Sequence number 
or 
Concealed sequence number 

1 per AUTN 48 

AMFIM Authentication Management Field  1 per AUTN 16 
MAC-A Message authentication code for IMS authentication 1 per AUTN 64 
 

b) KSI: Key set identifier;  

c) CK: Cipher key; 

d) IK: Integrity key; 
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Table 9 provides an overview of the data elements stored in the S-CSCF support authentication and key agreement. 

Table 9: S-CSCF – Authentication Key Agreement and Registration  – Data elements 

Symbol Description Multiplicity Lifetime Length Mandatory / 
Optional 

Profile Subscriber profile 1 per user As IMS Home 
Operator Policy 

 Mandatory 

Registration
_flag  

Registration Flag 1 per user Registration Period  1 bit Mandatory 

Registration
_timer 

Registration timer 
value 

1 per user As IMS Home 
Operator Policy 

 Mandatory 

SA_lifetime Lifetime of the SA 
between the UE 
and the P-CSCF 

1 per user As IMS Home 
Operator Policy 

 Mandatory 

UMTS AV UMTS 
Authentication 
vectors 

several per user, 
SN dependent 

Depends on many 
things 

528-640 Mandatory 

KSI Key set identifier  1 per user Updated when AKA 
protocol is executed 

3 bits Mandatory 

CK Cipher key 1 per user Updated when AKA 
protocol is executed 

128 bits Mandatory 

IK Integrity key 1 per user Updated when AKA 
protocol is executed 

128 bits Mandatory 

IMPU Public Identity  n Updated at 
registration  

 Mandatory 

 

G.4 Proxy Call State Control Function in Visited Network (VP-CSCF) 

G.4.1 Data confidentiality  

The VP-CSCF shall store the following data elements: 

Table 10: VP-CSCF – Data Confidentiality – Data elements 

Symbol Description Multiplicity Lifetime Length Mandatory / 
Optional 

CKIM_in. Encryption key for 
the SA inbound 
from the P-CSCF  

1 per user Updated when AKA 
protocol is executed 

128 bits Mandatory 

CKIM_out Encryption key for 
the SA outbound 
from the P-CSCF   

1 per user Updated when AKA 
protocol is executed 

128 bits Mandatory 

 

Table 11 provides an overview of the cryptographic functions implemented in the VP-CSCF to support the mechanism 
for data confidentiality: 

Table11: VP-CSCF – Data confidentiality – Cryptographic functions 

Symbol Description Multiplicity Lifetime Standardised / 
Proprietary 

Mandatory / Optional 

f20 IMS signalling 
encryption function 

1-16  Permanent Standardised One at least is 
mandatory  

h1 Encryption key 
derivation function  

1 Permanent Standardised Mandatory 

h2 Encryption key 
derivation functions  

1 Permanent Standardised Mandatory 
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G.4.2 Data integrity  

The VP-CSCF shall support the UMTS mechanism for data integrity of signalling data described in 5.1.4 of 3G TS 
33.203.  

Table 12 provides an overview of the data elements stored on the VP-CSCF to support the mechanism for data 
confidentiality: 

Table12: VP-CSCF – Data Integrity – Data elements 

Symbol Description Multiplicity Lifetime Length Mandatory / 
Optional 

SA-ID ID used to uniquely 
identify the SA at 
the receiving side. 

1  According to 
SA_lifetime  

 Mandatory 

SA11 Security association 
for traffic from UE to 
P-CSCF during re 
registration 

1  According to 
SA_lifetime  

 Mandatory 

SA12 Security association 
for traffic from P-
CSCF to UE during 
re registration 

1  According to 
SA_lifetime  

 Mandatory 

SA lifetime Lifetime of the SA 
between the UE 
and the P-CSCF 

1 As IMS Home 
Operator Policy 

 Mandatory 

IKIM_in. integrity key for the 
SA inbound from 
the P-CSCF  

1 per mode Updated by the 
execution of the 
AKA protocol 

128 bits Mandatory 

IKIM_out. The integrity key for 
the SA outbound 
from the P-CSCF  

1 per mode Updated by the 
execution of the 
AKA protocol 

128 bits Mandatory 

 

Table 13 provides an overview of the cryptographic functions implemented in the VP-CSCF 

Table 13: VP-CSCF – Data Integrity – Cryptographic functions 

Symbol Description Multiplicity Lifetime Standardised / 
Proprietary 

Mandatory / Optional 

f21 IMS signalling data 
integrity function 

1-16  Permanent Standardised One at least is 
mandatory  

h1 integrity key derivation 
function  

1 Permanent Standardised Mandatory 

h2 integrity key derivation 
functions  

1 Permanent Standardised Mandatory 
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G.5 Proxy Call State Control Function in Home Network (HP-CSCF) 

G.5.1 Data confidentiality  

The HP-CSCF shall store the following data elements: 

Table 14: HP-CSCF – Data Confidentiality – Data elements 

Symbol Description Multiplicity Lifetime Length Mandatory / 
Optional 

CKIM_in. Encryption key for 
the SA inbound 
from the P-CSCF  

1 per user Updated when AKA 
protocol is executed 

128 bits Mandatory 

CKIM_out Encryption key for 
the SA outbound 
from the P-CSCF   

1 per user Updated when AKA 
protocol is executed 

128 bits Mandatory 

 

Table 15 provides an overview of the cryptographic functions implemented in the HP-CSCF to support the mechanism 
for data confidentiality: 

Table15: HP-CSCF – Data confidentiality – Cryptographic functions 

Symbol Description Multiplicity Lifetime Standardised / 
Proprietary 

Mandatory / Optional 

f20 IMS signalling 
encryption function 

1-16  Permanent Standardised One at least is 
mandatory  

h1 Encryption key 
derivation function  

1 Permanent Standardised Mandatory 

h2 Encryption key 
derivation functions  

1 Permanent Standardised Mandatory 
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G.5.2 Data integrity  

The HP-CSCF shall support the UMTS mechanism for data integrity of signalling data described in 5.1.4 of 3G TS 
33.203.  

Table 16 provides an overview of the data elements stored on the HP-CSCF to support the mechanism for data 
confidentiality: 

Table16: HP-CSCF – Data Integrity – Data elements 

Symbol Description Multiplicity Lifetime Length Mandatory / 
Optional 

SA-ID ID used to uniquely 
identify the SA at 
the receiving side. 

1  According to 
SA_lifetime  

 Mandatory 

SA11 Security association 
for traffic from UE to 
P-CSCF during re 
registration 

1  According to 
SA_lifetime  

 Mandatory 

SA12 Security association 
for traffic from P-
CSCF to UE during 
re registration 

1  According to 
SA_lifetime  

 Mandatory 

SA lifetime Lifetime of the SA 
between the UE 
and the P-CSCF 

1 As IMS Home 
Operator Policy 

 Mandatory 

IKIM_in. integrity key for the 
SA inbound from 
the P-CSCF  

1 per mode Updated by the 
execution of the 
AKA protocol 

128 bits Mandatory 

IKIM_out. The integrity key for 
the SA outbound 
from the P-CSCF  

1 per mode Updated by the 
execution of the 
AKA protocol 

128 bits Mandatory 

 

Table 17 provides an overview of the cryptographic functions implemented in the HP-CSCF 

Table 17: HP-CSCF – Data Integrity – Cryptographic functions 

Symbol Description Multiplicity Lifetime Standardised / 
Proprietary 

Mandatory / Optional 

f21 IMS signalling integrity 
function 

1-16  Permanent Standardised One at least is 
mandatory  

h1 integrity key derivation 
function  

1 Permanent Standardised Mandatory 

h2 integrity key derivation 
functions  

1 Permanent Standardised Mandatory 
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G.6 Interrogating Call State Control Function (I-CSCF) 

G.6.1 Data confidentiality  

The I-CSCF shall store the following data elements: 

Table 18: I-CSCF – Data Confidentiality – Data elements 

Symbol Description Multiplicity Lifetime Length Mandatory / 
Optional 

Key_hide Key for hiding 
function 

1 Permanent  Propriet
ary  

Optional 

 

Table 19 provides an overview of the cryptographic functions implemented in the I-CSCF to support the mechanism for 
data confidentiality: 

Table 19: I-CSCF – Data confidentiality – Cryptographic functions 

Symbol Description Multiplicity Lifetime Standardised / 
Proprietary 

Mandatory / Optional 

f22 Hiding function 1 Permanent  Proprietary  Optional 
 

G.7 Home Subscriber Server (HSS)  

G.7.1 Authentication Key Agreement and Registration   

The HSS shall support the UMTS mechanism for Authentication Key Agreement and Registration described in 6.1 of 
3G TS 33.203. 

Table 20 provides an overview of the data elements stored on the HSS support authentication and key agreement. 

Table 20: HSS – Authentication Key Agreement and Registration  – Data elements 

Symbol Description Multiplicity Lifetime Length Mandatory / 
Optional 

IMPI Private Identity 1 Permanent  Mandatory 
profile Subscriber profile 1 per user As IMS Home 

Operator Policy 
 Mandatory 

Registration
_flag  

Registration Flag 1 per user Registration Period  1 bit Mandatory 

S-CSCF_ID S-CSCF name 1 As IMS Home 
Operator Policy 

  

KIM Permanent secret 
key 

1  Permanent 128 bits Mandatory 

SQNHSS Sequence number 
counter 

1  Updated when AVs 
are generated 

48 bits  Mandatory 

IM AV UMTS 
Authentication 
vectors 

HS option Updated when AVs 
are generated 

544-640 bits Optional 

IMPU Implicitly 
Registered IMPU,s  

n Updated during 
registration 

 Mandatory 
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Table 21 shows how the construction of authentication token for synchronisation failure messages used to support 
authentication and key agreement. 

Table 21: Composition of an authentication token for synchronisation failure messages 

Symbol Description Multiplicity Length 
AUTS Synchronisation Failure authentication token that consists of: 112 
SQN 
 

Sequence number 
 

1 per AUTS 48 

MAC-S Message authentication code  for Synchronisation  
Failure messages 

1 per AUTS 64 

 

The following cryptographic functions need to be implemented in the HSS 

- f1: a message authentication function for  IMS authentication; 

- f1*: a message authentication function for support to re-synchronisation; 

- f2:  a message authentication function for user authentication; 

- f3: a key generating function to derive the cipher key; 

- f4: a key generating function to derive the integrity key; 

- f5: a key generating function to derive the anonymity key for normal operation; 

- f5*: a key generating function to derive the anonymity key for re-synchronisation; 

 

Table 22 provides a summary of the cryptographic functions implemented on the HSS support authentication and key 
agreement. 

Table 22: HSS  – Authentication Key Agreement and Registration  – Cryptographic functions 

Symbol Description Multiplicity Lifetime Standardised / 
Proprietary 

Mandatory / Optional 

f1 IMS authentication 
function 

1  Permanent Proprietary Mandatory 

f1* Message authentication 
function for 
synchronisation 

1  Permanent Proprietary Mandatory 

f2 User authentication 
function 

1  Permanent Proprietary Mandatory 

f3 Cipher key generating 
function 

1  Permanent Proprietary Optional 

f4 Integrity key generating 
function 

1  Permanent Proprietary Mandatory 

f5 Anonymity key 
generating function (for 
normal operation) 

1  Permanent Proprietary Optional 

f5* Anonymity key 
generating function (for 
re-synchronisation) 

1  Permanent Proprietary Optional 
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