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1. Abstract

In the dobal Mbile System (GSM and Uni ver sal Mobi | e
Tel econmruni cation System (UMIS) networks, the MAP protoco
plays a central role in the signaling comunications between
the Network Elements (NEs). The Internet Security Association and
Key Management Protocol (1SAKMP) defines a framework for security
associ ati on nanagenent and cryptographic key establishnent for the
Internet. This framework consists of defined exchanges, payl oads,
and processing guidelines that occur within a given Domain of
Interpretation (DA). This document defines the MAP Security DO
(MAPSEC DO ), which instantiates | SAKMP for use with MAP when MAP
uses | SAKMP to negotiate security associations.

2. Terns and Definitions

The keywords MJUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOVMENDED, MAY, and OPTI ONAL, when they appear in this
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docunent, are to be interpreted as described in [RFC 2119].
3. Introduction
3.1. MAP

In the dd obal Mobi | e System (GSM) and Universal Mbbile
Tel econmruni cati on System (UMIS) networks, the MAP protoco
plays a central role in the signaling conmunications between
the Network Elenments (NEs). User profil es exchange, authentication
and nobility managenent are performed using MAP. MAP is an SS7
protocol and runs over the TCAP, SCCP, and MIP protocol |ayers,
typically using dedicated PCM I|inks

The nmobile networks are noving towards |P-based sol utions, and
conpletely I P based networks and new protocols such as SIPwill in
few years tine replace MAP. However, MAP and SS7 signaling networks
have to be supported during the transition tinme, and beyond, due to
the need to retain | egacy equi prment in networKks.

3.2. Requirenents for a DA

Wthin | SAKMP, a Donain of Interpretation is used to group related
protocol s using | SAKMP to negotiate security associations. Security
protocol s sharing a DO choose security protocol and cryptographic
transforns froma common nanespace and share key exchange protoco
identifiers. They also share a conmon interpretation of DO -specific
payl oad data content, including the Security Association and

I dentification payl oads.

Overall, |ISAKMP places the follow ng requirenments on a DO
definition:

define the naning schene for DO -specific protocol identifiers
define the interpretation for the Situation field

define the set of applicable security policies

define the syntax for DO -specific SA Attributes (Phase I1I)
define the syntax for DO -specific payl oad contents

define additional Key Exchange types, if needed

define additional Notification Message types, if needed

OO0OO0OO0OO0OO0Oo

For instance, the IP Security DO [IPDO] describes the use of

| SAKMP in the context of IP Security AH and ESP and the IP
Conpression protocols. The IP Security DO also includes the
details for how phase 1 authentication and protection of | SAKMP
itself is perfornmed between two | P nodes.

Thi s docunent defines the MAPSEC Donain of Interpretation. Thi s
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DA is only relevant for Phase 2 of | SAKWP/ I KE Therefore, this
docunents | eaves the specification of the Phase 1 details for the
IP Security DO [IPDO]. For the sake of conpleteness, this docunent
explains all issues related to the Phase 2, though in many cases it
just refers to e.g. parts of the IKE RFC or the |IP Security DO .

It is envisioned that future devel opnent in algorithns, security
protocols, and policy representation will be fast. Therefore, this
specification defines only the framework for the MAPSEC Phase 2,
and | eaves the authentication algorithm MAPSEC transform and

the definition of a policy elenent called the protection profile
to the 3GPP Technical Specifications that are applicable at any
current time. This ensures that this docunment does not have to
nmodi fi ed upon the devel opnent of a new authentication al gorithm
for instance.

3.3. MAP Security

Due to the role of MAP in the authentication process of GSM phones,
operators are concerned about its lack of cryptographic security
support. For this reason a new protocol header has been devel oped

to protect MAP nessages, nuch in the sane way as | Psec ESP protects
I P packets. Also sinilarly, a key managenent mnmechanismis needed for
MAP. The intention of the standardization entities working on MAP is
to reuse an existing key managenent nechani sm nanely | SAKMP, and
parts of IKE and the IPsec DO . The reasons for w shing to reuse

| SAKMP i nclude the follow ng:

o Avoiding the security and conplexity pitfalls involved
in new protocol design

0 Benefits of using the sanme protocol that |P-based
(especially I Pv6) nodes already use for other purposes.

The remai nder of this docunent details the instantiation of these
requi renents for using the GSM MAP protocol and its security to
provi de protection for MAP nessages sent between cooperating Network
El enents (NEs).
For a description of the MAP protocol, see [ MAP].

3.4. Network Architecture
The MAP Security protocol and its key management part provides
aut hentication, confidentiality, integrity, and replay protection
services to the MAP nessages it transports.

The purpose of the MAP Security header in the protocol is to
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provi de enough information to determ ne the MAP SA and Protection
Modes used in securing the MAP operation that follows the
header .

MAPSEC DO and I KE are used to set up Security Associations for
nodes inpl enenti ng MAPSEC. Wile the MAP protocol usually runs

over SS7, the MAPSEC DA and | KE are always run over |IP. It is

therefore assuned that nodes or networks inplenenting MAPSEC

al ways have I P connectivity in addition to the SS7 connectivity.

The network architectures where the MAPSEC DO can be run
include but are not limted to the one defined by 3GPP [ NDSEC] .
In the 3GPP architecture the MAPSEC is typically run between two
different network operators, and the sane SAs are shared by

a nunber NEs.

It is possible that the nodes using MAPSEC DO and | KE al so
have sone other, IP traffic to protect. The MAPSEC DO all ows

a single Phase 1 IKE to be used for the negotiation of both MAP
and IP traffic protection using different Phase 2 exchanges and
DA identifiers.

As in IKE, the MAPSEC DO allows only symretric Security
Associations to be set up. That is, a pair of SAs is always
created for the inconming and outgoing directions. These SAs
differ only with respect to the keys, SPIs, and peer identities
but all other paraneters including the algorithns will have the
same val ues.

3.5. Reuse of |IPSEC DA and | KE

For Phase 1, all IPSEC DO definitions [IPSDO] and | KE procedures
[ SAKMP, | KE] MUST be used unchanged in the MAPSEC DO, including
the way that peers are authenticated. However, the MAP Security
DO relaxes the full inplementation requirenents. The follow ng
exceptions to the full requirenents are used:

0 Perfect Forward Secrecy (PFS) MAY be
i mpl emented for Phase 2, but does need
to be supported by all inplenentations.
An inplementation that receives a Phase 2
negoti ati on request with PFS on shoul d
decline the negotiation.
0 Only one identity type, |ID FQDN, MJST be
i npl enented for phase 1. Other identity types
specified in [IPSDO] SHOULD be inpl emrent ed.
0 Only the AES encryption and AES CBC MAC al gorithns
MJST be inpl enented as | SAKMP encryption and hash
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operations. [??? - the availability of AES CBC MAC

for use with KE Phase 1 is currently being studied.]
o0 Only IPv6 is mandatory. [??? - this is currently

bei ng di scussed by the SA2 and SA3.]

I nplementor’s note: IKE [IKE] specifies that all inplenentations
MUST support authentication through pre-shared secrets and
SHOULD  support public key based aut henti cati on. All

i npl enentations also MJST support Miin Mode. Note also
IKE allows the deletion of an existing SA, which all

i npl enentations of this DO MJST be able to handl e.

Furt hernmore, the | KE procedures regardi ng phase 2 are used
unchanged, with the foll owi ng exceptions:

o0 ldentity types used in phase 2 are different.
0 SA payloads are different.
0 There are no MAPSEC-specific phase 2 notifications.

0 The procedure for creating keys for MAP Security
is different than that for | Psec.

4. Definition
4.1 Nani ng Schene

Wthin | SAKMP, all DO’s MJST be registered with the 1ANA in the
"Assi gned Nunbers"” RFC [STD-2]. The I ANA Assigned Nunber for the
MAP Security DO (MAPSEC DO) is TBD (N). Wthin the MAP Security
DA, all well-known identifiers MJST be registered with the | ANA
under the MAPSEC DA . Unless otherw se noted, all tables within this
docunent refer to | ANA Assigned Nunmbers for the MAPSEC DO . See
Section 6 for further information relating to the 1 ANA registry for
the MAPSEC DO . The MAPSEC DO al so nekes a use of several nunbers
defined by the 3GPP Technical Specification [ NDSEC].

Al nulti-octet binary values are stored in network byte order.

4.2 MAPSEC Situation Definition
Wthin | SAKMP, the Situation field provides information that can be
used by the responder to nmake a policy determ nati on about how to
process the inconming Security Association request. For the MAPSEC

DO, the Situation field is a four (4) octet bitmask with the
fol |l owi ng val ue.

Arkko & Bl om I nf or mat i onal [ Page 6]

| NTERNET- DRAFT MAPSEC DA 21 May 2001



Si tuation Val ue

SI T_| DENTI TY_ONLY 0x01

4.2.1 SIT_I DENTI TY_ONLY

The SIT_IDENTITY_ONLY type specifies that the security association
will be identified by source identity information present in an
associ ated ldentification Payload. See Section 4.6.2 for a conplete
description of the various ldentification types. Al MAPSEC DO

i npl enentations MJST support SIT_IDENTITY_ONLY by including an
Identification Payload in at | east one of the Phase | Qakl ey
exchanges ([IKE], Section 5) and MJUST abort any association setup
that does not include an Identification Payl oad.

4.3 MAPSEC Policy Requirenents

The policy requirenments for nodes inplenmenting the MAPSEC DO are
beyond the scope of this docunent. However, it is required that
systens be able to specify their policies with respect to the MAP
traffic in terms of so called Protection Profiles as defined in

[ NDSEC]. These Protection Profiles indicate the need for a particular
kind of protection based on the type of the MAP nessage. For the
pur poses of this docunment a Protection Profile is a 16 bit nunber
that is agreed upon during the SA negotiation

4.4 MAPSEC Assi gned Numbers

The followi ng sections |ist the Assigned Nunmbers for the MAPSEC DO :
Protocol Identifiers, MAPSEC Transform Identifiers, Security
Association Attribute Type Values, |ID Payload Type Values, and
Notify Message Type Val ues.

4. 4.1 MAPSEC DO Nunber
Thi s nunber is TBD.

4.4.1 MAPSEC Security Protocol ldentifier

The | SAKMP proposal syntax was specifically designed to allow for the
sinul taneous negotiation of nultiple Phase Il security protoco
suites within a single negotiation. As a result, the protocol suites
listed below formthe set of protocols that can be negotiated at the

same tinme. It is a host policy decision as to what protocol suites
m ght be negoti ated together.

The following table lists the values for the Security Protoco
Identifiers referenced in an | SAKMP Proposal Payl oad for the MAPSEC

Arkko & Bl om I nf or mat i onal [ Page 7]

| NTERNET- DRAFT MAPSEC DA 21 May 2001



Protocol ID Val ue
RESERVED 0-1
PROTO_MAPSEC TBD

4.4.1. 2 PROTO_MAPSEC

The PROTO MAPSEC type specifies the use of the MAP Security to
protect MAP nessages.

4.4.2 MAPSEC Transformldentifiers

The following table lists the reserved MAPSEC Transform
I dentifiers.

Transform I D Val ue

RESERVED 0-1

Actual MAP Transformldentifiers are defined in the 3GPP
Techni cal Specification [ NDSEC], which currently specifies
only one, the MAPSEC AES transform Al inplementations
within the MAPSEC DO MJUST support that transform

4.5 MAPSEC Security Association Attributes

The following SA attribute definitions are used in Phase Il of an IKE
negotiation. Attribute types can be either Basic (B) or Variabl e-
Length (V). Encoding of these attributes is defined in the base

| SAKMP speci fication.

Attributes described as basic MJUST NOT be encoded as vari abl e.
Variable length attri butes MAY be encoded as basic attributes if
their value can fit into two octets. See [IKE] for further
information on attribute encoding in t he MAPSEC DA. Al
restrictions listed in [IKE] also apply to the MAPSEC DO .

I npl ementor’s note: The attributes describe here behave exactly as
the corresponding ones in the I PSEC DO, unless specified explicitly
ot herwi se. For the purposes of reusing |Psec DO code, paraneters
not used by MAPSEC DO have the type reserved (values 4, 8, and 9).

Attribute Types

Arkko & Bl om I nf or mat i onal [ Page 8]

| NTERNET- DRAFT MAPSEC DA 21 May 2001



SA Life Type

SA Life Duration

G oup Description
RESERVED

Aut henti cation Al gorithm
Key Length

Key Rounds

RESERVED

RESERVED

MAP Protection Profile

'DOW ' I<wWm

P OO~NOOTAWNPE

o
(o9)

Cl ass Val ues

SA Life Type
SA Duration

Specifies the tine-to-live for the overall security
associ ation. \Wen the SA expires, the SA MIST be
renegoti ated. MAPSEC nessages using the expired SA
MUST no | onger be either sent or accepted as input.
The life type val ues are:

RESERVED

0
seconds 1
RESERVED 2

For a given Life Type, the value of the Life Duration
attribute defines the actual Ilength of the conponent
lifetime -- in nunber of seconds. |If unspecified, the
default value shall be assunmed to be 28800 seconds (8 hours).

An SA Life Duration attribute MJST al ways foll ow an SA
Life Type which describes the units of duration

I mpl enentor’s note: The semantics and values for these
attributes are exactly as they are in the I PSEC DO, except
that kilobyte lifetinmes are not supported.

Group Description
Specifies the GCakley Goup to be wused in a PFS M
negotiation. For a list of supported val ues, see Appendix A
of [IKE].

| mpl enentor’s note: The semantics and val ues for these
attributes are exactly as they are in the | PSEC DA .

Aut henti cation Al gorithm
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RESERVED 0-4



This specification only lists the reserved val ues. Actua

Aut hentication Al gorithmvalues are defined in the 3GPP
Techni cal Specification [ NDSEC|, which currently defines

only one, the AES-CBC- MAC. That Authentication Al gorithm MJST
be supported by all MAPSEC and MAPSEC DA i npl enent ati ons

There is no default value for Authentication Algorithm as it
must be specified to correctly identify the applicable
t ransf orm

Inplementor’s note: The first five values are reserved by
the | PSEC DO .

Key Length
RESERVED 0
There is no default value for Key Length, as it nust be
specified for transforns wusing ciphers wth variable key
Il engths. For fixed length ciphers, the Key Length attribute
MUST NOT be sent. The definition of MAPSEC transforns in the
3GPP Technical Specifications such as [ NDSEC] MJST specify
if the use of Key Length is necessary and what the | ega
val ues are.

I nplementor’s note: The semantics and values for this
attributes is exactly as it is in the | PSEC DO .

Key Rounds
RESERVED 0
There is no default value for Key Rounds, as it nust be
specified for transforns using ciphers with varying nunbers

of rounds.

I nplementor’s note: The semantics and values for this
attributes is exactly as it is in the |IPSEC DO .

MAP Protection Profile

The value of this attribute is a 16-bit entity as defined in
[ NDSEC] .

4.5.1 Required Attribute Support
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prepared to negotiate all of the following attributes.



SA Life Type

SA Duration

Aut hentication Al gorithm
Key Length

MAP Protection Profile

4.5.2 Attribute Negotiation

If an inplenentation receives a defined MAPSEC DO attribute (or
attribute value) which it does not support, an ATTRI BUTES-NOT-
SUPPORTED SHOULD be sent and the security association setup MJUST be
aborted, unless the attribute value is in the reserved range.

If an inplenentation receives an attribute value in the reserved
range, an inplenentati on MAY chose to continue based on | ocal policy.

I npl ementor’s note: This is exactly as it is in the IPSEC DO .
However, there are no special lifetine attribute parsing requirenents
as only tine-based lifetimes are supported.

4.5.3 Lifetine Mtching

O fered and locally acceptable SA lifetinmes must match exactly under
MAPSEC in order for the responder to select an SA

I nplementor’s note: This is sinplified fromthe IPSEC DO which
required notifications. In the MAPSEC DO Ilifetinme notifications
are not all owed.

4.6 MAP Security Payl oad Content

The SA Payloads that the Initiator and the Responder exchange contro
the Security Associations that actually get installed. The attributes
di scussed above are a part of the SA Payloads. For a definition of an
MAPSEC SA, see [ NDSEC] .

The follow ng sections describe those | SAKMP payl oads whose data
representations are dependent on the applicable DO .

4.6.1 Identification Payl oad Content
The Identification Payload is used to identify the initiator of the
Security Association. The identity of the initiator SHOULD be used

by the responder to determine the correct host system security policy
requi renent for the association
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During Phase | negotiations, the ID port and protocol fields MJST be
set to zero or to UDP port 500. If an inplenentation receives any
other values, this MJST be treated as an error and the security



associ ation setup MJST be aborted. This event SHOULD be auditabl e.

The following diagramillustrates the content of the ldentification
Payl oad.

01234567890123456789012345678901
B S S T S S S S S s st St St S S S S S S S S i

I Next Payl oad ! RESERVED ! Payl oad Length !
B e S S T e S s S S s e S S R
! I D Type ! Protocol ID ! Por t !

B e e i o e S e e S et e T i e e S e et s TRIE I e S
~ Identification Data ~
B o i s i i e e S e  al st st SN S I S e S S

Figure 2: ldentification Payl oad Fornat
The Identification Payload fields are defined as foll ows:

0 Next Payload (1 octet) - ldentifier for the payload type of the
next payload in the nessage. |f the current payload is the |ast
in the nessage, this field will be zero (0).

0 RESERVED (1 octet) - Unused, nmust be zero (0).

o Payload Length (2 octets) - Length, in octets, of the
identification data, including the generic header

0 ldentification Type (1 octet) - Value describing the identity
information found in the Identification Data field.

0 Protocol ID (1 octet) - Value specifying an associated IP
protocol ID (e.g. UDP/TCP). A value of zero neans that the
Protocol ID field should be ignored. In the MAPSEC DA ,
val ue of zero MJST al ways be used in Phase 2.

0o Port (2 octets) - Value specifying an associated port. A val ue
of zero neans that the Port field should be ignored. In the
MAPSEC DO, value of zero MJUST al ways be used in Phase 2

o ldentification Data (variable Iength) - Value, as indicated by
the Identification Type.

The legal Ildentification Type field values in Phase 1 are as
defined in the IPSEC DO . However, Phase 2 identities should MJST
conform to the following. The table lists the assigned values
Arkko & Bl om I nf or mat i onal [ Page 12]
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for the Identification Type field found in the Identification
Payl oad. (Values fromO to 11 are reserved by the IPsec DA for
t he purposes of code reuse.)



RESERVED 0-11
| D_PLMN_ | D 12

In MAPSEC DO, the ID PLMN_ID type specifies PLMN ID of the Initiator
or the Responder. The PLMN ID MJST be represented as defined in
section 17.7.8 of [MAP], i.e. be a three octet data itemw th the
Mobil e Country Code (MCC) followed by the Mobile Network Code (MNC).
The size of the PLMN I D MUST correspond to the size in the | D payl oad
header .

4.6.2 Notify Message Types

There are no DO -specific Notify Message types for the MAPSEC DO
(Phase 2).

(Not e however, Phase 1 uses of course standard | SAKMP and | PSEC DO
notifications, and even Phase 2 uses standard | SAKMP notifications.
The reason why MAPSEC DO doesn’t need the sane Phase 2 DO -specific
notifications is the foll owi ng. MAPSEC does not allow turning replay
protection on or off which make the use of REPLAY- STATUS unnecessary.
Responder lifetines are required to be exactly the sane as the
initiator lifetines, which nakes the use of RESPONDER-LIFETI ME
unnecessary.)

4.7 MAPSEC Key Exchange Requirenents
The MAPSEC DO introduces no additional Key Exchange types
5. Security Considerations

This entire nenp pertains to the Internet Key Exchange protoco
([IKE]), which conbines | SAKMP ([I SAKMP]) and Cakl ey ([ OAKLEY]) to
provide for the derivation of cryptographic keying material in a
secure and aut henticated manner. Specific discussion of the various
security protocols and transforns identified in this docunent can be
found in the associated base docunents and in the ci pher references.

6. | ANA Consi derati ons
Thi s docunent contains many "nagi c" nunbers to be naintained by the

t he standardi zation bodies. In the case of the MAPSEC DA, the
3GPP handles the assignnent of nunbers instead of |ANA. This

Arkko & Bl om I nf or mat i onal [ Page 13]

| NTERNET- DRAFT MAPSEC DA 21 May 2001

section explains the criteria to be used by the 3GPP to assign
addi tional numbers in each of these lists. Al values not explicitly
defined in previous sections are reserved to 3GPP. (IANA will still
define the DO nunbers, including the DO nunber for this DJ.)



6.1 MAPSEC Situation Definition

The Situation Definition is a 32-bit bitmask which represents the
envi ronnment under which the MAPSEC SA proposal and negotiation is
carried out. Requests for assignments of new situations nust be
acconpani ed by a 3GPP Techni cal Specification which describes the
interpretation for the associated bit.

The upper two bits are reserved for private use anpngst cooperating
syst emns.

6.2 MAPSEC Security Protocol ldentifiers

The Security Protocol ldentifier is an 8-bit value which identifies a
security protocol suite being negotiated. Requests for assignnents of
new security protocol identifiers nmust be acconpanied by a 3GPP
Techni cal Specification which describes the requested security

pr ot ocol

The val ues 249-255 are reserved for private use anpbngst cooperating
syst ens.

6.3 MAPSEC MAP Security Transform ldentifiers

The MAP Security Transformldentifier is an 8-bit val ue which
identifies a particular algorithmto be used to provide security
protection for MAP nmessages. Requests for assignnents of new
transformidentifiers nmust be acconpani ed by a 3GPP Techni ca
Speci fication which describes how to use the algorithmw thin the
f ramewor k.

The val ues 249-255 are reserved for private use anpbngst cooperating
syst ens.

6.4 MAPSEC Security Association Attributes

The MAPSEC Security Association Attribute consists of a 16-bit type
and its associated value. MAPSEC SA attributes are used to pass

m scel | aneous val ues between | SAKMP peers. Requests for assignnments
of new MAPSEC SA attributes nmust be acconpani ed by a 3GPP Techni ca
Speci fication which describes the attribute encodi ng (Basic/ Vari abl e-
Length) and its legal values. Section 4.5 of this docunent provides
an exanpl e of such a description
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The val ues 32001- 32767 are reserved for private use anongst
cooperating systens.

Requests for new values for existing attributes nmust be acconpani ed
al so by a 3GPP Techni cal Specification. Such specifications describe
the semantics of the new val ues.



6.5 MAPSEC I dentification Type

The MAPSEC ldentification Type is an 8-bit value which is used as a
discrimnant for interpretation of the variable-length Identification
Payl oad. Requests for assignnents of new Identification Types nust
be acconpani ed by a 3GPP Techni cal Specification which describes how
ato use the identification type.

The val ues 249-255 are reserved for private use anbngst cooperating
syst ens.

7. Key Derivation for MAP Security

MAP Security requires two sets of keys, one for each direction
just as in the case of |IPSEC SAs. Both need authentication and
encryption keys. For one direction of an SA these two keys are
taken fromthe key material as follows: The authentication key
is taken first and then the encryption key.

The keys are derived using exactly the same procedure as in
section 5.5 of RFC 2409 [IKE].

8. Modification History

The foll owi ng nodifications have been nmade to the -01 and -02
versions of this draft:

0 Section 3.5 now specify a profile for the use of |KE
Since the -02 version, Miin Mde has been nmandat ed,
and SA del etion has becone mandatory.
o Al MAPSEC-specific phase 2 notifications have been renoved
for sinplicity.
0 AES-MAC has been specified instead of HVAC _SHALl. Note that
Phase 1 has been specified to use AES and SHAl since
no RFC exists yet to define the use of AES-MAC for
| KE Phase 1.
o Sone formatting nodifications have been nade.
0o Attribute parsing requirenents were sinplified since
only a single kind of lifetimes are supported.
0o MAP_BLOWFI SH has been renpoved since 3GPP hasn't defined it.
0 MAP_NULL has been renoved and protection profiles are
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expected to be used instead to signify that no security
i S needed.

0 Rules for assigning new nunbers within this DO have
been clarified. Since -02, it has al so been nade cl ear
whi ch nunbers are defined in this docunent (such as the
attribute nunbers) and which ones are defined in the
3GPP Techni cal Specifications (such as the protection



profile nunmbers).

0 Kerberized Internet Negotiation of Keys (KINK) is no
| onger referenced in this docunent.

0 Since version -02, | SAKMP protocol and transformidentifiers
have been renoved fromthis docunent, and the introduction
clarified to state that this document involves only the
definition of Phase 2 el enents.

0o Since version -02, the MAPSEC transform Authentication
Al gorithm and Protection Profile values have been |eft
to be defined by 3GPP Techni cal Specifications.

0 References have been conpleted in version -02.

0o The format of the PLMN Id has been specified in -02.

0 In version -02, there are no | onger private use val ue
space for attribute val ues.

o In version -02, the size of the protection profile
entity has been specified to be 16 bit.

o Version -02 no |onger copies the key derivation text
fromIKE, but references it.

o Version -02 no |onger describes the network architectures
other than pointing to the 3GPP specifications and noting
that other archictures are also possible.

0o In version -02 the nandated notification nessage types
have been clarified.

o Port and protocol fields in the Identity payl oad have
been nandated to be al ways zero for MAPSEC since version -02.

0 The use of several key lengths in the context of e.g. AES has
been clarified in -02.

0 Section 4.3 has been replaced by a brief policy conment
since version -02. Possible future requirenent to al ways
i mpl enent certificate handling nay have to be acconpani ed
by clear specifications on how certificate managenent has
to be perforned by MAPSEC DO nodes

0 References to the IPSEC DO, |SAKMP, and | KE requirenents
have been clarified to be relevant for Phase 1 only in
section 3.5 and 4. 6. 2.

9. Intellectual property rights
Ericsson has patent applications which may cover parts of this
technol ogy. Should such applications becone actual patents and
be determined to cover parts of this specification, Ericsson

Arkko & Bl om I nf or mat i onal [ Page 16]

| NTERNET- DRAFT MAPSEC DO 21 May 2001
intends to provide licensing when inplenenting, using or distributing
the technol ogy under openly specified, reasonabl e, non-discrimnatory
terns.
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Ful | Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

This docunent and translations of it may be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renpving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited pernissions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the infornmation contained herein is provided on an
"AS I'S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPOSE.
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