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1 Scope and objectives

The scope for this document isto provide a concrete proposal on how the either the generic Extensible
Authentication Protocol (EAP) framework or the Simple Authentication and Security Layer (SASL) can be used
for SIP authentication.

We will cover protocol details for the use of both mechanisms, and then compare them to each other and to the
current working assumption which is the direct use of AKA in SIP. We conclude that the use of a generic
framework will make the | P multimedia system more access-independent without additional overhead. Both
EAP and SASL appear to be good candidates for the generic framework, though in terms of standardization EAP
isdightly further along and has better support of AKA and DIAMETER.

In this document the following is proposed

1 The use of EAP AKA in SIP

2 The use of Diameter EAP extensions to handle EAP authentication in an access-independent way in
proxies

2 Background

The Home Network performs the authentication of the IM Subscriber. The signalling protection i.e. integrity
should be provided in a hop-by-hop fashion and there should be security association between the UE and the P-
CSCF.
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The protocol used between the UE and the P-CSCF is SIP, Session Initiation Protocol. A working assumption in
SA3 has been that AKA defined in R'99 shall be reused. However, currently within IETF SIP AKA has not been
defined. In SA3 #14 Nokia presented a proposal [ S3-000456] on how AKA could fit into the SIP protocol by
extending the protocol. That is also the current working assumption.

In order to standardize the current working assumption, it will be necessary to specify in both in IETF and 3GPP
the following issues:

- Required headersfor carrying AKA.
- Additional headers for carrying the keys between the home and the visited networks.

- Mechanismsto retrieve the authentication parameters to the proxy from the S-CSCF e.g. through
DIAMETER.

Thiswork hasto be repeated every time modifications are made to the authentication scheme or new schemes
are taken into use.

An Ericsson contribution to the Madrid stated that it would be beneficia to use a more generic authentication
framework for the following reasons:

- Theused protocols and protocol extensions (e.g. to SIP) could be used unchanged on other access types,
promoting access independence.

- All proxy eguipment can be implemented without knowledge of the details of the authentication schemes.

- Existing AAA transport attributes can be reused directly, without having to standardize special ones for
UMTS.

- More general purpose extensions can be proposed to the IETF

There are several existing general authentication frameworks, the most well known being GSS_API, SASL, and
EAP. An obvious question is which framework should be selected. In this contribution we have chosen to study
only the EAP and SASL alternatives since GSS_API is currently not compatible with the SIP proxy or the AAA
model, and its complexity exceeds that of SASL and EAP.

3 EAP SIP Extension

3.1 Introduction

EAP consists of binary request and response packets sent between the user and the home environment. Nodes
passing these packets need not understand the format of the packets. The main ideain the proposed use of EAP
within the IP multimedia system invol ves the definition of a new method for the WWW-Authenticate and
Authorization fieldsin SIP, to provide an “eap” type in addition to the standard “pgp” type. The 3G SIP proxies
and servers can then send the authentication protocol piggybacked in SIP, and can also use backend AAA
protocols such as DIAMETER for fetching information from the HSS or making the authentication in the HSS.

Compared to SASL, EAP isin wider use and does not require the use of SSL/TSL in conjunction with it. There
are no existing AAA extensions for SASL. Thereis existing work that provides both GSM and UMTS
authentication within it [EAPGSM. EAPAKA]. We also note that EAP is being adopted as the basisin WLAN
authentication through 802.1X, which may make it easier later to provide WLAN-UMTS interworking. One
thing that is missing from EAP is the ability to negotiate the authentication mechanism. However, in the area of
IM domain applications, we see it as natural that the server demands a particular authentication mechanism from
aparticular client. Therefore the negotiation mechanism isn’t needed. At the same time, the lack of a negotiation
mechanism in EAP makes its use secure against ‘bidding-down’ attacks.



3.2 How to use EAP within SIP

We will propose an optimized registration procedure that minimizes the number of necessary roundtrips. Firgt,
the user will send a SIP Register request to the P-CSCF and includes its identity.

REGISTER sip:... SIP/2.0
Authorization: eap base64 eap identity_response

(Itisfor further study whether the EAP-Identity response is necessary here, or if the proxy could simply create
one from the SIP identities.) Next, the network will determine the right home server, and ask it to provide a set
of authentication vectors. The network will send the response to the user with the first EAP AKA challenge
packet in the form of the SIP “407 Proxy Authentication Required” response. In the example below, we have
used the AKA version of EAP, but it would be possible for the home to require also other types of
authentication.

SIP/2.0 407 Proxy Authentication Required
WWW-Authenticate: eap base64 eap aka challenge request

Asapart of the EAP AKA challenge request, the user will receive AUTN and RAND, the parameters it needsto
run AKA. USIM isnow able to check AUTN for validity, and produce RES to authenticate itself. User will send
anew register message to send the RES and compl ete authentication:

REGISTER sip:... SIP/2.0
Authorization: eap base64_eap aka challenge response

This compl etes the authentication from the user’ s perspective; he also now has the derived integrity key. The
network still hasto respond and indicate that it liked the user’s result:

SIP/2.0 200 OK
WWW-Authenticate: eap base64 eap aka success

usim | [ uA | [_Proxy |

REGISTER (id) )
401 Unauthorized, RAND || AUTN
(RAND,AUTN i«
RES, IK q
REGISTER, RES q
200 OK
<

3.3 DIAMETER Extensions

The 3G SIP proxies or servers can use existing backend AAA protocols and servers for communicating
authentication-related information with the HSS (see [RADIUS] and [DIAMACC]. Presently, the 3GPP is
designing 3GPP-specific extension to the DIAMETER protocol to carry authentication information from home
proxies to the HSS and back. These involve both new messages and new data attributes, to carry the AKA
parameters. However, if existing general-purpose authentication frameworks such as EAP are used, it becomes
possible to reuse existing AAA protocolsin agreater extent. For instance, [DIAMACC] defines messages and



data attributes necessary to carry EAP. These can be directly reused, or if 3GPP extensions are required for other
purposes, then at least the data attributes can be reused.

For DIAMETER, the following existing data attributes can be used:

- The EAP-Payload AVP can be used to carry all EAP requests between a SIP proxy and an authentication
center. Typicaly, the first EAP message from the client contains an unsolicited EAP-Identity-Response. The
second message typically contains the EAP/USIM-Challenge-Request, and the third the response to that.
The final message in the SIP OK message contains the EAP-Success message.

- TheNAS-Session-Key AVP (currently being discussed by the IETF AAA WG for addition to the
DIAMETER protocol) can be used to carry the IK to the proxy.

The data attributes must be carried in some DIAMETER message, which could be either 3GPP specific, or one
of the existing messages specifically designed for use with EAP:

- The DIAMETER message DIAMETER-EAP-REQUEST (DER) may be used to send the EAP-Payload that
has been sent from the user’ s direction.

- The DIAMETER message DIAMETER-EAP-INDICIATION (DEI) may be used to send the normal EAP-
Payload that has been sent to the user’ s direction.

- The DIAMETER message DIAMETER-EAP-ANSWER (DEA) may be used to send the EAP-Success or
EAP-Failure payloads to the user’s direction.

Of course, it isn’t required to use these existing mechanisms, but the possibility at least exists. Further
specification of the exact DIAMETER flows awaits the decisions regarding the placement of the authentication
either to HSS or S-CSCF. Also, as of now we do not have knowledge of the kinds of inter-working scenarios
UMT S-based and other types (WLAN, general Internet, ...) networks will have and therefore it is hard to show
exactly how the use of IETF-based standard schemes will help in them. But it seems likely though that a network
design based on those schemes will be easier to evolve in these scenarios.

3.4 Effects to UMTS and IETF Standardization

In order to make this possible, the following standardization has to take place:

- SA3hasto decide to adopt this, and place the message flows to its technical specifications (but not the
protocol details).

- A new value under WWW-Authentication and Authorization fields must be registered to IANA/IETF. The
exact requirements on what is needed to do this are ffs, but probably include the publication of an
Informational RFC.

- EAP AKA must proceed to an (Informational) RFC. (Thisis work in progress already, does not have to be
initiated by SA3.)

Note that the second step needs to be performed regardless of what approach is chosen. There are also some
additional things that need to be taken care of in any case. These include adding a mechanism to SIP to pass the
IK and other data between proxies.

4  SASL SIP Extension

4.1 Introduction

The Simple Authentication and Security Layer Protocol (SASL [RFC2222]) defines a mechanism for using a
variety of authentication mechanismsin any protocol supporting SASL. The main ideain the proposed use of
SASL within the IP multimedia system involves the definition of a new method for the WWW-Authenticate and
Authorisation fieldsin SIP, to provide an “SASL” type in addition to the standard “pgp” type. The 3G SIP
proxies and servers can then send the authentication protocol piggybacked in SIP.



The things that point against EAP are that it is a binary protocol and that there is no description of how to use it
in conjunction with http authentication. SASL describes an authentication framework for text based protocols.
Work isongoing in IETF to specify how it shall be used for http authentication

One problem with SASL is the ability to negotiate the authentication mechanism which opens up for amanin
the middle attack. This can be solved by: having a underlying security protocol such as TLS, only using strong
authentication schemes or by having either the server or the client demanding a particular authentication scheme.
For the IM domain we see it as natural that the server demands a particular authentication mechanism from a
particular client. Therefore the negotiation mechanism isn’t needed and the man in the middle attack is
prevented.

Two additional shortcomings with SASL isthat there is currently no SASL extension for HTTP!L and that there
areno AAA extensions for SASL

4.2 How to use SASL within SIP

We will propose an optimised registration procedure that minimises the number of necessary roundtrips. First,
the user will send a SIP Register request to the P-CSCF.

REGISTER sip:... SIP/2.0

It isfor further study whether identity information is necessary here, or if the proxy could simply create it from
the SIP identity. Next, the network will determine the right home server, and ask it to provide a set of
authentication vectors. The network will send the response to the user with the first SASL AKA challenge packet
in the form of the SIP “401 Unauthorized” response. Here we could have used other SASL mechanisms as well
had it not been the UMTS server on the other end.

SIP/2.0 401 Unauthorized
WWW-Authenticate: SASL mechanism = 3GPP-AKA id = SESSION ID value= RAND|AUTN

The WWW-Authenticate response above contains either a sasl-challenge. The sadl-challenge is used when the
server has only one sasl mechanism and it has the following structure:

sasl -chal l enge = sasl-intro sasl-nechani sm sasl -sid #sasl -chal | enge- val ue

sasl-intro = "SASL" "realn "=" real mval ue
sasl - mechani sm = "nechani sm' "=" token
sasl-sid = "id" "=" 8*octet

sasl -chal | enge-val ue = "val ue" "=" token

The B64 format shall be used for the AUTN and RAND value.

Having received AUTN and RAND, the parametersit needs to run AKA, the client is now able check AUTN for
validity, and produce RES to authenticate itself. It will send a new register message to send the RES and
compl ete authentication:

REGISTER sip:... SIP/2.0

Authorisation: SASL mechanism =3GPP-AKA id = SESSION ID value= RES | AUTS | AUTH-
REJECT.

The B64 format shall be used for the RES and AUTS value. The possible value of the error-code (AUTH-
REJECT) is FFS. The authorization header we just described contains a sasl-cridential. The structure of the sadl-
cridential is asfollows:

sasl -credential = sasl-intro sasl-nechani smsasl-sid #sasl -chal | enge-val ue

sasl-intro = "SASL" "realn "=" real mval ue

1Two competing drafts are available



sasl - mechani sm = "nechani snf' "=" token
sasl-sid = "id" "=" 8*octet

sasl -chal | enge-val ue = "val ue" "=" token

USIM UA Proxy

REGISTER (id) >
401 Unauthorized, RAND || AUTN
RAND, AUTN ¢
RES, IK >
REGISTER, RES >
200 OK
<

4.4 Effects to UMTS and IETF Standardisation

In order to make this possible, the following standardisation has to take place:

- SA3hasto decide to adopt this, and place the message flows to its technical specifications (but not the
protocol details).

- SASL in http must proceed to an RFC. (Thiswork is aready in progress, though with two competing
approaches.)

- The SASL mechanism 3GPP-AKA must be specified and registered with IANA.

- AAA extensions for SASL must be defined.

3 Evaluation

In this section we will discuss the pros and cons of the three alternatives:

- Continue with the current working assumption of direct SIP AKA support
- Adopt EAP as ageneric authentication schemein SIP

- Adopt SASL as a generic authentication schemein SIP

We are interested in the following effects:

- Isthe protocol extensible to new authentication schemes?

Do the proxies and P-CSCF in particular have to know about the authentication scheme?

What is the overhead of the alternative? The SIP AKA is used as a baseline for this comparison.
- What standardization must take place for SIP to use the alternative?
- Isthere DIAMETER support that could perhaps be reused?

The following table shows our evaluation results:



Criteria

SIP AKA

SIP EAP

SIP SASL

Extensible to new
authentication schemes?

Not SIP AKA itself, but
SIP authentication is
extensible. However, this
extensibility istied to the
SIP protocol. This means
that every time new
authentication schemes
are needed, SIP needsto
be extended. In contrrast
in the generic frameworks
neither the SIP protocol
specifications nor the
proxies need to be
modified and new
authentication schemes
developed for other
purposes will be readily
available without
additional work.

See also below.

Y es, multiple schemes
aready exist and continue
to be developed.

Y es, multiple schemes
aready exist and continue
to be developed.

Proxies have to be
modified for new

Aslong asthe
authentication reguests

No. SIP implementations
in clients, proxies, and

No. SIP implementations
in clients, proxies, and

schemes? stay within SIP no, but serverscan dl be servers can al be
since the authentication programmed without programmed without
schemes are SIP specific, | specific knowledge of specific knowledge of
SIP can’'t hand them off authentication. Generic authentication. Generic
to authentication authentication authentication
frameworks without frameworks and libraries | frameworks and libraries
knowing what the can be handed the can be handed the
schemes are. authentication task. This authentication task. This
‘handing-off’ can happen | ‘handing-off’ can happen
either internally withina | either internally within a
node or towards a node or towards a
network. network.
Overhead? Thisisthe baseline An equal number of An equal number of

against which we
compare. Two roundtrips
are needed, and each
message heeds an
additional SIP header that
includes the AKA
parameters in base64
format, plus an indication
that the method used is
AKA.

roundtrips is needed. The
EAP packet consist of an
8 byte header followed by
the AKA parameters
themselves. The
additional overhead of the
header in base64 format
isthen 10 bytes.

roundtrips is needed. In
addition to the SIP AKA
overhead, each message
carries the text
“mechanism = 3GPP-
AKA id=SESSION ID".
We can assumethisis
perhaps 20 bytes.

SIP standardization?

Have to define a new
SIP/HTTP authentication
method, which hasn't
been started yet.

Haveto define AKA in
EAP (work aready in
progress). Have to define
the EAP SIPIHTTP
authentication method,
which hasn't been started
yet.

Haveto define AKA in
SASL, which hasn’t been
started yet. Also have to
define the SASL
SIP/HTTP authentication
method. The latter work
isaready in progress,
though with competing
drafts.

Canreuse DIAMETER
extensions?

No, have to be defined.

Yes

No, have to be defined.




3 Conclusions

We conclude that the use of a generic framework will make the IP multimedia system more access-independent
without additional overhead. Both EAP and SASL appear to be good candidates for the generic framework,
though in terms of standardization EAP is dlightly further along and has better support of AKA and
DIAMETER. In all aternativesincluding the SIP AKA alternativeit is necessary to perform some
standardization activitiesin the IETF.
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Abst ract
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mechani sm for authentication and session key distribution using the
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and runs in a UMIS Subscriber Identity Mdule, a smart card like
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aut hentication, naking it possible to use EAP AKA for authenticating
both GSM and UMIS subscri bers.
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1

I ntroducti on and Moti vation

Thi s docunent specifies an Extensible Authentication Protocol (EAP)
mechani sm for authentication and session key distribution using the
UMTS AKA aut hentication mechanism[1]. The Universal Mobile

Tel econmruni cati ons System (UMIS) is a global third generation nobile
net wor k standard.

AKA i s based on chal |l enge-response nechani sns and symetric
cryptography. AKA runs in a UMIS Subscriber ldentity Mddule (USIM,
a smart card |ike device. AKA provides al so backwards conpatibility
to the GSM aut henti cati on mechanism[2]. Conpared to the GSM
mechani sm AKA provi des substantially | onger key | engths and the
aut hentication of the server side as well as the client side.

The introduction of AKA inside EAP all ows several new applications.
These include the follow ng:

- The use of the AKA also as a secure PPP authentication nethod in
devices that already contain an USI M

- The use of the third generation nobile network authentication
infrastructure in the context of wireless LANs and | EEE 801. 1x
technol ogy through EAP over Wreless [3, 4].

- Relying on AKA and the existing infrastructure in a seanl ess way
with any other technology that can use EAP

AKA works in the follow ng manner:

- The USI M and the honme environnment have agreed on a secret key
bef or ehand.

- The actual authentication process starts by having the hone
envi ronnment produce an authentication vector, based on the secret
key and a sequence nunber. The authentication vector contains a
random part RAND, an aut henticator part AUTN used for
aut henticating the network to the USIM an expected result part
XRES, a session key for integrity check IK, and a session key for
encryption CK

- The RAND and the AUTN are delivered to the USI M

- The USIMverifies the AUTN, again based on the secret key and the
sequence nunber. If this process is successful (the AUINis valid
and the sequence nunber used to generate AUTN is within the
correct range), the USIM produces an authentication result, RES
and sends this to the honme environnent.

- The honme environnment verifies the correct result fromthe USIM |f
the result is correct, K and CK can be used to protect further
conmuni cati ons between the USIM and the honme environnent.
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When verifying AUTN, the USIM may detect that the sequence nunber
the network uses is not within the correct range. In this case, the
USI M cal cul at es a sequence nunber synchroni zati on paraneter AUTS and
sends it to the network. AKA authentication may then be retried with
a new aut hentication vector generated using the synchronized
sequence numnber.

For a full specification of the AKA algorithns and how t he
cryptographi ¢ values AUTN, RES, IK CK and AUTS are cal cul ated, see
reference [1].

It is also possible that the hone environnment del egates the actua
aut hentication task to an internmedi ate node. In this case the

aut hentication vector or parts of it are delivered to the

i nternedi ate node, enabling it to performthe conparison between RES
and XRES, and possibly also use CK and I K

In the third generation nobile networks, AKA is used both for radio
networ k aut hentication and | P nmultinmedia service authentication
purposes. Different user identities and formats are used for these;
the radi o network uses the International Mbile Subscriber
Identifier (IMSl), whereas the IP nultinedia service uses the

Net work Access ldentifier (NAI) [5].

Conventions used in this docunent

The following terms will be used through this docunent:

AAA pr ot ocol

Aut henti cation, Authorization and Accounting protoco

AAA server
In this docunent, AAA server refers to the network el enent
that resides on the border of I|Internet AAA network and GSM
net wor k.

AKA

Aut henti cati on and Key Agreenent

AuC

Aut hentication Centre. The npbile network el enent that can
aut hori ze subscribers either in GSMor in UMIS networks.

EAP
Ext ensi bl e Authentication Protocol [6].
GSM

Arkko and Haveri nen Expi res Novenber 2001 [ Page 4]
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d obal System for Mobile conmmuni cati ons.
NAI

Net wor k Access ldentifier [5].
AUTN

Aut hentication val ue generated by the AuC which together with
the RAND aut henticates the server to the client, 128 bits [1].

AUTS

A val ue generated by the client upon experiencing a
synchroni zation failure, 112 bits.

RAND
Random nunber generated by the AuC, 128 bits [1].
RES

Authentication result fromthe client, which together with the
RAND aut henticates the client to the server, 128 bits [1].

SN

Sequence nunber used in the authentication process, 48 bits

[1].
SI'M

Subscriber ldentity Module. SIMcards are snart cards
di stributed by GSM operators.

SRES

The authentication result paranmeter in GSM corresponds to the
RES paraneter in UMIS aka, 32 bits.

usli M
UMTS Subscriber ldentity Mdule. These cards are snart cards

Simlar to SIMs and are distributed by UMIS operators.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOVWMENDED', "MAY", and "OPTI ONAL" in
this docunent are to be interpreted as described in RFC 2119 [ 8]

Pr ot ocol Overvi ew
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The EAP AKA uses two roundtrips to authorize the user and generate
session keys. The authenticator typically comunicates with the



user’s AAA server using an AAA protocol. (The exact AAA
conmuni cati ons outside the scope of this document, however.)

The bel ow nessage fl ow shows the basic successful authentication
case with the EAP AKA. As in other EAP schenes, first an identity
request/response nessage pair is exchanged. (For this particular EAP
protocol, the identity request is defined to be optional, to shorten
the authentication process to a mniml one.)

Next, the authenticator starts the actual AKA protocol by sending an
EAP- Request / USI M Chal | enge nmessage. This nmessage contains a random
nunber and an aut horization vector. The client runs the AKA

al gorithm (perhaps inside an USIM and verifies the AUTN. If this is
successful, the client is talking to a legitinate authenticator and
proceeds to send the EAP-Response/ USI M Chal | enge. This nessage
contains a result paraneter that allows the authenticator in turn to
verify that the client is a legitimte one.

Arkko and Haveri nen Expi res Novenber 2001 [ Page 6]
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| |
| EAP- Request /Il dentity (optional)



|
|
| EAP-Response/ldentity |
| (Includes user’s NAI) |

| Server runs UMIS al gorithms, |
| generates RAND and AUTN. |

|
EAP- Request / USI M Chal | enge
(Lifetinme, RAND, AUTN) |

| dient runs UMIS al gorithms on USIM |
| verifies AUTN, derives RES
| and session key

( RES)

|

|

| | Server checks the given RES,

| | and finds it correct.
|
|
|

When EAP AKA is run in the GSM conpati bl e nbde, the nessage flowis
ot herwi se identical to the nmessage fl ow bel ow except that the AUTN
parameter is not included in EAP-Request/USI M Chal | enge packet.

An optional lifetime my be associated to the chall enge nessage.
This specifies the server side’s linit on how | ong the ciphering and
integrity keys generated as a part of the authentication process can
be used. (The use of such keys is outside the scope of this
docunent . )

The second nmessage fl ow shows how t he Authenticator rejects the
Client due to failed authentication. The sane flowis also used in
the GSM conpati bl e node, except that the AUTN paraneter is not

i ncluded in the EAP-Request/USI M Chal | enge packet.
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dient Aut hent i cat or

| |
EAP- Request /Il dentity |



| |
| EAP-Response/ldentity |
| (Includes user’s NAI) |
|
|

| Server runs UMIS al gorithms, |
| generates RAND and AUTN. |

|
EAP- Request / USI M Chal | enge |
(Lifetinme, RAND, AUTN) |

| dient runs UMIS al gorithms on USIM |
| possibly verifies AUTN, and sends an|
| invalid response |

(RES)
| Server checks the given RES, |

| and finds it incorrect. |

The next nessage flow shows the client rejecting the AUTN of the
Aut henticator. This flowis not used in the GSM conpati bl e node.
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dient Aut hent i cat or

| |
EAP- Request/ Il dentity |



| EAP-Response/ldentity |
| (Includes user’s NAl) |

| Server runs UMTS al gorithms, |
| generates RAND and a bad AUTN|

|
EAP- Request / USI M Chal | enge |
(Lifetine, RAND, AUTN) |

| Cient runs UMIS al gorithms on USIM |
| and di scovers AUTN that can not be |
| verified |

Net wor ks that are not UMIS aware use the GSM conpati bl e versi on of
this protocol even for UMIS subscribers. In this case, the AUTN
paraneter is not included in the EAP-Request/USI M Chal | enge packet.
If a UMIS capable client does not want to accept the use of the GSM
conpati ble node, the client can reject the authentication with the
EAP- Response/ USI M GSM Aut henti cati on- Rej ect nessage, as shown in the
followi ng figure:
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dient Aut hent i cat or

|
EAP- Request/ Il dentity |



| (Includes user’s NAI) |

| Server runs GSM al gorithns, |
| generates RAND |

|
EAP- Request / USI M Chal | enge |
(Lifetinme, RAND) |

| dient does not accept the GSM |
| conpatible version of this protocol.|

The AKA uses shared secrets between the Client and the Authenticator
together with a sequence nunber to actually perform an
authentication. In certain circunstances it is possible for the
sequence nunbers to get out of sequence. Here’'s what happens then:
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dient Aut hent i cat or

| |
EAP- Request /Il dentity |
L T N s |

|
EAP- Response/ I dentity |
(I'ncludes user’s NAI) |



| Server runs UMIS al gorithms, |
| generates RAND and AUTN. |

|
EAP- Request / USI M Chal | enge
(Lifetinme, RAND, AUTN) |

| dient runs UMIS al gorithms on USIM
| and di scovers AUTN that contains an
| inappropriate sequence nunber

( AUTS)

|

|

| | Performresynchronization

| | towards the AAA using |
| | AUTS and the sent RAND |
|
|

After the resynchronization process takes place in the server and
AAA side, the process continues by the server side sending a new
EAP- Request / USI M Chal | enge nessage.

4. Messages
4.1. EAP-Response/ldentity

In the begi nning of EAP authentication, the Authenticator issues the
EAP- Request /Il dentity packet to the client. The client responds wth
EAP- Response/ I dentity, which contains the user’s identity. The
formats of these packets are specified in [6].

The EAP AKA nechani smuses the NAI format [5] as the identity.

In order to facilitate the use of the existing cellular roaning
infrastructure, the EAP AKA client transmits the user’s IMSI within
the NAI in the EAP Response/ldentity packet. The NAl is of the
format "Oinmsi @ealm'. In other words, the first character is the
digit zero (ASCII 0x30), followed by the IMSI, followed by the @
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character and the realm The IMSI is an ASCI| string that consists
of not nore than 15 decinmal digits (ASCI1 val ues between 0x30 and
0x39) as specified in [9].

The AAA network routes AAA requests to the correct AAA server using
the real mpart of the NAI. Because cellular roam ng can be used with
EAP AKA, the AAA request can be routed to an AAA server in the
visited network instead of the server indicated in the NAl realm



The operators need to agree on this special AAA routing in advance.
It is recommended that operators should reserve the real mportion of
NAI used with EAP AKA to UMIS and GSM subscribers only, so that
exactly the sane realmis not used with other authentication

nmet hods. This convention makes it easy to recognize that the NA
identifies a UMIS or GSM subscriber of this operator, which nay be
useful when configuring the routing rules in the visited AAA

net wor ks.

In the EAP AKA protocol, the EAP-Request/ldentity nessage is
optional when applicable. If the client can positively deternine
that it has to authenticate, it MAY send an unsolicited EAP-
Response/ldentity to the authenticator with an lIdentifier value it
has picked up itself. The client MJST NOT send an unsolicited EAP-
Response/ldentity if it has already received an EAP-Request/Identity
packet. The client MJST send an EAP-Response/ldentity to al

recei ved EAP-Request/ldentity packets, using the Identifier value in
the EAP-Request/ldentity. If the authenticator receives an
unsol i cited EAP-Response/ldentity, it SHOULD process the packet as
if it had requested it. If the authenticator receives an EAP-
Response/ldentity with an incorrect Identifier value in response to
the first EAP-Request/ldentity it has sent to the client, then the
aut henti cator SHOULD still accept the EAP-Response/ldentity packet.

4.2. EAP-Request/USI M Chal | enge

The format of the EAP-Request/USI M Chal | enge packet is shown bel ow.

Arkko and Haveri nen Expi res Novenber 2001 [ Page 12]
EAP AKA Aut hentication May 2001
0 1 2 3

01234567890123456789012345678901
B S S T S S S S S s st St St S S S S S S S S i

| Code | Ildentifier | Length
B o i s i i e e S e  al st st SN S I S e S S
| Type | Subt ype | Reserved

B e e i o e S e e S et e T i e e S e et s TRIE I e S
| Key Lifetine
B o i s i i e e S e  al st st SN S I S e S S



|
|
|
|
+-
|
|
|
|
+-

T i ST S S S S S e S S A S

T T e ST S S S T S

RAND

|
|
|
|
+
|
AUTN (optional) |
|
|
+

The semantics of the fields is described bel ow

Code

1 for Request

Identifier
See [ 6]
Lengt h

The I ength of the EAP Request packet.
44, if AUTN is included (UMIS AKA).
28, if AUTN is excluded (GSM conpati bl e node).

Type
TBD
Subt ype
1 for USIM Chal |l enge
Reserved
Set to zero when sending, ignored on reception
Key lifetine
Thi s expresses how long the cipher and integrity keys nay be

used. This value is expressed in seconds, and the val ue of
zero nmeans they may be used indefinitely.
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RAND
The AKA RAND paraneter, 16 bytes (128 bits).
AUTN

The AKA AUTN paraneter, 16 bytes (128 bits).

EAP- Response/ USI M Chal | enge



The format of the EAP-Response/ USI M Chal | enge packet is shown bel ow

0 1 2 3
01234567890123456789012345678901
B e i i S e S e e e e e i T S e S e S it S SRR I e S

| Code | Identifier | Length
B o i s i i e e S e  al st st SN S I S e S S
Type | Subt ype | ResLength | Reserved
T e e o o i o e e S S s LR e e S

|

+-

| |
| RES I
| |
| |
B e S S T e S s S S s e S S R
The semantics of the fields is described bel ow

Code

2 for Response

Identifier
See [ 6]
Length

The |l ength of the EAP Response packet, 12..40.
Type
TBD
Subt ype
1 for USIM Chall enge
ResLengt h
This is the length of the RES paraneter in bits. According to
the specification [10] this paraneter can vary between 32 and

128 bits. In the GSM conpati ble node, the RES field contains
the GSM SRES paraneter which is always 32 bits |ong.
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Reserved
Set to zero when sending, ignored on reception
RES

The AKA RES paraneter, 32..128 bits. The Length paraneter
specifies the total length of the payload and identifies the
at the same tine indirectly also the size of the RES in bytes.
The ResLength field identifies the exact length in bits. The
sender nmay pad the RES with zero bits and bytes where



necessary. In the GSM conpati bl e node, the RES field contains
t he GSM SRES par anet er.

4. 4. EAP-Response/ USI M Aut henti cati on- Rej ect

The format of the EAP-Response/ USI M Aut henti cati on- Rej ect packet is
shown bel ow.

0 1 2 3
01234567890123456789012345678901
B S S T S S S S S s st St St S S S S S S S S i

| Code | Ildentifier | Length
B o i s i i e e S e  al st st SN S I S e S S
| Type | Subt ype

B s i i i S e
The semantics of the fields is descri bed bel ow
Code
2 for Response
I dentifier
See [ 6]
Lengt h
The I ength of the EAP Response packet, 12.
Type
TBD
Subt ype

2 for USIM Aut henti cati on- Rej ect

4.5. EAP-Response/ USI M GSM Aut hent i cati on- Rej ect
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The format of the EAP-Response/ USI M GSM Aut henti cati on- Rej ect packet
i s shown bel ow.

0 1 2 3
01234567890123456789012345678901
B S S T S S S S S s st St St S S S S S S S S i

| Code | Ildentifier | Length
B o i s i i e e S e  al st st SN S I S e S S
| Type | Subt ype

T S S S e



The semantics of the fields is described bel ow
Code

2 for Response

Identifier
See [ 6]
Length

The |l ength of the EAP Response packet, 6.
Type

TBD
Subt ype

3 for USI M GSM Aut henti cati on- Rej ect

4.6. EAP-Response/ USI M Synchroni zati on-Fail ure

The format of the EAP-Response/ USI M Synchroni zati on-Fail ure packet
i s shown bel ow.

0 1 2 3
01234567890123456789012345678901
B S S T S S S S S s st St St S S S S S S S S i

| Code | Ildentifier | Length
B o i s i i e e S e  al st st SN S I S e S S
Type | Subt ype | AUTS

BT e s sk T ST I S S S TR T S |
B e e i o e S e e S et e T i e e S e et s TRIE I e S
The semantics of the fields is described bel ow
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Code

2 for Response

I dentifier
See [ 6]
Lengt h

The I ength of the EAP Response packet, 20.

Type



5.

TBD
Subt ype

4 for USIM Synchroni zation-Fail ure
AUTS

The AKA AUTS paraneter, 112 bits (14 bytes).

Interoperability with GSM

The EAP AKA protocol is able to authenticate both UMIS and GSM
users, if the subscriber’'s operator’s network is UMIS aware. This is
because the hone network will be able to determine fromthe

subscri ber records whet her the subscriber is equipped with a UMIS
USIMor a GSM SIM A UMIS aware hone network will hence al ways use
UMIS AKA with UMIS subscribers and GSM aut hentication with GSM
subscribers. Wth GSM subscri bers, the EAP AKA protocol is always
used in the GSM conpati bl e node.

It is not possible to use a GSM AuC to aut henticate UMIS
subscribers. (Note that if the home network doesn’t support an
aut hentication nmethod it should not distribute SIMs for that
nmet hod. )

However, it is possible that the node actually terninating EAP and
the node that stores the authentication keys (AuC) are separate, and
support different authentication types. If the node term nating EAP
is GSMonly but AuC is UMIS-aware, then authentication can still be
achi eved using the GSM conpati bl e version of EAP AKA. This

aut hentication will be weaker, since the GSM conpati bl e node does
not provide for nutual authentication. Section 6.8.1.1 in [1]
speci fies how the GSM SRES paraneter and the Kc key can be
calculated on the USIMand the AuC. If a UMIS term nal does not want
to accept the GSM conpati bl e version of this protocol, then it can
reject the authentication with the EAP-Response/ USI M GSM

Aut hent i cat i on- Rej ect packet.
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In conclusion, the follow ng table shows which variant of the EAP
AKA protocol should be run under different conditions:

SI M EAP node AuC EAP AKA node
GSM (any) (any) GSM
UMTS (any) GSM (illegal)
UMTS GSM GSM+UMT'S GSM
UMTS GSM+UMT'S GSM+UMT'S UMTS

| ANA Consi der ati ons

| ANA has assigned the nunber TBD for EAP AKA aut henti cati on.



7. Security Considerations

| npl ement ati ons running the EAP AKA protocol will rely on the
security of the AKA schene, and the secrecy of the symetric keys
stored in the USI M and the AuC.

8. Intellectual Property Right Notices

On IPR rel ated issues, Nokia and Ericsson refer to the their
respective statements on patent |icensing. Please see
http://ww.ietf.org/ietf/1PR NOKIA and
http://ww.ietf.org/ietf/lPR ER CSSON Gener al
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