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6.4.7 Signalling procedure for periodic local authentication

The following procedure is used by the RNC to periodically perform alocal authentication. At the same
time, the amount of data sent during the RRC connection is periodically checked by the RNC and the UE.
The RNC is monitoring the COUNT-C value associated to each radio bearer. The procedure istriggered
whenever any of these values reaches a critical checking value. The granularity of these checking values
and the values themselves are defined by the visited network. All messages in the procedure are integrity
protected.

UE RNC

1. Counter Check message

2. Counter OK or Counter

Check Response

3. (in the case of Counter Check
Response:) Counter OK or
release connection

A

UE RNC

1. Counter Check

2. Counter Check Response

3. optionally release connection
<

Figure 15a;: RNC periodic local authentication procedure

1. When achecking value is reached (e.g. the value in somefixed bit position in the hyperframe
number is changed), a Counter Check message is sent by the RNC. The Counter Check message
contains the most significant parts of the COUNT-Ceeunter val ues (which reflect amount of data
sent and received) from each active radio bearer.

2. The UE compares the FheCOUNT-C-counter vaI ues recetved in the Counter Check message with
thevalu%of |ts radlo bearers a ME-a y A

leferent UE COU NT- C val ues are mcluded W|th| n the Counter Check Response message.
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3. |If necasethe RNC receives acounter check response message that does not contain any COUNT-C
values, the procedure ends. If the RNC receives a counter check response that contains one or

several COUNT-C values, the RNC may release the connection. the-Ceunter-OK-message-the

)
nse
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