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[bookmark: foreword][bookmark: _Toc164765871][bookmark: _Toc164765966][bookmark: _Toc164766004]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc164765872][bookmark: _Toc164765967][bookmark: _Toc164766005]
1	Scope
[bookmark: _Hlk155612324]Editor’s Note: This clause contains scope for the study. 
The present document …studies the security aspects of enablers for network automation for the 5G system based on the outcome of TR 38.843[2] and TR 23.700-84[3]. More specifically, this document will identify security issues and requirements and provide corresponding security solutions related to the following scenarios:
- Study security aspects on enhancements to LCS to support AI/ML based Positioning considering the conclusions in TR38.843[2] and TR 23.700-84[3].
- Security aspects of cross-domain (i.e. 5G Core and AF) Vertical Federated Learning, including authorization of members of the VFL group and security aspects of enhancements on SA2 architecture to support VFL.
Editor’s Note: 	Based on the outcome of TR 38.843[2] and TR 23.700-84[3], security issues derived from WT#1.1, WT#1.2, and WT#1.3 of SP-231800 may be added to the scope of this study.
[bookmark: references][bookmark: _Toc164765873][bookmark: _Toc164765968][bookmark: _Toc164766006]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 38.843: "Study on Artificial Intelligence (AI)/Machine Learning (ML) for NR air interface".3GPP TR xxx
[x3]	3GPP TR 23.700-84: "Study on Core Network Enhanced Support for Artificial Intelligence (AI)/Machine Learning (ML)"<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[4]	RP-234039: “New WID on Artificial Intelligence (AI)/Machine Learning (ML) for NR Air Interface”.
[5]	3GPP TS 33.501: “Security architecture and procedures for 5G system”.
[6]	"IEEE Guide for Architectural Framework and Application of Federated Machine Learning," in IEEE Std 3652.1-2020.
[bookmark: definitions][bookmark: _Toc164765874][bookmark: _Toc164765969][bookmark: _Toc164766007]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc164765875][bookmark: _Toc164765970][bookmark: _Toc164766008]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc164765876][bookmark: _Toc164765971][bookmark: _Toc164766009]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc164765877][bookmark: _Toc164765972][bookmark: _Toc164766010]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc164765878][bookmark: _Toc164765973][bookmark: _Toc164766011]4	Overview
Editor’s Note: This clause includes the overview applicable for the study. 
TR 23.700-84 [3] defines core network enhanced support for Artificial Intelligence (AI)/Machine Learning (ML), all the architecture assumptions defined in this TR are also applicable to this study, and any security impact will be documented in the present document.
[bookmark: _Toc106618430][bookmark: _Toc164765879][bookmark: _Toc164765974][bookmark: _Toc164766012]5	Key issues
Editor’s Note: This clause contains all the key issues identified during the study.
[bookmark: _Toc145075112][bookmark: _Toc145074666][bookmark: _Toc145061647][bookmark: _Toc145061444][bookmark: _Toc145074908][bookmark: _Toc48930863][bookmark: _Toc56501565][bookmark: _Toc513475447][bookmark: _Toc106618431][bookmark: _Toc49376112][bookmark: _Toc95076612][bookmark: _Toc164765880][bookmark: _Toc164765975][bookmark: _Toc164766013]5.1	Key Issue #1: Security aspects on enhancements to LCS to support AIML
[bookmark: _Toc164765881][bookmark: _Toc164765976][bookmark: _Toc164766014]5.1.1	Key issue details
Based on conclusions in 3GPP TR 38.843 [2] and RAN approved WID RP-234039 [4], 5 use cases (i.e. case 1, 2a, 2b, 3a, 3b) which will be studied by RAN. And as agreed in TR 23.700-84 [3], only case 2b and case 3b (i.e. model is on the LMF) will be studied at this stage, and the main issue is to study model transition between LMF and NWDAF. For key issue about enhancements to LCS to support Direct AI/ML based Positioning in TR 23.700-84 [3], the following aspect will be investigated.
 Which entity trains the model for direct AI/ML positioning and if the entity that train the model and the consumer are different, how the model consumer gets the trained AI/ML model.
If AI model training entity and AI model consumer are different, since ML model is sensitive and it is belong to vendors, the authorization of ML model retrieval between LMF and NWDAF need to be considered. 
[bookmark: _Toc164765882][bookmark: _Toc164765977][bookmark: _Toc164766015]5.1.2	Security Threats
In case of AI model training entity and AI model consumer are different:
- If there is no authentication and authorization mechanism for AIML model retrieval between model consumer and model training entity, AIML model may be leaked to unauthorized entities.
[bookmark: _Toc164765883][bookmark: _Toc164765978][bookmark: _Toc164766016]5.1.3	Potential security requirements
If AI model training entity and AI model consumer are different, 5GS shall support authentication and authorization of AIML model retrieval between LMF and NWDAF.
NOTE :	The procedures defined in TS 33.501 [5] Annex X.10 Security for AI/ML model storage and sharing needs to be taken into account.
[bookmark: _Toc164765979][bookmark: _Toc164766017]5.2	Key Issue #2: Authorization mechanism of selection of VFL participants in the VFL group
[bookmark: _Toc145433017][bookmark: _Toc164765980][bookmark: _Toc164766018]5.2.1	Key issue details 
The TR 23.700-84 [3] studies the architecture enhancement to support VFL which allows the cooperation of  NWDAFs containing MTLF and AFs to train an ML model in 3GPP networks. 
[bookmark: _Hlk164269268][bookmark: _Hlk162270459]In Rel-18, security of ML model sharing between NWDAFs has been studied as a part of Horizontal Federated Learning. However, vertical federated learning(VFL) between NWDAF and AF has not been studied (e.g. when the NWDAFs and/or AFs are in different domains, locations, regions etc). Hence, the authorizations of VFL client and VFL server to participate in the VFL process shall consider the scenario that the VFL participants (i.e., VFL client and VFL server) may be the NWDAF and AF.
This key issue studies the authorization aspects of VFL server and VFL clients in the VFL group Considering AF/NWDAF can operate as a VFL client/VFL Server. VFL members also called VFL participants and VFL participant can be active, or passive as defined in TR 23.700-84 [3].
[bookmark: _Toc145433018][bookmark: _Toc164765981][bookmark: _Toc164766019]5.2.2	Security threats
There are following threats that could occur during the VFL process:
If a VFL client joins a VFL group without being authorized by the VFL server, it may lead to the following issues:
- 	The unauthorized VFL client may affect the generation of VFL group's ML model negatively. 
[bookmark: _Toc145433019][bookmark: _Toc164765982][bookmark: _Toc164766020]5.2.3	Potential security requirements
5GS shall support the authorization of members involved in vertical federated learning (VFL) group including NWDAFs and/or AFs.
Editor’s Note: Whether the VFL group needs to be authorized is FFS which is dependent on SA2’s progress. 
Editor’s Note: The security issue of potential topology information exposure (e.g. NF instance ID) to external AF after authorization is ffs. 
Editor’s Note: The terms can be updated based on SA2’s progress.
[bookmark: _Toc164765983][bookmark: _Toc164766021]5.3	Key Issue #3: Privacy of VFL between VFL members
[bookmark: _Toc164765984][bookmark: _Toc164766022]5.3.1	Description 
Vertical federated learning (VFL) allows the cooperation of multiple NWDAF(s) and/or AF(s) to cooperate to train models locally where no raw data need to be exchanged. 
As description in IEEE Guide for FL [6], Sample alignment module, a sample alignment module is mainly used for vertical federated machine learning. The module identifies the overlapped samples of different data sources and does not disclose sample feature information.
The sample alignment procedure may involve the exchange of information (e.g. UE ID) which is sensitive and could potentially comprise the privacy of UEs.
[bookmark: _Toc164765985][bookmark: _Toc164766023]5.3.2	Security threats
The UE ID privacy may be leaked between VFL participants from different domains when doing VFL, the AF may obtain UE information (UE ID) supported by another AF. 
[bookmark: _Toc164765986][bookmark: _Toc164766024]5.3.3	Potential security requirements
5GS shall support privacy protection on sample alignment procedure.
Editor’s Note: The terms can be updated based on SA2’s progress. 
[bookmark: _Toc164765884][bookmark: _Toc164765987][bookmark: _Toc164766025]5.X	Key Issue #X: <Key Issue Name>
[bookmark: _Toc145061445][bookmark: _Toc145074667][bookmark: _Toc145074909][bookmark: _Toc145075113][bookmark: _Toc145061648][bookmark: _Toc164765885][bookmark: _Toc164765988][bookmark: _Toc164766026]5.X.1	Key issue details
[bookmark: _Toc145061649][bookmark: _Toc145061446][bookmark: _Toc145075114][bookmark: _Toc145074910][bookmark: _Toc145074668][bookmark: _Toc164765886][bookmark: _Toc164765989][bookmark: _Toc164766027]5.X.2	Threats
[bookmark: _Toc145074669][bookmark: _Toc145074911][bookmark: _Toc145061650][bookmark: _Toc145075115][bookmark: _Toc145061447][bookmark: _Toc164765887][bookmark: _Toc164765990][bookmark: _Toc164766028]5.X.3	Potential security requirements
[bookmark: _Toc106618435][bookmark: _Toc95076616][bookmark: _Toc164765888][bookmark: _Toc164765991][bookmark: _Toc164766029]6	Solutions
[bookmark: _Toc95076617][bookmark: _Toc513475452][bookmark: _Toc48930869][bookmark: _Toc56501632][bookmark: _Toc49376118][bookmark: _Toc106618436]Table 6.0-1: Mapping of solutions to key issues
	
	Key Issues

	Solutions
	1
	2
	3
	4
	5
	X

	1
	
	
	
	
	
	

	2
	
	
	
	
	
	

	3
	
	
	
	
	
	

	X
	
	
	
	
	
	


[bookmark: _Toc164765889][bookmark: _Toc164765992][bookmark: _Toc164766030]6.Y	Solution #Y: <Solution Name>
[bookmark: _Toc49376119][bookmark: _Toc513475453][bookmark: _Toc56501633][bookmark: _Toc95076618][bookmark: _Toc106618437][bookmark: _Toc48930870][bookmark: _Toc164765890][bookmark: _Toc164765993][bookmark: _Toc164766031]6.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
[bookmark: _Toc56501634][bookmark: _Toc48930871][bookmark: _Toc95076619][bookmark: _Toc513475454][bookmark: _Toc106618438][bookmark: _Toc49376120][bookmark: _Toc164765891][bookmark: _Toc164765994][bookmark: _Toc164766032]6.Y.2	Solution details
[bookmark: _Toc56501636][bookmark: _Toc513475455][bookmark: _Toc95076620][bookmark: _Toc106618439][bookmark: _Toc49376122][bookmark: _Toc48930873][bookmark: _Toc164765892][bookmark: _Toc164765995][bookmark: _Toc164766033]6.Y.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
[bookmark: _Toc101360626][bookmark: _Toc39138089][bookmark: _Toc48930874][bookmark: _Toc49376123][bookmark: _Toc513475456][bookmark: _Toc95076621][bookmark: _Toc106618440][bookmark: _Toc56501637][bookmark: _Toc164765893][bookmark: _Toc164765996][bookmark: _Toc164766034]7	Conclusions
Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.
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