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1
Decision/action requested

This document proposes a KI on IPsec on user plane and/or control plane of untrusted non-3GPP access.
2
References

[1]
3GPP TR 33.754 “Study on security aspects for multi-access (dualSteer + ATSSS Ph-4)”
3
Rationale

The study has the following justification for non-3GPP access:
2) For the new ATSSS (Ph4) envisioned scenario, i.e., non-3GPP access is not based on current TNGF/N3IWF, the potential new architecture enhancement should not compromise the overall security posture of the 5G network, in particular:


- whether to keep NAS security context on non-3GPP access.


- whether to keep IPsec on user plane and/or control plane.


- whether new security mechanisms are to be considered in UE procedures such as the registration and connectivity to the 5G system in the context of ATSSS between 3GPP access and non-3GPP access without 5G NAS.
With the corresponding following objective:

WT#1: Study the security aspects of a simplified ATSSS architecture over non-3GPP access, in particular:

- whether to keep NAS security context on non-3GPP access.

- whether to keep IPsec on user plane and/or control plane of non-3GPP access.
The ATSSS Multi access PDU Sessions for both IP and Ethernet are based on a QUIC transport between UE and anchoring UPF, which introduces a double layer security with IPSec for untrusted non-3GPP access. 
4
Detailed proposal

Start of Change
5.X
Key Issue #X: Key Issue on IPsec on user plane and/or control plane of untrusted non-3GPP access
5.X.1
Key issue details
The ATSSS Multi access PDU Sessions for both IP and Ethernet are based on a MPQUIC transport between UE and anchoring UPF, which introduces a double layer security for untrsuted non-3GPP access. 

In order to avoid the double layer encryption, which introduces extra computation and energy consumption, the redundant IPSec connection carrying the protected MPQUIC transport can be omitted.
5.X.2
Security threats
None.
5.X.3
Potential security requirements
The redundant IPSec connect shall be omitted for protected MPQUIC transport without compromising the overall security.
End of Change

