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1
Decision/action requested

SA3 is kindly asked to approve the proposed security assumptions in TR 33.721.
2
References

[1]
3GPP TR 33.721 v0.0.0
Study on security aspects of 5G Mobile Metaverse services
3
Rationale

This pCR proposes to add security assumptions in TR 33.721 [1].
4
Detailed proposal

*************** Start of the 1st Change ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[x]
3GPP TS 22.156: "Mobile Metaverse Services; Stage 1".
[y]
3GPP TR 23.700-21: "Study on Application enablement architecture for mobile metaverse services".
[z]
3GPP TS 33.434: "Security aspects of Service Enabler Architecture Layer (SEAL) for verticals".


*************** Start of the 2nd Change ****************
4
Security assumptions

The following security assumptions are applied to the study:

-
Security aspects in this study are investigated based on the service-level requirements on security, authorization and privacy as specified in clause 7 of TS 22.156 [x].

-
Security mechanisms in this study are based on the application enabler architecture as described in TR 23.700-21 [y].
-
The security architecture, requirements and procedures for SEAL as defined in TS 33.434 [z] are used as a baseline.
-
Digital assets with clear ownership rights is classified as user sensitive information.
-
A digital asset is associated with one or more User Identities according to clause 5.2.3 of TS 22.156 [x]. Digital Identity is used in this study to identify a digital asset associated with a user. 
Editor’s Note: User Identity is defined in clause 3.2 of TS 22.156 by refering to TS 22.101, while Digital Identity is not defined in any existing 3GPP specification. How Digital Identity is associated with User Identity is to be clarified.
-
How to identify user identity by the UE (e.g. using biometrics) is out of 3GPP scope.
*************** End of the Changes ****************
