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1
Decision/action requested

Approve the pCR to TR 33.794 [1] below.
2
References

[1]
3GPP TR 33.794 "Study on enablers for Zero Trust Security"
[2]
3GPP TR 33.894 "Study on applicability of the zero trust security principles in mobile networks"
3
Rationale

Key Issue #1 "Data exposure for security evaluation and monitoring" does not include any requirements yet. This contribution suggests to use the security requirement from TR 33.894 [2], but to complement it with architectural requirements that describe in further detail the kind of solutions that are expected for this Key Issue:
-
Specification of data (stage-2) to be collected for security evaluation and monitoring of the 5G SBA

The stage-3 specification of the data is in scope of SA5 or CT groups, depending on the architecture chosen for exposure.

-
Architecture to be used for exposure of data collected for security evaluation and monitoring of the 5G SBA

Potential solutions for this requirement could be to expose the data directly to an external security monitoring function, or via the NWDAF as aggregator. These solutions are mentioned just to give a better understanding of what type of solutions are applicable.
4
Detailed proposal

*** BEGIN CHANGES ***
6.1
Key Issue #1: Data exposure for security evaluation and monitoring

NOTE:
For WT1 considered and re-used same KI#1: ‘Need for continuous security monitoring’ details, threats, and security requirements from TR 33.894 [7].

6.1.1
Key issue details

The 5G system includes heterogeneous and varied Network Functions (NF) deployments, where the current security mechanisms determine service access among NFs by authentication (i.e. identifier and credentials based) and authorization. If any NF runs into errors (e.g. due to configuration issues) or behaves maliciously (e.g. due to insider threats/privilege misuse or cyber-attacks), then such NF behaviour information or related threat assessments will not be considered in the current security mechanisms (e.g. for any service access). Some of the zero trust tenets [8] (i.e. tenets 5,7) provides motivation that resource access (i.e. access control to network services) can be evaluated while also taking into account the dynamic policy(ies) that are defined and enforced related to security monitoring (i.e. threat assessments) and continuous trust evaluation, for example., according to NIST SP 800-207 [8] evaluation factor(s) may include observable state of the requestor, characteristics, behavioural attributes (e.g. subject analytics, measured deviations from the observed usage patterns), environmental attributes (location, time, reported attacks), security posture, etc.


NOTE:
Considering NIST SP 800-207 [8], Zero trust security models assume that an attacker may be present in the environment.

6.1.2
Security threats

If any NF that has been deployed in the core network, becomes compromised or starts to behave maliciously, and remain undetected then the NF could be misused in attacks leading to a service failure, data loss/theft, etc.

6.1.3
Potential security requirements

The 5GS should provide the means to facilitate collection of data potentially relevant for operator-based security evaluation and monitoring.


NOTE 1:
The actual set of data that can be collected to realize any threat assessments is up to the solution discussions in Clause 7.

NOTE 2:
The algorithms or logic for trust monitoring and evaluation are outside the scope of 3GPP.

NOTE 3:
The handling of potentially compromised NFs (e.g. based on detection) with required security aspects (e.g. applying necessary security patches/fixes) is Operator's implementation choice.




NOTE 4: 
Solutions to this key issue need to address one of or both of the following aspects. 
(1)
Specification of data (stage-2) to be collected for security evaluation and monitoring of the 5G SBA; 
(2) Architecture to be used for exposure of data collected for security evaluation and monitoring of the 5G SBA.

Editor's Note: Architectural aspects of the 5GS need to be confirmed by SA WG2. 

*** END CHANGES ***

�The examples here do not relate to the content of the TR, maybe better to remove it


�Noamen, I fully agree with your comment, let us delete this text.


�Can we add one more line to say: the 5G should support means to provide the collected data to the operator's security function? To be complete. Let me your thoughts here.


�This as already covered as part of the Scope bullet 1 in clause 1, so just to remove redundant text, suggest to leave this out here. But no strong opinion.


�Combined the text as NOTE.


�As the EN is retained, the replacement NOTE I previously added is deleted as it got missed during our previous iteration.


�The EN deletion is revoked based on the SA3 5.1 confcall discussions.





