3GPP TSG-SA3 Meeting #115AdHoc-e
draft_S3-241414-r5
Electronic meeting, online, 15 - 19 April 2024






merger of S3-241200, S3-241229, S3-241454
Source:
Samsung, IIT Delhi, IIT Bhilai, IIT Jodhpur, IIT Bombay, DoT??, Nokia, Nokia Shanghai Bell??, China Mobile??, Xiaomi??
Title:
Key issue on Digital asset identity Authentication and Authorization
Document for:
Approval

Agenda Item:
5.18
1
Decision/action requested

This contribution proposes to approve the proposed key issue on Digital asset identity Authentication and Authorization for the metaverse services to study the potential solution.   
2
References

[1] 
S3-240974: "New SID on security aspects of 5G Mobile Metaverse services"
3
Rationale

3GPP TR 33.790, KI#2 is about studying the security of the Avatar communication, restricting it to only for the IMS call or the communication. Whereas the key issue proposed in this contribution is to verify whether the user is allowed to access the avatar for any non IMS communication. It is proposed to approve this key issue.
4
Detailed proposal

***
BEGIN OF 1st CHANGE
***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.


[xx]
3GPP TS 22.156: "Mobile Metaverse Services; Stage 1".

***
BEGIN OF 2nd CHANGE
***

5.X
Key Issue #X: Digital asset identity Authentication and Authorization in non-IMS scenario 
5.X.1
Key issue details
According to TS 22.156[xx] a user can take part in mobile metaverse services that provide digital representations of several other users simultaneously. Avatar is one kind of digital representation with its digital asset identity used to identify the digital representations. 
In clause 7.2.4 of TS 22.156 [xx], the following requirement implies the need of authentication of digital assets:

"[R-7.2.4-002] The 5G system shall provide mechanisms to certify the authenticity of digital assets associated with a user."
In clause 7.2.3 of TS 22.156 [xx], the following requirement implies the need of authorization of digital assets:

"[R-7.2.3-001] Subject to operator policy, regulatory requirements and user consent, the 5G system shall be able to authorize the avatar to be used in mobile metaverse services."
Digital assets used in mobile metaverse services can be digital representation (e.g., avatar), software licenses, gift certificates, tokens, etc., which should be uniquely identifiable according to the definition of in clause 3.1 of TS 22.156 [xx]. 

From a security point of view, the network needs to be able to support the Digital asset identity authentication and authorization for a non IMS communication. 
5.X.2
Security Threats

The following threats are inherent in metaverse services.

1. 
2. 
3. 
4. 
5. A malicious user can use digital identity belonging to other user or forged digital asset identity to access metaverse services, that may lead spoofing and fraud threats.
6. An unauthorized user can access the metaverse service, read and modify corresponding information without appropriate access control that may lead to data breach, data damage and service interruption. 
5.X.3
Potential security requirements



The 5G system shall support authentication and authorization of the digital asset identity associated with a user (subscriber)  in mobile metaverse services. 

Editor’s Note:
The relationship between a user and the digital assets associated with the user is to be clarified by SA2 or SA6.
Editor’s Note:
The definition of term digital asset identity is FFS.
***
END OF CHANGES
***
