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1
Decision/action requested

It is proposed to approve this solution for addressing key issue#2.
2
References
NA
3
Rationale
It is proposed to approve this solution to address key issue#2.

4
Detailed proposal

*** Start Change ***
6.Y
Solution #Y: DNS Security in PLMN hosting NPN scenario 
6.Y.1
Introduction

This solution addresses the security requirement of key issue#2. The solution assumes that one or more than one NFs are located in the customer premises.
NFs in the PLMN network and in the PNI-NPN Customer network can resolve/discover NFs in each other’s network through DNS servers hosted in either or both domains. This creates a need to prevent unauthorized entities in either network from querying the associated DNS servers. As such, DNS messages which cross the trust boundary must be protected.
NOTE: This solution does not mandate any DNS security mechanism. It is optional for the network to use the solution defined for providing the DNS security information to the NFs.
6.Y.2
Solution details

Consider the scenario where the dedicated NF located in the customer premises communicates with the NF in the operator premises over the SBA interface. Based on the FQDN returned by the service discovery mechanism, the DNS exchanges between the dedicated NF and the DNS server in the operator premises are protected. NFs deployed in the customer premises are configured with a DNS server security configuration.

The DNS server security configuration consists of at least one of the following:

1. Security mechanism: Whether it is DNS over HTTPS or DNS over TLS or DNS over DTLS or DNS over QUIC

2. Security credentials: Root Certificate of CA for server certificate verification or Raw Public key

3. DNS Service Port: 53 or 853 or 443 or <administrator defined port>

4. Security profile: Strict Privacy profile or Opportunistic Privacy profile  

5. Security parameters: Subject Public Key Info (SPKI), an authentication domain name

The DNS server security configuration is provisioned using one of the following methods:

1. Updating the DNS security server configuration in the dedicated NF during NF instantiation via the OAM.

2. Updating the DNS security server configuration in the dedicated NF during NF Profile registration via the NRF.

6.Y.3
Evaluation

TBD


*** End Change ***
