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1
Decision/action requested

Approve the pCR below
2
References

3

Rationale

Propose a new solution for KI#1.
4
Detailed proposal
*** BEGIN CHANGES ***
6.Y
Solution #Y: UE Attach/Registration method for S&F operation
6.Y.1
Introduction

This solution addresses Key issue #1: Security protection in Store and Forward Satellite Operation. 
The principle of the solution is:
1.
UE subscription information is stored in a UE authentication token that is protected by confidentiality and integrity. UEs cannot understand and modify the UE authentication tokens.
2.
When the UE connects to a satellite, it provides the UE authentication token to the satellite.
3.
The satellite decrypts and verifies the UE authentication token, generates UE subscription data based on the content contained in the UE authentication token, and then authenticates the UE.
Editor’s Note: Lifecycle management of authentication token is FFS.
6.Y.2
Solution details

UE Attach/Registration method for S&F operation is shown in the following figure.
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 Figure 6.Y.2-1: UE context management procedure for S&F operation
Editor’s Note: The details of UE authentication token is FFS.
0.
The LTE/5G system provisions security materials for decrypting and verifying UE authentication tokens to satellites that support S&F operation.

The LTE/5G system generates UE authentication token for a UE. The UE authentication token contains UE subscription information and UE authentication key, which can be used to generate UE subscription data. UE authentication tokens need to be protected by confidentiality and integrity.

The LTE/5G system provisions the UE authentication token to the UE. How to provision UE authentication token is out of the scope of the 3GPP system.
1.
When the UE connects to a satellite, it sends an attach/registration request to the satellite, which includes the UE authentication token.

If privacy protection is required, a security mechanism similar to SUCI can be used to protect UE authentication tokens.

2.
The satellite decrypts and verifies the UE authentication token using the security materials received in step 0. 
3.
The satellite generates UE subscription data using the content contained in the UE authentication token.
Editor’s Note: How to handle the counter SQN is FFS.
4.
The satellite and the UE continue to perform other attach/registration procedure.

5.
The satellite and UE exchange downlink/uplink data through established security connection. After disconnecting, the satellite does not need to save UE context.
6.Y.3
Evaluation

*** END OF CHANGES ***
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