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1
Decision/action requested

It is proposed to approve the new key issue of TR 33.743.
3
Rationale

It is proposed to include the key issue in the security study of ProSe Phase 3.
4
Detailed proposal

***  BEGINNING OF THE 1st CHANGE  ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[aa]
3GPP TR 23.700-03: "Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS) Phase 3".


***  BEGINNING OF THE 2nd CHANGE  ***
X.Y
Key issue #Y: Security for multi-hop UE-to-Network Relay
X.Y.1
Key issue details
Based on the information exchange between Remote UE and network via the UE-to-Network Relay in previous releases, the multi-hop UE-to-Network Relay scenario in TR 23.700-03 [aa] further allows the Remote UE connecting to the network via one or more Intermediate Relay(s) in proximity, by using either Layer-2 or Layer-3 connection methods. The Key Issue #1 (Support of multi-hop UE-to-Network Relays) in TR 23.700-03 [aa] has the following note:
NOTE 3:
Security and privacy aspects will be handled by SA WG3.
The 5GS is supposed to be able to provide security (and privacy) protection of messages from the Remote UE, via Intermediate Relay(s) and UE-to-Network Relay, to the network and vice versa. Failure to provide security (and privacy) protection of these messages may lead to various attacks, e.g. information manipulation or information leakage. Therefore, the security and privacy aspects of the discovery and communication messages in 5G ProSe multi-hop UE-to-Network Relay should be investigated.
This key issue focuses on the security (and privacy) issues for 5G ProSe multi-hop UE-to-Network Relay over NR PC5 reference point, including both discovery and communication scnearios.
X.Y.2
Threats
If the exchanged messages are not confidentiality protected, integrity protected or replay protected, the parameters included can be obtained, modified or replayed by an attacker. Consequently, it may lead to various attacks such as information manipulation (e.g. Relay Service Code, hop count), privacy information (e.g. Relay Service Code) leakage or unable to discover each other for an intended service.
An attacker may impersonate the Remote UE, Intermediate Relay or UE-to-Network Relay. If the authentication and authorisation of UEs cannot be verified, an attacker UE may impersonate the Remote UE, Intermediate Relay or UE-to-Network Relay. 

X.Y.3
Potential security requirements 

The 5G System shall provide a means for confidentiality protection, integrity protection and replay protection of discovery and communication messages in multi-hop UE-to-Network Relay discovery and communication scenarios.

The 5G System shall provide a means for mitigating trackability and linkability attacks on UEs in multi-hop UE-to-Network Relay discovery and communication scenarios.
The 5G System shall provide a means for authentication and authorisation of the UEs by network in multi-hop UE-to-Network Relay discovery and communication scenarios.
The 5G system shall provide a means to securely provision the security materials for multi-hop UE-to-Network Relay discovery
.
The 5G system shall support a means to provide confidentiality, integrity and replay protection of end-to-end information exchanged between the Remote UE and the UE-to-Network Relay.

***  END OF THE CHANGES  ***
�Removed this because I think “arbitrary discarding messages” is not relevant to the impersonation. 


�Credential for PC5 link establishment for single hop U2N is either USIM based (CP, UP solution) or out scope of 3GPP for V2X based solution. Thus remove this as it is assumed to take single hop U2N as baseline.





