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1	Decision/action requested
Approve the pCR to TR 33.700-41.
2	References
[bookmark: _Hlk106339329]None
3	Rationale
Based on the discussion in SA3#115, there is no consensus on the length of long-term key impact. Thus, a note saying “the impact of long-term key’s length is not in the scope of this key issue” is added. The discussion on the long-term key can be treated separately.
4	Detailed proposal
*** Start of 1st Change ***
[bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc104221074]5.X	Key Issue #X: Introducing 256-bit algorithms in 5G system
[bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc56501566][bookmark: _Toc104221075]5.X.1	Key issue details
Currently, 5G system supports the use of 128-bit algorithms for encryption and integrity protection in AS and NAS layer. To realize the standardized ciphering and integrity algorithms, the specific identifiers are assigned to the algorithms (see clause 5.11.1 of TS 33.501 [3]) and the algorithms are encoded in the UE security capability information element (see clause 9.11.3.54 of TS 24.501 [4]). This will facilitate the selection on the network side once the security capabilities are received. The identifiers are also used as yet another separation parameter when deriving the lower and final level keys.
This key issue aims to use the existing procedures to negotiate the use of new 256-bit ciphering and integrity algorithms at least by assigning identifiers to the new encryption and integrity protection algorithms (which will then need to be reflected in other specifications).
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[bookmark: _Toc513475449][bookmark: _Toc48930865][bookmark: _Toc49376114][bookmark: _Toc56501567][bookmark: _Toc104221076]5.X.2	Threats
N/A. 
[bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc56501568][bookmark: _Toc104221077]5.X.3	Potential security requirements
The 5G system should support the means to select and use the new 256-bit algorithms (including encryption, integrity protection algorithm) in AS and NAS layers.


*** Start of 2nd Change ***
2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System".
[3]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[x]	3GPP TS 35.243: "Specification of the AES based 256-bits algorithm set: Specification of the 256-NEA5 encryption, the 256-NIA5 integrity, and the 256-NCA5 authenticated encryption algorithm for 5G; Document 1: algorithm specification ".
[y]	3GPP TS 35.240: "Specification of the Snow 5G based 256-bits algorithm set: specification of the 256-NEA4 encryption, the 256-NIA4 integrity, and the 256-NCA4 authenticated encryption algorithm for 5G; Document 1: algorithm specification ".
[z]	3GPP TS 35.246: " Specification of the ZUC based 256-bits algorithm set: Specification of the 256-NEA6 encryption, the 256-NIA6 integrity, and the 256-NCA6 authenticated encryption algorithm for 5G; Document 1: algorithm specification".
*** End of 1st Change ***
