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1
Decision/action requested

It is proposed to approve the key issue for Ambient IoT Service. 
2
References

[1]
TS 22.369, "Service requirements for ambient power-enabled IoT"
3
Rationale
An attacker can cause a Denial of Service (DOS) attack If the AIOT devices perform a spoofed AIOT enable/disable operation (e.g. disable operation). 
A NOTE as “enable/disable device operation as mentioned in SP-231803 will be investigated in this study” is also added in the AIOT SID proposal. Thus, how to protect this operation should be considered in the security study.   
4
Detailed proposal
*** Start of 1st Change ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[xx]
3GPP TS 22.369: "Service requirements for ambient power-enabled IoT"


*** End of 1st Change ***
*** Start of 2nd Change ***
5.X
Key Issue #X: Protection for disable device operation
5.X.1
Key issue details

As specified in TS 22.369 [xx], the enable/disable device operation is used for the operator to manage the Ambient IoT device, which can enable/disable the Ambient IoT device's capability to transmit RF signals. Based on operator policy, there are two categories of disable device operations, i.e. permanent disabling of the capability and temporary disabling of the capability.
5.X.2
Threats

As a management operation, the availability of Ambient IoT devices will be impacted if the disable device operation is not securely performed. For example, if the Ambient IoT device follows the spoofed permanent/temporary disable device operation from an attacker, the Ambient IoT devices will not respond to the network either permanently, or for a period of time, leading to the Denial of Service (DOS). 
5.X.3
Potential security requirements
The 5G system shall provide the means to securely disable Ambient IoT device(s).

Editor’s note: Whether the solutions for this key issue are the same or different from those for communication protection issue is FFS. 
Editor’s note: The conclusion regarding disable operation procedure and the roles (e.g. application owner, network operator) in SA2 should be taken into consideration in security solution and it is ffs.
*** End of 2nd Change ***
