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1
Decision/action requested

This contribution proposes to add gap analysis table to TR 33.745.
2
References

[1]
3GPP TR 33.745: "Study on Security aspects of 5G NR Femto."
3
Rationale

The contribution proposes to fill some fields of the gap analysis table to TR 33.745.
4
Detailed proposal

It is suggested to approve the following change.

**** Start of 1st Change****

Annex <A> (informative):
Gap Analysis w.r.t. TS 33.320

Table A-1: Gap analysis table w.r.t TS 33.320 [2]
	Clause number in TS 33.320
	Can be re-used with update of 5G terms
	Can be re-used partially
	Needs to be completely revised
	Rationale and relevant KI

	4.1
	
	
	
	 

	4.2
	
	
	
	 

	4.3
	
	
	
	 

	4.4
	
	
	
	 

	5.1
	
	
	
	 

	5.2
	
	
	
	 

	5.3
	
	
	
	 

	5.4
	
	
	
	 

	6.1
	
	
	
	 

	6.3
	 
	 
	 
	 

	7.1
	
	 
	 
	 

	7.2
	 
	
	 
	TS 33.320 specifies that authentication mechanism for mutual authentication of H(e)NB and SeGW is mandatory, and the authentication procedure with IPSec is documented. Other authentication mechanism may also be supported, but the procedure is not specified in TS 33.320. 
It needs to investigate the potential authentication mechanisms appropriate for 5G NR Femto.
Relevant KI: #X 


	7.3
	 
	
	 
	 The optional EAP-AKA-based hosting party authentication following the device authentication of the H(e)NB is documented in TS 33.320, it needs to investigate whether the IKEv2 EAP-AKA authentication mechanism is appropriate for 5G NR Femto, whether any enhancement is needed, and the related procedure.
Relevant KI: #Z

	7.4
	 
	
	 
	TS 33.320  specifies the procedure to use IPsec tunnel between the H(e)NB and the SeGW to protect the traffic on the backhaul link. If the 5G Femto does not or does not only support usage of IPsec, the traffic protection mechanism and the related procedure between the 5G Femto and the SeGW needs to be investigated. 

It needs to investigate the potential protection mechanism for the traffic on the backhaul link between 5G NR Femto and 5GC.

Relevant KI: #Y 


	7.5
	 
	 
	 
	 

	8.1
	 
	
	 
	The information used to perform location verification may need to be updated or complemented.

The verifying node is limited to H(e)MS and/or HNB-GW,  it needs to investigate whether other NF may take as this role depending on various requirements. 
Relevant KI: #Z

	8.2
	 
	
	 
	TS 33.320 specifies Access Control Mechanisms for H(e)NB with CSG/non-CSG method.
 In 5G Femto, the CAG concept defined for PNI-NPN will be re-used for Femto access control. It needs to investigate the access control mechanism to support UE accessing to the CAG cell 5G NR Femto. 
Relevant KI: #Z

	8.3
	 
	 
	 
	 

	8.4
	 
	 
	 
	 

	8.5
	 
	 
	 
	 

	9
	 
	 
	 
	 

	10.1
	
	 
	 
	 

	10.2
	
	 
	 
	 

	11.1
	 
	 
	 
	 

	11.2
	 
	 
	 
	 

	Annex A
	 
	 
	 
	 

	Annex B
	 
	 
	 
	 


NOTE: This annex contains a table and potential descriptions for gap analysis between security aspects of 5G NR Femto and TS 33.320, studying to what extent the clauses in TS 33.320 can be reused. 

**** End of 1st Change****

