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1
Decision/action requested

This contribution proposes to add new key issue to TR 33.745.
2
References

[1]
3GPP TR 33.745: "Study on Security aspects of 5G NR Femto."
3
Rationale
TS 33.320 only specifies the procedure to use IPsec tunnel between the H(e)NB and the SeGW to protect the traffic.Whether this is enough or appropriate for the 5G Femto needs to be investigated. 

This contribution proposes to add new KI to investigate the potential protection mechanism for the traffic on the backhaul link between 5G Femto gNB and 5GC.

4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ***************
5.X
Key Issue #X: Protection of backhaul link between 5G NR Femto and 5GC
5.X.1
Key issue details

5G NR Femto accesses operator’s core network . The backhaul between 5G NR Femto and SeGW may be insecure. TS 33.320 specifies the procedure to use IPsec tunnel between the H(e)NB and the SeGW to protect the traffic. Whether this is enough or appropriate for the 5G NR Femto needs to be investigated. 

This key issue proposes to investigate the potential protection mechanism for the traffic on the backhaul link between 5G NR Femto and 5GC.
5.X.2
Security threats

- Lack of confidentiality protection on the backhaul link may lead to leakage of sensitive information.

- Lack of integrity protection on the backhaul link may lead to unnoticed modification of information in transit.

- Lack of replay protection on the backhaul link may lead to several negative impacts as a result of replay attacks, such as theft of service, leakage of sensitive information, or loss of control.

X.3
Potential security requirements

Confidentiality and integrity protection as well as replay protection of communication between the 5G NR Femto and 5GC shall be supported.
*************** End of the change ****************
