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1
Decision/action requested

This contribution proposes to add new key issue to TR 33.745.
2
References

[1]
3GPP TR 33.745: "Study on Security aspects of 5G NR Femto."
3
Rationale

TS 33.320 specified Access Control Mechanisms for H(e)NB with CSG/non-CSG method. However, based on architecture assumption in SA2, the CAG concept defined for PNI-NPN will be re-used for Femto access control. The contribution proposes to investigate any needed enhancements of UE access control to support the UE moving between CAG cell of 5G Femto and CSG cell. 
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ***************
5.X
Key Issue #X: UE access control
5.X.1
Key issue details

SA2’s architecture assumes that the existing CAG concept defined for PNI-NPN is re-used for Femto access control. This key issue investigates UE access control mechanism to support the UE accessing to the cell of 5G NR Femto. 
Editor’s Note: Based on SA2 outcome, the access control mechanism to support UE moving between CAG cell of 5G NR Femto and CSG cell is FFS.
5.X.2
Security threats

If a rogue UE accesses to an 5G Femto gNB with a given CAG ID, to which it does not belong to, the following types of attacks could potentially occur:

-  The wasting of resource of 5G NR Femto.
-  The Femto owner might end-up paying the charges for the rogue user
5.X.3
Potential security requirements
UE access control with CAG concept of 5G NR Femto shall be supported; 

*************** End of the change ****************
