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1
Decision/action requested

This contribution proposes to add new key issue to TR 33.745.
2
References

[1]
3GPP TR 33.745: "Study on Security aspects of 5G NR Femto."
3
Rationale

TS 33.320 lists some information which may be used to perform location verification. This list may need to be updated or complemented.

TS 33.320 specifies H(e)MS and/or HNB-GW as the verifying node, it needs to investigate whether SeGW may take this role as a verifying node depending on various security requirements. 

Based on the gap analysis above, this contribution proposes to add new KI on security threat from inappropriate 5G Femto location reporting to the network.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ***************
5.X
Key Issue #X: Support of 5G Femto location security
5.X.1
Key issue details

The 5G NR Femto can be deployed in residential homes, the buildings of enterprises and small business etc., and are  out of the direct operators’ control. Operators require assurance of the 5G Femto location to satisfy various security, regulatory and operational requirements. 
TS 33.320 lists some information which may be used to perform location verification and specifies H(e)MS and/or HNB-GW as the verifying node, based on the gap analysis, this key issue is supposed to investigate whether the location verification information list may need to be updated or complemented.
5.X.2
Security threats

If an attacker either changes the location information of an 5G NR Femto or is in position to mis-inform 5G NR Femto regarding its location. Thus a stolen 5G NR Femto could be used in unwanted place, the following problems may occur:
- Users: Users might have no service in primarily expected location. Emergency calls might be routed to the wrong location.

- Operator network: Provisioning of services meant for different location with potential impact on revenue.

If 5G Femto changes its location without reporting, customers may relocate Femto and make the provisioned location information invalid, the following problems may occur:
- Users: Emergency call from such Femto cannot be reliably located, or routed to correct emergency centre. This also violates governmental requirements in some counties.
- Operator: Lawful interception position reporting becomes impossible.

5.X.3
Potential security requirements

5G NR Femto location verification mechanism shall be supported to satisfy various security, regulatory and operational requirements of operators.
*************** End of the change ****************
