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1
Decision/action requested

This contribution proposes to add security assumptions to TR 33.743.
2
References

3
Rationale

The contribution proposes to add security assumptions to TR 33.743.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the 1st change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[aa]
3GPP TS 22.261: "Service requirements for next generation new services and markets; Stage 1".

[bb]
3GPP TS 23.304: "Proximity based Services (ProSe) in the 5G System (5GS)".
[cc] 
3GPP TR 23.700-03: "Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS) Phase 3".
[dd]
3GPP TS 33.503: " Security aspects of Proximity based Services (ProSe) in the 5G System (5GS)".
[ee]
3GPP TS 33.501: "Security architecture and procedures for 5G system".


***  BEGINNING OF THE 2nd CHANGE  ***
*************** Start of the 2nd change ****************
4
Overview and Security Assumptions

Based on the normative Stage-1 requirements in TS 22.261 [aa] and 5G ProSe architecture principles as defined in TS 23.304 [bb], TR 23.700-03 [cc] aims to enhance the architecture aspects of 5G system to support multi-hop over NR PC5 reference point for Layer-2 and Layer-3 UE-to-Network Relays, and support multi-hop over NR PC5 reference point for Layer-3 UE-to-UE Relays.
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Figure 4-1: Example scenario of multi-hop UE-to-Network Relay

As shown in the figure 4-1 above, the Layer-2 and Layer-3 5G ProSe multi-hop UE-to-Network Relay allow the Remote UE to communicate with the network via multi-hop Relay(s) and UE-to-Network Relay, and vice versa. While the Layer-3 5G ProSe multi-hop UE-to-UE Relay allows the End UE to communicate each other via more than one UE-to-UE relays.
Note1: The 5G ProSe multi-hop UE-to-Network Relay refers to the relay participated in multi-hop U2N relaying which is located between Remote UE and UE-to-Network Relay. 
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Figure 4-2: Example scenario of support of Layer-3 multi-hop UE-to-UE Relay
The security architecture and procedures for 5G ProSe are specified in TS 33.503 [dd]. The current mechanisms of TS 33.503 [dd] cover the scenarios of "single-hop Relay" (i.e. UE-to-Network Relay and UE-to-UE Relay) and hence potential enhancements are needed for the scenarios above.
The architecture with the following security assumption:


-
The architecture assumptions and principles as defined in TR 23.700-03 [cc] are used as architecture assumptions in this study.

-
The security architecture and procedures as defined in TS 33.503 [dd] / TS 33.501 [ee] are reused as a baseline.
-
The security architecture needs to enable secure multi-hop UE-to-UE relay discovery and communication when the Source UE, Target UE as well as the Layer-3 UE-to-UE relay(s) can be in coverage and out of coverage.
-
The security architecture needs to enable secure multi-hop UE-to-Network relay discovery and communication when the Remote UE as well as the multi-hop UE-to-Network Relay(s) can in coverage and be out of coverage.
-
It is assumed that the multi-hop UE-to-Network Relay(s)  and the multi-hop Layer-3 UE-to-UE relay(s) are trusted entities.

*************** End of the change ****************

5G ProSe Remote UE
Relay participated in multi-hop U2N relaying
NG-RAN
PC5
5G ProSe UE-to-Network Relay
PC5
Uu
5GC
Data Network
N6



_1774252058.doc


End UE











Multi-Hop 



UE-to-UE Relays







End UE












