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1
Decision/action requested

It’s proposed to approve this new key issue.
2
References

[1]
3GPP TR 23.700-77 Study on system architecture for next generation real time communication services Phase 2

3
Rationale

SA2 has been studied the key issue of Impact on IMS architecture, interfaces, and procedures to support IMS capability exposure in the context of IMS data channel session in TR 23.700-77[1].
In the context of IMS capability exposure, the IMS capability and events are exposed from DCSF to DCAS. During this procedure, without proper security protection, some user related information like Caller/Called ID, DC events, etc. may be disclosed to unrelated 3rd party ASes. What’s more, the malicious AF may manipulate an ongoing DC, to interrupt the communication or push unexpected services, which potentially lead to further DoS attacks. 
Detailed proposal

**** Start of 1st Change****
5.X
Key Issue #X: Security and privacy aspects of IMS DC capability exposure

5.X.1
Key issue details

From security point of view, without proper security control, the IMS DC services may be illegally used by malicious application function/server (AF/AS), e.g.:

First, the malicious AF may eavesdrop or manipulate IMS DCs. 
-
Event of DC establish, terminate, DC application download, etc., may be exposed to unexpected 3rd party DC AS without aware of the end user.
-
The malicious AF may manipulate DC to push unwanted services to the user, e.g. AF manipulates the bootstrap DC to download unwanted applications without awareness of the user/UE. 
-
The malicious AF may manipulate DC to over-consume the IMS and network resources with or without awareness of the user/UE. 
Second, the malicious AF may launch DoS attack with updating/terminating an ongoing DC, and cause interruption on the IMS communication of an end user. 

Third, there could be a privacy compromise of the user. i.e. 
-
Caller/Called Id of a DC session is disclosed to unexpected 3rd party AF/AS.
-
Subscriber's favorite (applications) and habit could be disclosed to and inferred by unexpected 3rd party AF/AS. 
3GPP defined Network Exposure Function (NEF) supports mutual authentication between AF and NEF, however, detail procedure to authorize an AF to receive DC event or control DC session is still missing. For example, what authorization polices should be defined, in which function of IMS system the authorization policies should be administrated, in which function the authorization decision should be made, and in which function the authorization policies should be enforced, when and how those policies need to be exchanged, etc.

In addition, authorization from user on DC session control is still not available. For example, how to get feedback from a user before bootstrap or application DC of the user is created/updated/terminated by an application.

Further, privacy protection of a DC user during DC event exposure has not been considered in NEF or other 3GPP defined functions.



5.X.2
Security threats

User private information like Caller/Called ID, DC events, etc. may be disclosed to unrelated 3rd party ASes.

A malicious AF may manipulate an ongoing DC, to interrupt the communication or push unexpected services, which potentially lead to further DoS attacks.
5.X.3
Potential security requirements

The 3GPP system shall support privacy protection during the IMS capability exposure procedures.
The 3GPP system shall support authentication and authorization of data channel application server during the IMS capability exposure procedures.
**** End of 1st Change****
