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Decision/action requested

Approve this new solution for inclusion in TR 33.757.
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Rationale

It is proposed to add a new solution for KI#2. 

A misbehaving NF deployed in the customer premises may initiate unauthorized service operations and if the home network does not validate the target UE, some information of the target UE (e.g. UEs belonging to operator premises) will be leaked. Thus, 5GS should support the means to restrict access to services and information exchanged between customer and operator premises and vice versa.
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Detailed proposal

*** 1st CHANGE ***

6.X


Solution #X: Security protection to avoid UE information disclosure
6.X.1
 Introduction

This solution addresses KI#2: Dedicated NFs interacting with PLMN through SBA interface.
A misbehaving NF in the customer premises may request the NF(s) in a PLMN to consume a service that are not allowed by the customer premises.

In case of the customer opting to extend the NF service to GMLC, there could be a possibility to build an attack where an NF in the customer premises may get unauthorized UE’s location using the LCS service. As specified in TS 23.273[2], the Gateway Mobile Location Centre (GMLC) is the first node an external LCS client accesses in a PLMN. After performing authorization of an external LCS Client or AF and verifying target UE privacy, a GMLC forwards a location request to a serving AMF using Namf interface.  However, it is assumed that the LCS system deployed in the customer premises shall only provide service to a certain number of UE based on the Customer’s requirement. For example, the LCS system shall provide location service for some UEs belonging to the hosted NPN users. If the home network does not check the relation between the customer premises and the target UE, location information of the target UE (e.g. UEs belonging to the home network) will be leaked.

The solution is proposed to prevent the NFs in the customer premise from requesting the UE's privacy information (e.g., location information) in the operator premise.
6.X.2 
Solution details

The solution proposes to deploy a security proxy at the border between the operator premise and customer premise. The security proxy is owned by the operator. The security proxy is able to check whether the service is allowed for the specific PNI-NPN domain, when it receives the request from such domain. The security proxy prevents the leakage of UE privacy information in the operator premise by checking the PNI-NPN ID and the UE ID (e.g., SUPI and GPSI) in the service request from the NF consumer in the customer premise. Unlike the NFs in the operator and customer premise, the security proxy does not need to register to the NRF. The security proxy is more like a SEPP or SCP, instead of the NEF.
The solution reuses PNI-NPN IDs to identify the services sent from the customer premises. As specified in TS 23.501[3], " Public Network Integrated NPNs are NPNs made available via PLMNs e.g. by means of dedicated DNNs, or by one (or more) Network Slice instances allocated for the NPN." A security proxy deployed in operator premises shall check the authorization of the service request based on the PNI-NPN IDs (e.g. dedicated DNNs, S-NSSAIs) and a pre-configured local policy. As an example, the pre-configured local policy may include a list of UE’s ID and service range. When the security proxy receives a service request from the PNI-NPN, it checks whether the target UE and service request are in the pre-configured local policy. The security proxy forwards the service request to the corresponding NF in the operator premises only after successful verification.
NOTE: For this solution it is assumed that hosted NPN NF’s are provisioned with either DNN or S-NSSAI.  
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Figure 6.X.2 -1: Security protection to avoid UE privacy information disclosure.
1. Once an NF consumer in the customer premises, denoted by NF-CP, sends a service request to operator premises, it sends the service request to a security proxy firstly. If the service request is used to request some information and services of a UE, the service request shall include a dedicated DNN or S-NSSAI and an SUPI or a GPSI for the target UE.

2. The security proxy checks the authorization based on dedicated DNN or S-NSSAI and a pre-configured local policy.  If the target UE is not allowed to exposure the information or invoke a service to the customer premises, the security proxy shall reject the service request received in step 1.

3. If the authorization is successful, the security proxy sends the service request to the corresponding NF producer in the operator premises, denoted by NF-OP. 

4-5 After receiving a service response, the security proxy shall send it to the NF-CP directly.
6.X.3 Evaluation

1. The security proxy does not change the authorization flow. OAuth 2.0 framework is still supported, and the producer NF can still decide whether to provide the service.

2. Other security issues, e.g. DoS attacks, are not covered by this proposed solution.
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