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1
Decision/action requested

Approve the key issue on authorization mechanism for inclusion in TR33.784. [1] 
2
References


[1]
3GPP TR 33.784, ' Study on security aspects of Core Network Enhanced Support for AIML' 
[2]
3GPP TR 23.700-81, ' Study of Enablers for Network Automation for the 5G System (5GS); Phase 3' 

3
Rationale

TR 23.700-81[2] studies the architecture enhancement to support Federated Learning (FL) which allows the cooperation of multiple NWDAFs containing MTLF to train an ML model in 3GPP network. As per KI#8 in TR 23.700-81[2], it will involve selection of participant NWDAF instances in the FL group. Vertical Federated Learning (VFL) is a collaborative AI/ML that may support AI training and inference for verifying and/or predicting the application QoE performance, network energy saving, and mobility optimization. This collaborative AI/ML operation involves 5GC/NWDAF and/or AF. Malicious participants, e.g. external AF could join the VFL group and cause several security issues, such as a model leak and model alteration. Thus, SA3 needs to study the potential solutions on the the authorization aspects of VFL server and VFL clients in the VFL group.. 
4
Detailed proposal

SA3 to kindly approve inclusion of these changes in TR 33.784 [1].
********* Begin 1st change*********
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x1]
3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services".
[x2]                      3GPP TR 23.700-84, ' Study on Core Network Enhanced Support for Artificial Intelligence (AI)/Machine Learning (ML)'
********* End 1st change*********
********* Begin 2nd change*********
5.X   Key Issue #x: Authorization mechanism of selection of VFL participants in the VFL group
5.X.1
Key issue details 
The TR 23.700-84 [x2] studies the architecture enhancement to support VFL which allows the cooperation of  NWDAFs containing MTLF and AFs to train an ML model in 3GPP networks. 

In Rel-18, security of ML model sharing between NWDAFs has been studied as a part of Horizontal Federated Learning. However,vertical federated learning(VFL) between NWDAF and AF has not been studied (e.g. when the NWDAFs and/or AFs are in different domains, locations, regions etc).. Hence, the authorizations of VFL client and VFL server to participate in the VFL process shall consider the scenario that the VFL participants (i.e., VFL client and VFL server) may be the NWDAF and AF.


This key issue studies the authorization aspects of VFL server and VFL clients in the VFL group Considering AF/NWDAF can operate as a VFL client/VFL Server. VFL members also called VFL participants and VFL participant can be active, or passive as defined in TR 23.700-84 [x2].
.
5.X.2
Security threats
There are following threats that could occur during the VFL process:



If a VFL client joins a VFL group without being authorized by the VFL server, it may lead to the following issues:

- 
The unauthorized VFL client may affect the generation of VFL group's ML model negatively. 








5.X.3
Potential security requirements

5GS shall support the authorization of members involved in vertical federated learning (VFL) group including NWDAFs and/or AFs.


Editor’s Note: Whether the VFL group needs to be authorized is FFS which is dependent on SA2’s progress. 
Editor’s Note: The security issue of potential topology information exposure (e.g. NF instance ID) to external AF after authorization is ffs. 
Editor’s Note: The terms can be updated based on SA2’s progress.

********* End 2nd change*********
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