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1
Decision/action requested

This contribution proposes to add a key issue to TR 33.745.
2
References

[1]
3GPP TR 23.700-45: "Study on System aspects of 5G NR Femto".
3
Rationale

According to TR 23.700-45 [1], the 5G NR Femto aims to re-use the existing CAG mechanism defined for PNI-NPN for access control. In order to add flexibility to the 5G NR Femto, the owner of 5G NR Femto (or CAG or both) is able to control which UE(s) can access to the 5G NR Femto. The owner or an authorized administrator is able to provide/update CAG information to the network that 5G NR Femto serves and the network that the UE has subscription.
From a security point of view, only the authenticated 5G NR Femto owner or an authorized administrator is able to manage the CAG information for 5G NR Femto system. A mechanism for authentication and authorization for the owner or administrator is needed.
4
Detailed proposal

************* Start of 1st Changes *************

5.X
Key Issue #X: Security of 5G NR Femto Ownership
5.X.1
Key issue details
According to TR 23.700-45 [X], the 5G NR Femto aims to re-use the existing CAG mechanism defined for PNI-NPN for access control. In order to add flexibility to the 5G NR Femto, the owner of 5G NR Femto (or CAG or both) is able to control which UE(s) can access to the 5G NR Femto. 
The 5G NR Femto owner or administrator (or CAG or both) may or may not belong to the operator domain and is able to provide/update CAG information to the network that 5G NR Femto serves and the network that the UE has subscription.
From a security point of view, a fake owner of 5G NR Femto or an unauthorized administrator may provision false information of subscribers allowed to access 5G NR Femto cells. Thus, only the authenticated 5G NR Femto owner or an authorized administrator is able to manage the CAG information for 5G NR Femto. A mechanism for authentication and authorization for the owner or administrator is needed.
5.X.2
Security threats
Unauthorized parties or fake owner of 5G NR Femto can gain access to the CAG information and perform unauthorized operation (e.g. update, deletion) to the CAG information if the owner or the administrator is not properly authenticated or authorized.
5.X.3
Potential security requirements
The 5GS shall support means for authentication and authorization of the 5G NR Femto owner. 
************* End of 1st Changes *************

