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1
Decision/action requested

Approve the pCR on new solution on key issue #1.
2
References

3

Rationale

This contribution proposes a new solution to addresses the key issue #1 “Bidding down attacks from LTE/NR to decommissioned GERAN/UTRAN”.
4
Detailed proposals
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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[xx]
3GPP TS 23.122: “Non-Access-Stratum (NAS) functions related to Mobile Station (MS) in idle mode”.
[yy]
3GPP TS 24.501: “Non-Access-Stratum (NAS) protocol for 5G System (5GS)”.
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6.Y
Solution #Y: Reuse SoR procedure for bidding down attack mitigation
6.Y.1
Introduction
The solution addresses the key issue #1 “Bidding down attacks from LTE/NR to decommissioned GERAN/UTRAN”.
The solution proposes to reuse the existing SoR procedure to inform the UE of the network status (whether the RAT is valid or invalid), and introduces UE-side control so that users can choose to enable or disable this feature.
6.Y.2
Solution details

Steering of roaming (SoR) allows the HPLMN to update the "Operator Controlled PLMN Selector with Access Technology" list in the UE by providing the HPLMN protected list of preferred PLMN/access technology combinations via NAS signalling, which is described in Annex C (normative) in TS 23.122 [xx]. 
After the operator has decommissioned the GERAN or UTRAN, they can reuse the existing SoR procedures to notify the UE to update the "Operator Controlled PLMN Selector with Access Technology," which indicates the PLMN list and whether the related access technology is valid or invalid. The SoR transparent container is described in 9.11.3.51 in TS 24.501 [yy].
The UE will use this list for PLMN selection, as outlined in clause 4.4.3.1.1 in TS 23.122 [xx]. The order of priority for PLMN selection is: 1) available HPLMN or EHPLMN; 2) user-controlled list; 3) operator-controlled list (updated by the SoR procedure); 4) other PLMN/RAT with high quality; 5) other PLMN/RAT in order of decreasing signal quality; 6) disaster condition (only if UE support MINT).
However, the UE can still select the PLMN/RAT not included in the operator-controlled list as for 4) and 5), which may lead to a bidding down attacks due to a potential decommissioned RAT and FBS. Thus, it is proposed that the user can configure the UE to support bidding down attack mitigation, and once it is activated, the UE shall not select the RATs that are invalid in the network according to the operator-controlled list, e.g. for the PLMN/RAT in case 4) and 5).
6.Y.3
Evaluation

The solution addresses key issue #1 “Bidding down attacks from LTE/NR to decommissioned GERAN/UTRAN”.

The solution only has UE impact: enhancements on network/RAT selection if UE activates to support bidding down attack mitigation.

The solution reuses the existing SoR procedure to update the decommission PLMN/RAT information, and only enhances the PLMN/RAT selection on UE side based on received decommission information. The solution does not affect the network side. The solution requires SoR solution is deployed.
This solution does not address the problem for legacy devices.
This solution is working in 5G, and is not working in LTE.
Editor’s Note:
Whether the solution can work in non-roaming case should be clarified and should be checked with CT1.
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