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1
Decision/action requested

Approve the pCR on new key issue on algorithm negotiation for 256-bit algorithms.
2
References

3

Rationale

This contribution proposes a new key issue on algorithm negotiation for 256-bit algorithms.
4
Detailed proposals
Start of Change 
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5.X
Key issue #X: Algorithm negotiation for 256-bit algorithms
5.X.1
Key issue details

Currently, 5G system supports the use of 128-bit algorithms for encryption and integrity protection in AS and NAS layer as described in clause 5.11 and 6.7 in TS 33.501 [3]. 

Additionally, specifications for 256-bit algorithms have been completed for 256-bit Snow 5G (TS 35.240 [aa], TS 35.241 [bb], TS 35.242 [cc]), 256-bit AES (TS 35.243 [dd], TS 35.244 [ee], TS 35.245 [ff]), and 256-bit ZUC (TS 35.246 [gg], TS 35.247 [hh], TS 35.248 [ii]). It's important to note that the authenticated encryption protection algorithm for these algorithms has also been introduced.
The key issue is how to negotiate these 256-bit algorithms in the 5G System. When comparing the negotiation with 128-bit algorithms, several issues need to be addressed, particularly in the context of supporting authenticated encryption protection algorithm:
1. How to indicate UE support of 256-bit algorithms (including encryption, integrity protection, and authenticated encryption algorithm). For example, as specified in clause 9.11.3.54 of TS 24.501[4], the UE security capability IE has spare space, in which the 256 bits algorithm identifier(s) can be added
2. Whether enhancements are needed on how to select the 256-bit algorithm on the network side.

3. How to indicate the selected 256-bit algorithm.

4. How to handle the case if the RRC selects an authenticated encryption algorithm, but UP protection only activates encryption or integrity protection.
5. According to TS 33.501 [3], 128-bit integrity/encryption algorithms used for NAS/AS protection are negotiated via NAS/AS SMC message, which is only integrity protected. If the AE is selected, the AE may encrypt the whole NAS/AS SMC message. How to negotiate NAS/AS algorithms using authenticated encryption algorithm in 5GS is not clear.
5.X.2
Security threats
N/A.
5.X.3
Potential security requirements

The 5GS shall support the means to negotiate the new 256-bit algorithms (including encryption, integrity protection, and authenticated encryption algorithm) in AS and NAS layers.
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