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1
Decision/action requested

This contribution proposes updates to solution 4 in TR 33.702. 
2
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3
Rationale

The solution 4 in [1] is refined to make it more light weight as the challenge messages were not needed for the solution to work. So removing them will make the solution more lightweight. Moreover as the solution euses the concepts of EAP-5G messages between UE and TNGF to send the security establishment related messages as in TS 33.501 Clause 7A.2.1 Authentication for trusted non-3GPP access, the solution can work with least impacts to the current system.

In Figure 6.4.2-1: step 10c, d and e are removed as existing steps as in TS 33.501 can be reused.

In Figure 6.4.2-2: all challenge exchange messages are removed as they are not essential for the security establishment part of the solution.

Added minimal text to say, the same solution principle can be reused for KI#3.

4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.702.
*****Start of Change 1*****
6.4
Solution #4: Security Establishment for TNAP Mobility
6.4.1
Introduction 

The solutions address Key Issue #1 and #3.

6.4.2
Solution details

The solution describes to provide UE with TNGF ID and exchange freshness parameter (such as nonce to facilitate common security establishment between UE and Trusted Non-3GPP Access Network i.e., TNGF) during the Initial registration procedure (i.e., following a successful authentication for trusted non-3GPP access) as shown in Figure 6.4.2-1. Further if a UE connected to TNGF via a TNAP (i.e., say TNAP 1) decides to move to another TNAP (i.e., say TNAP 2), the solution propose to use the following Security Establishment procedure for TNAP Mobility shown in Figure 6.4.2-2 as described below.
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Figure 6.4.2-1: Authentication for trusted non-3GPP access

The actual registration procedure for trusted non-3GPP access steps related to 6.4.2-1 are described in TS 23.502[4], clause 4.12a.2.2 and the related authentication steps are shown in TS 33.501[3] Clause 7A.2.1. Therefore, the necessary enhancements for steps 10b is described below.

During EAP-5G procedure (i.e., executed in steps 4-10), at step 10b: The TNGF sends TNGF address and TNGF Nonce (TNonce) to UE.The UE and the TNGF can derive a Reauth-ID for the UE from TNGF key using the inputs parameters such as TNGF-ID, Nonce from TNGF.
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Figure 6.4.2-2: Security Establishment procedure for TNAP Mobility 

The steps shown in Figure 6.4.2-2 is described as follows:

1.
The UE established a layer-2 (L2) connection with TNAP2. 

2.
The TNAP2 initiates an EAP session as usually by requesting the UE identity.

3.
The UE provides a Network Access Identifier (NAI) containing username = Reauth-ID and realm = nai.5gc.tngf<TNGF-ID>.mnc<MNC>.mcc<MCC>.3gppnetwork.org. The Reauth-ID was derived as described for figure 6.4.2-1 and the TNGF-ID was received when the UE was first connected to TNGF, e.g. with an Initial Registration via TNGF. The UE provides username = Reauth-ID because the UE does not want to initiate NAS signaling with 5GC, but it wants to reauthenticate with the TNGF.

4.
The TNAP1 selects TNGF based on the TNG1-ID in the received realm and forwards the NAI to TNGF.

5.
The TNGF finds a stored UE context containing the received Reauth-ID, thus, it determines that the UE is a known UE which requests reauthentication. Therefore, it initiates the following steps. If the TNGF cannot find a stored UE context containing the received Reauth-ID, then the TNGF sends either an error response to UE, it initiates the signalling procedure related to normal authentication for trusted non-3GPP access as described in TS 33.501[3] Clause 7A.2.1.


 






The TNGF derives a fresh Reauth-ID for the UE, e.g., by using TNGF key stored in TNGF, TNGF-ID, TNonce and a suitable usage type distinguisher. In addition, the TNGF derives a new TNAP key by using the TNGF key stored in TNGF, the TNGF-ID, the TNonce and a suitable usage type distinguisher.

6a-b.
The TNGF sends EAP-5G notification to UE with Tnonce along with MAC (derived using the TNGF key for integrity protection) and the new TNAP key to TNAP2 in AAA message.  
7.
The UE following a successful MAC verfication, derives a new Reauth-ID (using inputs same as described in step 5)  and  the UE derives also a new TNAP key similarly to the TNGF (as in step 5).

8a-b.
The new TNAP key is applied to establish over-the-air security between the UE and TNAP2. If needed, the UE may receive new IP configuration information (e.g., a new IP address).

9.
The UE resumes communication with TNGF via TNAP2. 
Solution Adaptations for KI#3:

The solution#4 can be reused by replacing the following aspects: a) replace UE with N5CW; b) replace TNGF with TWIF; c) replace KTNGF with KTWIF; and d) replace TNAP with TWAP. Step 6a-b, EAP-5G notification can be skipped and the Tnonce can be sent over AAA to TWAP and further over L2 to N5CW.
6.4.3
Evaluation

The solution addresses KI#1 and it enables the following aspects. 

Further impacts related to the solution includes:

For UE TNAP mobility scenario, the UE and TNGF derives new TNAP key following a successful MAC verification using the previously established security context (from the initial primary authentication) i.e., TNGF key and nonce(s) as a freshness parameter. The UE and TNGF need to derive a Re-auth ID, the details of the inputs is upto the normative work. UE need to construct NAI using Re-auth ID and TNGF information. The TNGF need to find a stored UE context based on Reauth-ID. The solution impacts EAP-5G procedure.
TNGF: Need to provide Nonce, during initial registration procedure andthe existing TNGF address can be used as TNGF ID.
For KI#3, the evaluation is same as KI#1.
*****End of Change 1*****
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