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1
Decision/action requested

Approve the KI added to TR 33.784

2
References
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S3-240969 “New SID on Study on security aspects of Core Network Enhanced Support for AIML”

3
Rationale

In the SA3 meeting 115, the study item “Study on security aspects of Core Network Enhanced Support for AIML “ was approved[1]. The WT#1 of the SID is as follows

WT#1: Study whether and how to consider enhancements to LCS to support AI/ML based Positioning considering the conclusions in 3GPP TR 38.843.

Potential security aspect: 
Based on conclusions in 3GPP TR 38.843 and RAN approved WID RP-234039, 5 use cases (i.e. case 1, 2a, 2b, 3a, 3b) which will be studied by RAN. And as agreed in TR 23.700-84, only case 2b and case 3b (i.e. model is on the LMF) will be studied at this stage, and the main issue is to study model transition between LMF and NWDAF. Thus, the authorization of ML model retrieval should be considered. 

For case 1 and 2a, the model is located in UE side, and for case 3a, the model is located in gNB side. There is no ML model transition, the only issue may be privacy of collected data, so it is based on RAN conclusion.

.
4
Detailed proposal

All content in the change part is new.

***************  Start of 1st change  ************
5.X
Key Issue #X: Authorization of AIML Model Retrieval
5.X.1
Key issue details

Uses cases studied in 3GPP TR 38.843 concerning the model transfer between LMF and NWDAF raise the issue of authorization in the model transfer between AIML entities. 

As the basic security need, 5GC should provide a mechanism to enable the authorization of ML model retrieval.
5.X.2
Security threats

AIML model transfer without authorization can cause the AIML model leak and/or unauthorized access to entities such as AIML model for location leaked to unauthorized LMF.
5.X.3
Potential security requirements

The AIML system shall provide a mechanism to enable the authorization of AIML model retrieval.

***************  End of change  ************
