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Decision/action requested

Approve the KI added to TR 33.784
2
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3
Rationale

In the SA3 meeting 115, the study item “Study on security aspects of Core Network Enhanced Support for AIML“ was  approved. 
The WT2 of the study item is to study whether and what potential enhancements are needed to enable 5G system to assist in collaborative AI/ML operation involving 5GC/NWDAF and/or AF for “Vertical Federated Learning (VFL)”. 
The security aspect of the WT2 includes supporting privacy protection in the training data, such as UE ID, UE location,  etc.
4
Detailed proposal

All content in the change part is new.

***************  Start of 1st change  ************
5.X
Key Issue #X: Privacy Protection in VFL Training Data
5.X.1
Key issue details

VFL training data may contains privacy information such as the UE ID, location, etc. During the training, the intermediate model can be transferred from one VFL entity to another. The final AIML model can also contain privacy information if not properly protected. There have been researches to support AIML models with different privacy-preserving approaches as general approaches. However, there is a need to identify the proper mechanism in wireless infrastructures to ease the development of various vertical federated learning algorithms.
Therefore, as the basic security need, the privacy in the VFL training data should protected to avoid the malicious attacks against the training.
5.X.2
Security threats

Without protection of such privacy information in the training data or in the AIML model, the privacy can be revealed without the agreement of the data subject.

In addition, the privacy of AIML training data can be recovered from the model if it is not protected.
5.X.3
Potential security requirements

The AIML system shall provide mechanism to support training data privacy protection.

***************  End of 1st change  ************
