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Decision/action requested

SA3 to approve this pCR for Draft TR 33.700-41
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Rationale

In SA3#113 meeting, a SID to study on enabling a cryptographic algorithm transition to 256 bits was agreed. Based on the objectives in S3‑235091 [1], it is proposed to study the challenges in supporting both 128 bits and 256 bits key.

According to the below excerpt from TS 31.102 [2], it is evident that the USIM supports subscription with permanent secret key length of 128 bits or 256 bits.

Following are the length of authentication parameters as specified in TS 33.102 [3].


According to the above excerpt, CK and IK shall have a length of 128 bits (combining gives 256 bits). Further based on the key derivation and distribution as specified in clause 6.2.2 in TS 33.501 [4], NAS and AS keys are truncated to 128 bits for 128 bits algorithm. If UE and network negotiate and agree to use 256 bits security algorithm, the derived NAS and AS keys would be used without truncation.

Following are the scenarios when a permanent key (K) in the USIM has 256 bits or 128 bits key length, respectively:

Permanent key length (K) is 256 bits

If UE and network negotiate and agree to use either 256 bits or 128 bits security algorithm, it provides sufficient entropy in both cases. 

Permanent key length (K) is 128 bits

If UE and network negotiate and agree to use 128 bits security algorithm, it provides sufficient entropy. 

But in case if UE and network negotiate and agree to use 256 bits security algorithm, it does not provide sufficient entropy.

Observation: The security algorithm negotiation between UE and the network to select either 128 bits or 256 bits security algorithm without considering the permanent key length will result in insufficient entropy in case when 128 bits K is used and 256 bit algorithm is selected.
4
Detailed proposal

*** Start of 1st Change ***

5.X
Key Issue #X: Key Issue on using different permanent secret key lengths

5.X.1
Key issue details

Permanent secret key length issue

As per TS 33.501 [xx], the long-term key K length could be either 128 bits or 256 bits long. If the long-term key K length is 128 bits, it does not have any security benefit to use 256 bits algorithm.

According to TS 33.501 [xx], the NAS and AS keys are truncated to 128 bits for 128 bits algorithm. If UE and the network negotiate and agree to use 256 bits algorithm, the derived NAS and AS keys would be used without truncation.
The length of the permanent secret key to be taken into account when selecting the algorithms.

NOTE: Depending on security preferences or performance requirements, it may be required to restrict the use of 128-bit keys in 256-bit algorithms, and vice versa. 
Security capability indication issue caused by the key length

Currently, 5GS only supports the negotiation of 128-bit security algorithms. Specifically, 5GS uses the NAS SMC procedure to negotiate 128-bit security algorithm (e.g., 128-NEA1) with the UE for NAS security [xx]. The negotiation of 128-bit security algorithm (e.g., 128-NEA1) for AS security is achieved via the AS SMC procedure [xx].

A mechanism that supports negotiation of 128-bit/256-bit security algorithm shall be developed. Compared to traditional scenarios that only apply 128-bit long-term key K and 128-bit security algorithms, the following four possible cases need to be considered in 256-bit scenarios.

· 128-bit long-term key K in UICC, the ME supports both 128-bit security algorithms and 256-bit security algorithms

· 128-bit long-term key K in UICC, the ME only supports 128-bit security algorithms

· 256-bit long-term key K in UICC, the ME supports both 128-bit security algorithms and 256-bit security algorithms

· 256-bit long-term key K in UICC, the ME only supports 128-bit security algorithms 

It is not clear how the UE indicates its support on the security algorithms during the algorithm negotiation procedure when UICC and the ME are different in terms of security level (e.g., 256-bit long-term key K in UICC, the ME only supports 128-bit security algorithms).

5.X.2
Security threats

Not applicable

5.X.3
Potential security requirements

The 5G system shall support the negotiation of the key length (either 128 bits or 256 bits) based on the permanent secret key length (K).
The 5G system shall ensure that the key length of security algorithm is not longer that the key length of the permanent secret key K.
*** End of Changes ***
6.1	Authentication and key agreement procedure


…………


A permanent secret key K is used in this procedure. This key K has a length of 128 bits or 256 bits and is stored within the USIM for use in the algorithms described below. Also more than one secret key K can be stored in the USIM. The active key to be used by the algorithms is signalled within the AMF field in the AUTN.


………….





………….


6.3.7	Length of authentication parameters


The authentication key (K) shall have a length of 128 bits or 256 bits. 


NOTE:	Examples of algorithm set for 3GPP authentication and key agreement functions allow either an authentication key K with only a length of 128 bits, or an authentication key K with a length of 128 bits or 256 bits. Depending on the chosen algorithm set, the operator may have the choice of the length of the authentication key K (128 bits or 256 bits).


The random challenge (RAND) shall have a length of 128 bits.


Sequence numbers (SQN) shall have a length of 48 bits.


The anonymity key (AK) shall have a length of 48 bits.


The authentication management field (AMF) shall have a length of 16 bits.


The message authentication codes MAC in AUTN and MAC�S in AUTS shall have a length of 64 bits.


The cipher key (CK) shall have a length of 128 bits.


The integrity key (IK) shall have a length of 128 bits.


The authentication response (RES) shall have a variable length of 4�16 octets.


………….











